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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-5 Cmnocoben paspabarpiBaTh M MOACPHHU3UPOBATH TMPOTPAMMHOE U ammapaTHOE OOECIeUYCHHE
MH(OPMAITMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax
OCBOCHHUS JUCIUILTUHBL:

- NPOEKTHBIN

1.3 JlucumriinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroUIMXCs K MPo(ecCHOHaIbHOM AEATEIbHOCTH B
chpepe: 06 Cpsi3b, MH(OPMAIMOHHBIE M KOMMYHHUKAIIMOHHBIE TEXHOJIOTUH (B cdepe MpOeKTHPOBAHUS,
pa3paboTKu, BHEAPEHUS U HKCILTyaTallui HH)OPMAIIMOHHBIX CUCTEM, YIPABICHUS X )KU3HEHHBIM ITHKIIOM)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIE Kon n HanmMeHoBaHue
(yHKIMH / TPYAOBBIC komrtereHiu GI'OC BO,
(byrximn / Tpynoesie win HeobxoaMMOi 1t MHankaTopbl JOCTHKEHUS] KOMIIETEHIIAM
npodeccnoHaTbHbIC (hopMHpOBaHUS TPYJIOBOTO
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBUS
OIIK-5 Cnocoben [IpuMmeHsieT cOBpeMEHHOE MPOTpaMMHOE U alnapaTHoe
pa3pabarbiBaTh 1 obecrnieueHne MH(POPMAIMOHHBIX U aBTOMATU3UPOBAHHBIX
MOJICPHU3UPOBATH CUCTeM I pelieHus 3agad  npodecCHOHANTBHON
MPOrPaMMHOE U allapaTHOE |IeATEITBHOCTH
obecrieueHne
MH()OPMAITMOHHBIX U
ABTOMaTHU3UPOBAHHBIX
cucTeM

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-5 Cnocoben pa3pabarbiBaTh U MOACPHH3UPOBATH MPOTPAMMHOE M arlapaTHOE
obecriedeHre HHPOPMAIIMOHHBIX U aBTOMAaTHU3UPOBAHHBIX CUCTEM

Ne HaumeHnoBanue ®dopma
n/n JUCIIUTLITNH, o0yueH
OTIPEIETISIOIIX us
MEXIUCIUTUTMHAPHBIE | OyHas
CBsI31 (cemect
p)
1]2
1 |KopniopatuBHbie +
WH(pOpPMAIIMOHHBIC
CHCTEMBI
2 | Texnonorudeckas +
(TIpOEKTHO-TEXHOJIOTH
YyeCcKas) MpakTUKa

2. MecTo nucuuiuiaiabl B cTpykrype OIl marucrparypsbi:
JlucuurninuHa « ApXUTEKTYpa U CEPBHUCHI KOMIBIOTEPHBIX CETeH MPeanpUsITHsD) OTHOCUTCS K 00s3aTenbHON
yactu yueoHoro miana OIl mo nanpasnennto noarotosku 09.04.03 - [Mpuknaguas nadopmaruka.

JucuuninuHa « ApXUTEKTypa U CEPBUCHI KOMIIBIOTEPHBIX CETEH NMpEeANpUATHI» n3ydaercs B 1 cemecTpe.

3.00beM u conepxaHue TUCUUILIUHBI




3.1.00beM QUCLMILIUHEL S 3.€.

Ounas: 5 3.e.
Bun yueOHo# paboTh (BCSEZ’ZZOB)

O0mast Tpy10éMKOCTb TUCHHUILIHHBI 180
KonrakTHast pabora 48
Jlexuuu (Jlexum) 16
JlaGoparopnsie (J1ab. pab.) 32
CamocrostensHas padota (CP) 96
OK3aMeH 36

3.2.Conepxanue Kypca:

No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlex |JIa6 | CP
ouu | .
pao.
O]0]|O
1 cemectp
1 Apxurektypa Tectuposanue;
KOMIIBIOTEPHOI CobecenoBanue;
CeTH. 1 2 |12 Brimonnenue
71a00paTOPHBIX
pabor
2 CereBoe CobecenoBaHnue;
[IpOrpaMMHOE Beimonnenue
obecrieyeHue. 1 | 2 | 10 | mabGopaTropHbIX
pabor;
TectupoBanue
3 OO6muit Joctym K CobecenoBanue;
CETEBBIM peCypcaM. Brimonnenue
1 2 110 1a00paTOPHBIX
pabor;
TectupoBanue
4 PacnpocTpanennble CobecenoBanue;
CETEBbIC aTaKu Brimonnenue
1 2 |10 71a00paTOPHBIX
pabor;
TectupoBanue
5 Vassumoctu IP u ) ~ 110 CobecenoBaHnue;
YIPO3BL. TectupoBanue
6 Vazsumoctu TCP u CobecenoBaHnue;
UDP. Brimosnnenue
212 (10 1a00paTOPHBIX
pabor;
TectupoBanue
7 becnipoBoansie CobecenoBanue;
CETH. TecTtupoBaHue;
2 4 |10 Brimonnenue
1a00paTOPHBIX

pabor




8 Cepgep CobecenoBanue;
MIPUIIOKECHUN. Tectuposanue;
2 16 |11 Brimonnenue
71a00paTOPHBIX
pabor

9 AJIMUHHCTPUPOBAH CobecenoBanue;
HE CETH. TecTtupoBaHue;
2 16 |11 Brimonnenue
1a00paTOPHBIX
pabor

10 Turnsl BUPTyaJIbHBIX Brimonnenue
YaCTHBIX CETEN. 1a00paTOPHBIX
216 |2 pabor;
Tectuposanue;
CobGecenoBanue

Tema 1. Apxurekrypa komnbroTepHoii cetu. (OIIK-5)
Jlekumus.

CereBble Kabenu, aanTepbl, KOHLIEHTPATOPbI, KOMMYTAaTOPhI, MapUIpyTH3aTOpbl. CeTeBble MPOrpamMMbl JIJIs
CO31aHMS CXEM JIOKAJIbHBIX CETE€H, aIMUHUCTPUPOBAHUS, MOHUTOPUHIA U HHBEHTAPU3aLlUH KOMIIBIOTEPHBIX
cereil. M3yuenme cereil pa3nuuHbIXx MacmTaOoB. KioumeHTHI W cepBepbl B CETH, MX THIBI W BHUIBI.
OpnHopaHroBele ceTH. M3ydyeHHe KOMIIOHEHTOB CETH: OKOHEYHBIE YCTPOWMCTBA, MPOMEKYTOUYHBIE CETEBBIC
YCTpOMCTBa, CeTeBasl cpeAa, MPEACTaBICHHE CETH, CXeMa TOMOJOTHMM M TpeACTaBlieHue U (QyHKIUU
KOMIIOHEHTOB ceTH. CHCTeMBbl JIOKaJIbHBIX ceTeil. [nobanbHpie cetn. MIHTEpHET W 3KCTpaHeT: M3ydeHHUE
CEpPBHCOB collleel ceTu. TexHonorun goctyna B UHTEpHeET. [logkimoueHne ynaJleHHbIX 0JIb30BaTeNeh K
cetu Wurtepuer. Ilonkmtouenue npennpuaruii Kk cetu HMurtepuer. Comeamasica ceTh: IUIAaHUPOBAHUE
pacuIMpeHus CETH.

JlaboparopHbie padoThbI.
Jlaboparopnas pabota 1. Hacts 1. Co3nanue cxem JIokaiabHbIX ceTeid B mporpamme 10 Crpaiik: Cxema CeTn
Iens: HayunThes cocTaBiATh cxembl B «10-Crpaiik: Cxema Cetu»
3amaun:
o IlocTpouts kapry cetu

o OTpenaxkTHpoBaTh KapTy CETH

10-Crpaiik: Cxema CeTu - mporpamMma CO3/IaHHsI CXEM JIOKAJIBHBIX CETEH, MO3BOJISAIONIAs OOHAPYKUTh
CETEeBbIE YCTPONCTBA U TIOMECTUTh UX Ha KapTy-cxemy. CallT pa3pabOTUUKOB -
http://www.10-strike.com/rus/download.shtml. ITporpamma conaepxut GUOINOTEKY 3HAYKOB CETEBBIX
YCTPOMCTB, YTO MO3BOJISIET B HEMl pUCOBATH CXEMBI JUIs KypCOBUKaA WK nuruioma. Eciu B cetn
noaaepxxuBaeTcs nporokosl SNMP, To mporpaMMa HapHUCYyeT CBSI3U MEXIY YCTPOUCTBAMU aBTOMATUYECKH.
WNuaue roBops, B 3TOI nporpaMme MOKHO CO3JaTh CXEMY JIOKAJIbHOM CETH B PyYHOM MJIM aBTOMaTHYECKOM
pexxume. [IporpaMma ckaHUpPYET TOTIOJIOTHIO CETH U BCE CETEBBIE YCTPOMCTBAa 0TOOpakaeT rpaduyecKy.
OcTtaércst TONBbKO OTPENaKTUPOBATh CXEMY CETH — IOPUCOBAaTh HEAOCTAIONINE CBSI3U, HAHECTH HAJIIUCH,
MIPUMEHUTD KeJIaeMbIi LIBET JJI1 PUCYHKOB.

[IpakTuka paGoThl B Iporpamme

[Tpu nepBoM 3amycke aBTOMaTHYECKHU 3ammyckaeTcss MacTep co3manus HOBOM KapThl cetu (puc. 1). B
npouecce padboTel Mactepa co3aHus KapThl CETH BIOEPUTE HY>KHBIM BapHUAHT MOMCKA KOMIIBIOTEPOB:

» CxanupoBanue nuana3ona [P-aapecos. Ecnu y Bac 6osbias KOMMyTHpYeMasi CETh, TO PEKOMEHIYETCs
MCIONB30BaTh ATOT CIOCO0 ckaHupoBaHus. HO OH TOBOIEHO MPOJOHKUTEIICH 110 BPEMEHHU.



» lMmiopT U3 ceTeBoro okpyxenus. JlaHHbIi cmocod paboTaeT HeCKOILKO ObICTpee, MPUIEM MPOrpaMma
aBTOMATUYECKH Pa300beT HalIEHHBIE KOMITBIOTEPHI 110 UX Pa00YUM TpyIIaM WA JOMEHAM.

BB Macrep cozpanms HoBodi KapTsl CETH — Inlﬂ

Bac npusetcTteyetr MacTep cosgaHna HOBOWM
KapTbl ceTu!

MacTep nororasT GRICTRO M NEMKO COS0ATE KADTY BAWEH CETH, YWnfH0 PacnondHMTE
HAMAEHHEE KOMOBKOTEPEI B FPURTLI,

Butepure cnocof ofHapyXEHHA KOMNLIOTEPDE B CETH

Cranupoeanwe gnanasona [P-agpecoe. Mozsonser oBHapymTe

@~ MAKCHMANEHOE KONWYECTEO YCTPORCTE, onpeaennTs ux Tun, sepcnra OC, ap.
CECHCTES, W NPH HAAHMYMK KOMMYTETOPOE, NOCTPOMTE K3pTY CETH
(pexomenayerca).

~ Hmnopt v3 ceTesoro okpy»ednA (GoICTPBIA, HO HE BCE YCTPOWCTEa MOTYT
BEITe HaRAEHEI)

(" Tpaccuposka (NO3BONAET NOCTPOMTE Cxemy coeguHenwil xoctoe 8 Internet)

¥ Mokassieats npw sarpyske =< Hazag fanee >> OmaeHa I

Puc. 1. 3amyck Macrepa co3manusi HOBOW KapThl CETH

Haxxumaem Ha kHOTKy [lanee (puc. 2).



lacTep Co3fjanni HOBOR KAPTL CETH

War 1 ua 4. 3aganue guanasona IP-agpecon

vl 192168.73.1 - 192.168.73.254

WBE |73 )1

L Aotasrs > _Ymsms

Puc. 2. 3agaem nuanazoH cCKaHMPOBAHMSI JIOKAJIbHOM ceTH

Haxxumaem Ha kHonky [lanee (puc. 3).



B Macrep cospanmmn moBoi KapTel CETH

War 2 us 4. 3ananke cnocofia v NApaMEeETPOE CEAHMPOBEAHHA

¥
v
=
V

Puc. 3. 3amaem napaMeTpsl CKAHUPOBaHUSI CETH

Haxumaem Ha kHonKy [lanee (puc. 4).



b MacTep coaanna HOBOH KAPTLI CETH

War 3 ua 4. Mowck ¥ oTlop KOMNBOTEPOD ANA NOMELEHWA HA KapTy

[4 192168732 - 00-50-56-F...

[4 192168.731... 00-0C-29-...

T H DEMTE

Puc. 4. Ot6op I1K mis ux moMemeHus Ha KapTy CETH

Haxumaem Ha kHonKy [lanee (puc. 5).

10



B
S MacTep co3faiHiA HOBON KAPThI CETH

War 4 uz 4. CoxpaHeHMe KapTe B Dafin.

Puc. 5. OkHO coxpaHEHUs KapThl ceTu B (haiin

Haxxumaem Ha kHonky ['otoBo (puc. 6).

11
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Puc. 6. Kapra cetu noctpoena

Teneps, npu jxeTaHUH, BBl €€ MOXKETE OTPEJaKTUPOBATh (pHc. 7).
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Puc. 7. Kapra cetu oTpenaktupoBaHa

3aganust:

1. ITocTpoeHue kapThl ceTH U TpaccupoBka cetu B mporpamme 10 Craiik cxema cetu. PucoBanue cxeM ceTu
u pacnonoxxenus [1K B komHarax B mporpamme EdrawNetworkDiagram.

2. MoaenupoBaHu€ MPOLIECCOB B JJOKAJIBHOUM ceTH. TeCcTHUpOBaHKE PA3IUYHBIX TOMOJIOTHUNA C TOMOIIBIO
nporpammbl NetEmul.

Jlabopatopnas pabora 1. Hacts 2.IIporpamma jy1st u3ydeHust KOMIIBIOTEpHBIX ceTeid Netemul.
Lens:

3anauu:

Xon paboThI:

HuTepdeiic mporpaMmmbl

Jlns Hauana yCTaHOBHM MPOTrpaMMy, 3allyCcTUM U pycudunmpyem ee komanaoin Cepsuc-Hactpoiiku (puc.8).
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Puc. 8. Pycudunupyem unrepdeiic mporpammsl

B r1aBHOM OKHe MporpamMMbl BCE 3JIEMEHTHI pa3MelnaroTcs Ha paboueii obnactu (Ha Cuene). Ha Beeit

CBOOOIHOI 001aCTH CLIEHBI, pa3MEUEHHON CETKOW MOXKHO CTaBUTh YCTPOICTBA, IPH 3TOM OHH HE JIOJIKHBI
nepecekarbes. Ha [lanenu ycTpoiicTB pa3menieHbl Bce He0OX0UMBbIE ISl IOCTPOCHHS CETH WHCTPYMEHTHI,
a Tak e KHOIIKa OTIIPaBKU cooOmenuit u 3amyctuts/OcranoButs. Ha [Tanenn mapaMeTpoB pacnonokeHbl
CBOHCTBa 00BEKTOB. /1151 BBIIEIIEHHOTO OOBEKTA MOSIBIISIOTCS TOJIBKO T€ CBOMCTBA, KOTOPBIE XapaKTEPHbI

st Hero (puc.9).

14
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Puc. 9. UnTepoeiic mporpammsl Netemul
ITpumep 1. Crpoum ceth u3 aByx IIK u kommyTratopa

JI1st Ha4YaIbHOIO 3HAKOMCTBA C IIPOTPaMMOM JaBaliTe OCTPOUM IIPOCTEHIIYIO JIOKAJIBHYIO CETh U
MMOCMOTPHUM, Kak oHa padortaert. J{iist aToro Beimonuute komanay daiin-HoBelil 1 HapuCyiTe cXeMy CEeTH Kak
Ha puc. 10.

=10l x|

Main [Mpagka Bua OBbekT CepeMc »

Qmod -®-

fir) :I
® —
I
]
G
o
KumJ;EHTpaTupl i
* T
0:0%:18

Puc. 10. Cxema u3 nByx IIK u xoHuieHTparopa

ITocne pucosanus aByx [1K u koHLIIEHTpaTopa co3aaaum ux coenuHenue (puc. 11).

01303

‘ |':I:I3.|'J.-EITI:- EDEﬂHHEHHEi

Puc. 11. MHCTpyMEHT cO3AaHMsI COEAMHEHUN CETEBBIX YCTPOUCTB

B nporiecce prcoBanus cBsi3el MEXAY YCTpOiicTBaMU BaM OTpeOyeTcs BEIOpATh COeUHsAEMbIE
uHTepdeiics 1 HaxxaTh Ha KHONIKY CoequHuTh (puc. 12 u 13).



Il ¥YKaMWTE HaYanbHbIE HACTPORKK

BrIDEpHTE COEAHHAEMEIE MHTER(EACE

ng-u (D =tho

LANZ2
QD LNz
QD Lan

ﬂ COEAHHMTE lﬂ CITMEHS

Puc. 12. BpiOop HauaabHBIX HACTPOEK COCTUHECHUS

Q
L
o)

Puc. 13. CoennHenue ycTpoiCTB NPOU3BEICHO

Teneps HacTpoum unTepdeiic (ceteByro kapty) Ha Hammx [1K ee — puc. 13 u puc. 14.



Puc. 13. Jlo6aBnsiem uaTepdeiic

| | | | | | |
ol | | [ | °
‘ @) CeoRcTES Crl+AlL+HP d
T .ﬁ TabtnMua MapLUIEY THIALMH Chrl+T |
ﬂ MHTEptherRCk Chrl+I
—— ™M nNporparmen Zkrl+P
L@ Arp TabnHLa Chrl+L
1 B NokazaTe wypHan
4} KOHCTPYKTOD NaKeToE. .,
J Of YCTPOACTEE Zkrl+F1
1 & 3anaT onkcanme. .
) ¥aanute Chrl+D
i i ' R

Puc. 14. Bonuwm IP aapec u macky cetu
IIpumeuanue

OOparute BHUMaHHUE: TIOCIIe TOro, Kak Bl Hanumiere 192.168.0.1 macka nosiBisiercs aproMatruecku. [loce
HaxxaTus Ha KHONKU [Ipumennuts u OK — nosiBnsieTcst aHMMaIus ABUXKYILUXCS 0 CETU MAaKETOB
uHpOpMaLIUH.

Bce - cetb co3nana u nactpoena. OtpasisgeM nannbie o npotokony TCP ( puc. 15 u puc. 16).

18
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Puc. 15. Knonka OTnpaBuTh qJaHHBIC

Puc. 16. Beibop npotokomna

D@

OTI‘IDaBHTb AdHHEBIE i
[ [ [

Ecnu BBI T71€-TO OMIMOIUCH, TO TIOSBUTCS] COOTBETCTBYIOIEE COOOIIEHHUE, a €CIIU BCE BEPHO — TO
MPOU30MAET aHUMAITUS IBIDKYIIUXCS 110 CETH MakeToB (puc. 17).

19
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Pazmep B KHNODaAT %

[0k =
a Aanee ﬂ CITMEHS |

Puc. 17. JIBu>xeHHe MakeToOB IO CETH

U eme onun MomeHT. 1o ymonuanuto kaxasiii [IK nMeeT onHy ceTeBylo KapTy, HO UX MOXKET OBITh U
HecKonbko. st Toro, utoOsl 106aBuTh s I1K agantep Hy>KHO MIETKHYTh HA HEM MPaBON KHOIKOW MBIIIH
U BBIOpaTh MyHKT MeHI0 MHTepdeiichl. B pesynbrare oTKpoeTcs cienyrolee 1uanoroBoe okHo (puc. 18).

\ .EuI-ILIEHTpaTan

Puc. 18. lnanoroBoe okHO paboThI ¢ ceTeBbIM uHTEpheiicom [TK

Haxxumaem Ha kHOTIKY /[06aBUTH, BEIOMpaeM THIT HOBOTO ajaanrtepa, Haxkumaem OK, 1 y Hac ecTh ele oauH
uHTepdetic. B kauectBe nmpumepa Ha puc. 19 n3obpaxen 1K, umeromuii Tpu CETEBBIX KapThI.



[;J etho

WmAa apanTepa: [ethD ]

Mac-apgpec: [01:24:12:0?:82:13 ]

Ip-appec: [[] ] . [D ] - [D ] : [D ]

Macka: o |fo [-]o |-lo |

Mony4yeHo Kagpoe: 0
Mony4yeHo nakeToe: 0
OTnpaenedHo kappoe: 0
OTnpaenedHo nakeToe: 0

{.J,ﬂnﬁanlﬂTb | J ¥oanute | | \9 CHpocWTh CTAaTUCTHKY |

P
| o/ TIpUMEHKWTb | | -(ﬂGH | | .% OTMeHa |

Puc. 19. B stom 11K ycranosnens! aganteps! ethO-eth3

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. ITocTpoeHue kapThl CETH U TpaccupoBKa ceTu B mporpamme 10 Craiik cxeMa ceTu. PucoBanue cxem cetu
u pacnonoxkenus [IK B komrarax B mporpamme EdrawNetworkDiagram.

2. MozaenupoBaHue IPOLECCOB B JIOKAIBHOM CETH. TeCTUpOBaHHME Pa3IMUHBIX TONOJOTUM C IIOMOIIBIO
nporpammsl NetEmul.

Tema 2. CereBoe nporpammuoe odecnedyenue. (OIIK-5)

Jlekumus.
PaGoraeM ¢ ceTreBbIMH mporpaMMaMu M YTWIHTaMU. YJaJI€HHOE YIpaBieHue ceTbio. [loHsTue
ONTUMAJIBHOCTU TMOCTPOCHUsI ceTu. YnaneHHoe ympaieHue I[IK mo cetn. VYmanenHoe ymnpaBieHue
KOMIIBIOTEPOM B JIOKaJIbHOU cetn U uepe3 MutepHeT. [IpocmoTp ymanenHoro pabouero crona. I[lepemada
(aiimoB. TeKCTOBBIM M TOJIOCOBOW YaT ¢ ymalleHHBIMU moib3oBatessiMu. [Iporokon Telnet. KonTposb
KadyecTBa paboThl COTPYIHUKOB. YacTHasi JOMOBasi CETh U KOPIOPATUBHAS CETh.

JlaGopaTopHbie padoThbI.
JlaGoparopnas pabota 2. Radmin - nmporpamma ypanenHoro ynpasienue 1K mo cetn
Lenb: U3yuuTh yaaieHHOE aIMUHUCTPUPOBaHIE KOMIIBIOTEPOM IO ceTH B IporpamMme Radmin u cucremy
0OIIEHS T10JIL30BaTENIEN B JIOKAJIbHON ceTuNassi
3amaun:

o Coznars HOBOTO MOJIB30BaTENs B Mporpamme Radmin u BbIaTh €My mpaBa

o Hactpouts ciyx0y cooOmieHni

o Hayuurhcs HacTpauBaTh B BUPTyalbHOU ceTu MIHTEpHET
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Cytsb B cnenytoniem: Ha kaxasli [1K B J10kanpHOM ceTH CTaBUM CEPBEPHYIO U KJIIMEHTCKYIO 4acTh
nporpammbl Radmin. ITocne 3Toro nmo cetu Bbl kaxkabM yaasieHHbIM [TK cMokeTe yrnpaBisiTh Kak CBOUM.
Wrak, ycranoBuM cepBep U KiveHT Ha MamuHbl 110-1 u 110-2. IIpu 3ToMm npaBa nonb3oBarenei Ha cepBepe
MOKa HacTpauBarh He OyaeM (cenaeM 3To Mo3aHee) — puc. 1.

Puc. 1. CepBep u knueHT ycranosnensl Ha [TK 110-1

3amyctum Ha [1K 110-1 nporpammy Hactpoiiku RadminServer u B mpaBax 1ocTymna yCTaHOBUM
nepexioyarens B noiokenne Radmin (puc. 2 u puc. 3).
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ADEYMEHTEI

MHTepHET Mo
% | () Mo powymesTe
Car IREHTPONHAA NOUTS @mm
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Mac
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8 Inkermat Explocer (oA
mmknm &) Outlook Express

(2} viindows Media Player

#l Windows Movie Maker

) Network Assistank rlqmca

TR oo s
m ) Radin Viewer 3 » ] HacTpoim Radrin Server)

) SamsungML-2240 Series  * B OcrasossTe Radmin Server

Buummutrw EQ Crpastca

15 vasmrs

@inyex | @ m K | R&J Hacporivn Riadimin Server | |@© K SER) 1500

Puc. 2. 3amyckaem komanny Hactpoiiku RadminServer

Hactpoikn Radmin Server E

Fesura sanycka...

@ Fadmin® Server v3.4 gna Windows 720085 sta 20035 2000

Pe #ivm GezonacHocTH Radmin Server

M Hpopraad A

HacTpoliku...
Mras: PC-14A CHCTErMa Ae30NacHOCTH
D AMuERSAH|
%) R admin [ MNpaea gocTyna } MNpaBa gocTyna...
) windows NT MNpaga nocTyna Crpaeka
[ kornaHmum
L AKTHBALMA

K.ornaoHeHTR Moayna BSemerd € Drdrpii 3Hocko, 1999-2009. Bee npaga
SalWMWeHs. € 1333-2003 Famatech Corp. W ee nMueHsMapel. Boe npasa BLimon
SALLMLLEHE,

Puc. 3. BricraBnsiem pexxum 6e3onacHoctu RadminServer

Haxxmem Ha kHOTIKy [IpaBa mocTyma u co3maanuM Moab30BaTeNs CEPBEPHON YacThI0 MporpaMMbl Radmin Ha

IIK 110-1, T.e. opranuzyem noas3oBareis User-1 ¢ maponem 123456 ( puc. 4).
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CHcTema BezonacHocTH Radmin

ManezoeaTenK Fadmin

Mr4A NoNbS0EaTENA;

Maponk:

,ﬂp Gapie HHE HOBOKNO NOJAh30BATEAH

|L|ser-'|

MoaTEEp#KAEHKE Napona; |""“'"""

— | ok

J

[ OTreHa ]

MNpaga Nonb30EATENEN

J L

Paspewrre

MoAHEF A0CTYN
¥hpaeneHke (R
MpocwoTp ()

Telnet (T

Mepeaaqa dannoe (F)
Mepenanpaenenie (0
TercToBRIM 4aT ()
MonocoEoH 4aT (6]

Bk nHIHEHHE (5]

Puc. 4. Jlob6aBneHre HOBOTO MOJIb30BATEIIS

DTOMY MOJIB30BATENIO A3 MM BCe Ipasa ( puc. 5).

MNepeAaqa TEKCTOEDD cooAWeEHHA (1)
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CucTrema GezonacHocTH Radmin [5_(

MNonezoeareny Fadmin
User-1

.El.n:nﬁaBHTb...] [ Hpanme

MNpaga nonesoEaTENER Pazpewmre

MonHeIR 40CTyYn

¥npagneHke (R

MpocHoTp (V)

Telnet (T)

MNepeaaqa hadnoe (F)
MNepeHanpaeneHke (D)

TekcToBsIH 4aT ()

Monocosor 4at (4)

Mepeaada TEKCTOEOrD COODWEHKHA (M)
BriknrodeHHe {50

REEHEEEEEEE

(] l [ OTreHa

Puc. 5. IlpaBa nons3oBarens User-1 Ha [1K 110-1

Teneps Ha [1IK 110-2 3amyckaem Radmin Viewer, Bermonasiem komanay Coennnenue-Coenuauthbes c-110-1

(puc. 6).

25



CoBEAMHATBCA C

=)- OBLUKE HACTPOFKH Pestim cosguHEHHA;

- CMCTEMa BEsonacHoCTH Window I!:InpaBnEHHE j

El 3!<:|:|aH Y AaNeHHOr o KOMNER TERa

. ¥npaenetme IF agpec v DNS uras: Maopt:
TekCToBRE YaT |1 10-1| : |4399

“- [ONOCOBaK 4aT ¥ Mo yrionuanuo

F acluHpEHHEIE HACT PO

[ MNogrnouwreca yepes npomesyrouHed Badmin Server

1] | ] W CoxpanuTe B anpecHol KHUre

k. I OrtaeHa

Puc. 6. Oxno coeaunenus knuenta 110-2 ¢ cepsepom 110-1

Teneps crnenyet BBectu ums User-1 ¢ maponem 123456 u naxars OK (puc. 7).
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=1

CoearHeHHe  Pexrm Bng  Cepewrc  Cnpaeka

72 EBE0H USRS EE

=R g‘l:]

110-1

CvcTeMa BesonacHocTH Radmin: 110-1 x|

MrA noneS0EaTENA; ILlser-1

Maponk: I"""|

I_ EDHDEIHHTI:- MR NONEZ0EITENS N0 YrA0n43aHHHD

k. I OTreHa

¥ NpagNeHHE i

Puc. 7. Tlocne naxatust OK BbI yBuguTe padounii cron I[TK 110-1

Tenepb MbI TOTHOCTHIO MOXkeM yrpaBisaTh ¢ [IK 110-2 kommerorepom 110-1, kak OyaTo Bbl (hU3UYECKH
cuaute He Ha [IK 110-2, a va [IK 110-1. MHaue roBopsi, ¢ momombio Radmin, BeI MoXkeTe
agMUHUCTpUpoBaTh yaaineHHbid [1K ynanenHo.

[Ipumeuanue

[Tone3noit ocobenHocTrio Radmin siBnsieTcss BO3MOXKHOCTD MOJAKIIIOUEHHUS K YIAIEHHOMY KOMITBIOTEPY B
pexxume Telnet. DT0 MO3BOIUT OCYLIECTBISTH IEPEHOC TEKCTOBBIX KOMAH/]] Ha YaJI€HHBIN KOMIIBIOTEP C
MOMONIBI0O KOMAHJAHOW CTPOKHU. DTO MPAKTUUECKU TEPMUHAIBHBINA TOCTYII, TOJIBKO OrPAaHUYEHHBIN
PEKUMOM KOMaHIHOU CTPOKH. [100KUTENTBHON CTOPOHOM 3TOT0 METO/A SIBJISIETCS SKOHOMUS U
yMEHbILIEHUE pacxo/ia Tpaduka B ThICSUU pa3 MO CPABHEHUIO C FpapuuecKuM peKUMOM.

Nassi - cuctema 00IIEHUS NOIBb30BATENEN B JIOKAIBHON CETU

Jlnst oOMeHa cooOmieHus MU U (ailiiaMu B JIOKaJIbHON CeTH yIOOHO MCIOIB30BaTh Yar MO Ha3BaHHEM
NetWorkAssistant (Nassi). YcranoBum 3Ty porpammy Ha [1K 110-1 u I[1IK 110-2 u 3amyctum ee ( puc. 8).
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Mone3oEaTeny

A
.
—

Puc. 8. NetworkAssistant (uaTepdeiic)

28

=|2] x|

110-2
110-1

00:23:56
00:Z3:36

1 Metwork Assistant 4,4 - User - [Paxmn Moneaosarena)
1 Mebwork Assistant 4.4 - User - [Pewmn Nonssosarena)

Tenepsb BBl MOXKeTe OTHPaBIATH ¢ omHOro [1K Ha npyroii coobmenus, (haitbl, pa3o0parbcst B 3TOH MPOCTON
rporpamMme coBceM He cioxHo. Hampumep, Bbl MoxeTe Ha ynaneHHbIi [1K mociaars 3ByKoBo# curHai (Tuma
TeneOHHOTO 3BOHKA), KOTOPHIN curHanu3upyet emy "[loxoriau k 1K, morosopum".

OcHOBHBIE BO3MOXHOCTHA Nassi:

* MHOrokaHaJLHLIA YaT

» O0mas 10cKa sl pUCOBaHUS

* MrHOBEHHEBIE COOOIIEHUS

* [Iepenaua (aiinon

* YpaBiieHHe IpoIeccaMu Ha yJaJIeHHOM KOMIIbIOTepe

» CurHanu3aTopsl yaaJeHHBIX COOBITUI

* U npyroe...

3amanue 1. ['pynmosas paboTa B 4are U Ha JOCKE I PUCOBAHUS
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Boiinute B Yat u nonpoOyiite noobmarsces ¢ apyrumu [1K. J{ist 3Toro BHU3Yy ecThb 1ojie BBOJa, B KOTOPOE
MOKHO Ha0OpaTh HY»KHOE cooOIIeHne u HaxaTh /Enter/. [t OTHpaBKu TNYHOTO COOOIIEHUS, IETKHUTE 110
HUKY T0JIb30BaTeNs B CIIUCKE CIIpaBa U B MOSBUBILEECS OKHO BBOAMTE Balle coodienue. Eciu ke XoTure,
4TOOBI TMYHOE COOOIICHHE OBUIO OTIIPABICHO BCEM, TO BBI30BUTE KOHTEKCTHOE MEHIO (TIPAaBBIM IIETYKOM
MBIIIIN) HA CITUCKE TI0JIh30BaTEeNIeH IMaBHOTO OKHA, U BeIOepuUTe "coobmenue BceM'. [lepeiinure Ha
nukTorpammy Jlocka. 31eck Bce Mmojab30BaTesId MOTYT BMecCTe (OTHOBPEMEHHO) PUCOBAThH OOIIUI PUCYHOK.
N3yunre apyrue BO3MOKHOCTH IPOIPaMMBbI CAMOCTOATEIBHO.

[Ipumeuanue
Ecau 6panamaysp HE BBIKIIFOUEH, TO IporpamMMa Nassi o/ KHa ObITh BKIIFOU€HA B €0 HCKITFOUCHUS.
Komanma ornpaBku TeKCTOBBIX coobOmennii Netsend

TexcToBbIe COOOIIEHHUS MO JIOKAJIBHON CETH MOKHO OTIPABIIATH HE TOJIBKO B CHEIUAIBHBIX TPOrpaMMax
(Radmin, Nassi), Ho 1 u3 komaugHOU cTpoku Windows XP. Komanna Netsend ciryxuT mjist oTipaBKu
TEKCTOBBIX COOOLICHUM IPyroMy KOMIIBIOTEPY, TOCTYITHOMY B ceTH. OHAKO, sl TOTO, YTOOBI KOMaHAa
paboraina, nepBoOHaYaIbHO HEOOXOAMMO BKIIIOYUTH CIIYKO0y TOCTaBKH COOOIIeHUH. J{1s1 aTOTO 3aiiiuTe B
[Tanens ynpasnenus. OTkpoiite nanky AamunuctpupoBanue, Cinyx0bl. Haliute B criucke ciyx0y
coobmieHuit (puc. 9).

5 Cayuehini =10 ﬂ

Keweone  JeficTeme BuA  Crpaees |
= | EFRRE @B == |
&y Cmymbie) (noxamsHee)
Cysifia conbmesni L | Orescarse | Cocromee | Tem JAMyEKA | Broog « =
£nCmywifia camesoro ... ObermesH.., OTENHOHEHO Nokar
Orucarme; %Cn;mﬁa cetesoro ... Cobwpaset... PaboTast Bty eyt Nowar
cnywbodt onoseuesai. Jan-aa cnys=ia %Cﬂm YNPABnEH...  ¥Npasnse... Bpyumyta Notear
HE MMEET OTHOWESMA K NPOrPastg %Cﬂrxﬁa WnkoEa ype..  Moageps,,. PaboTast Bty Nokar
Windowes: Messenger. ECu r"""“‘EE_“ Sl i IPSEC ynpaenae.., Paforast haTo Netzar
S:;ﬁ??ﬁ.:fm?c:;%ﬂmﬂ s Cmpsfier kpunTorp... Mpesocra..,  PafoTaet AmTo Notar
HEDAIDEUEHA, HE YOACTCR 3ANYCTHTE %Cﬂﬂﬁblmﬂnrﬂama Mpeaocta.., PaboTast Bty Nowar
Mofisie ABH0 3AEMCAMEIE CITYHE, %CMapr-napm Ynpaenae. .. Bipryuisyto fiscar
%L"nmnrmum b fbl.., ¥npsened.., Pabotast Biptyarryt Nokar
*&Cn:ﬂnm wmoaaep.., Obecnesm.., PaboTaet ] Noxar
S Craneie 3 Eipystyho Nocar
S Tensdonna Obecrewd...  Pabotast Bpyuito Maﬂ
o Term ¥npaonen.., PafoTast anto Nora
%Tanea-:e KOMHpOEa.,,  ¥npapnae... Eipynryi Nowar =
AL TN Py PR ] [a TR R AEN.] Ml =Fonr Ao [ EPEN
il i
‘] |> Y, Pacwmpernsi 4 CTangsoTHei

Puc. 9. Cnyx6a cooOuieHuii OTKIII0YeHA

Ortkpoiite ee cBoiicTBa. Bribepure 3HaueHre ABTO U3 crincka T 3armycka, €ciiy Bbl XOTUTE, YTOOBI CiTyk0a
aBTOMATUYECKH 3aITycKanach mpu 3arpy3ke Windows. 3arem Haxkmute Ha kHOTKY [Tyck u OK (puc. 10 u
puc. 11).



nyxba coobuwenyi (MoxkanbHBIA KOMNBHTER) ilil

Q6w He | Bron B CHDTEMHI ED::::TaHDEmEHHEI SaBHCHMDCTHI

Mraa coysoe: tezzenger

B LIEQOMMOE WA ||:nl:|}mﬁa CO0OLLEHME

MNocemnasT 1 Nony4aeT CO0GOLWEHMA, NnepefaHHEE AI

OnucaHme: t !
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Tun zanycra: BETD j
CoCTOAHME: [cTaHOENEHA
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[N apardeTprl sanyck.a: I

k. I OTrEHa [l PUtAEHMHTE

Puc. 10. Oxno Cryx06a cooOrieHuii

YnpagneHye cnyxsboi i[

Monemka SanNYcTHTE CASLYoLWYD Yy Ha Mok ansEHEIR EornsoTep...

Cnysti6a cootweHHA

ERNERERNERERR

ﬁCnymEa CceTesoro ... CobuvpaeT... PaboTaet

i 3 coobWweHki - Moceinaet.., PaboTaet

ﬁCnymlﬁa YMPaeneH, ., ¥npasnae...
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Puc. 11. Cnyx06a cooOmienuii paboraer

JlaBaiiTe pacCMOTPUM MPUMEPHI UCTIONB30BaHUS KOMaH bl netsend mpu OTIpaBKe cOOOLIIeHU B paboueit
rpymre (nomene) 110. YtoOsl oTIpaBUTH COOOIIEHUE BCeM MOIb30BaTeNsIM B paboueii rpynme 110 BBeguTe:
netsend /domain: 110 ITIPOBEPKA CBA3U. [/Ipyroii BapuaHT moJoOHOH KOMaH/bl: YTOOBI OTIIPABUTH
cooOlIeHre BceM IMOIb30BaTelsIM B BallleM JJoMeHe BBeauTe: netsend * mposepka cBsizu (puc. 12 u 13)

MaHAHaA CTPOKA

C:xDocuments and SettingssUszerinet send sdomain:=110 MPOBEPKA CBA3H
CooEWeHHEe YCNewHo oTocAaHo B gomed 110,

C:wDocuments and SettingssUseprr_

Microzoft Windows HP [Bepcua 5.1.2600]1
¢G> Hopnopauuwa Madkpocodor,. 1985-2001 .

C:“Documents and Settings“UserXnet send * npoeepka ceBAsH
COOGWEHWE YCNEeWHO OTOCcAAaHo B pomedn 110.

C:sDocuments and SettingsslUser>

Puc. 12. [Ipumep ycremHo# oTIpaBKu COOOIICHHS BCEM IOJIb30BaTesiM qomeHa 110

Cnyxcba coobuyeHuiA |
CoofieHke ot 110-2 anA 110 Ha 21.12,2010 16:22:32

NpoEEpka CEASH

Puc. 13. IIpumep ycnemnoro nonydenus coodmenus ot [IK 110-2 B pabouyto rpynmy 110

YroObl OTIIPaBUTH COOOIIEHNE KOHKPETHOMY TOJIb30BaTeNto, Harpumep, 110-1, BBequte: netsend 110-1
[TPUBET! (puc. 14).



Cnyxcha coobuweHqi x|
CoofweHKe oT 110-2 anA 110-1 Ha 21.12,2010 16:31:10

MPIABET!

Puc. 14. Coobuenue noap3osareiro 110-1 gocrasiieHo

B Windows XP ecTs emie ogHa BO3MOKHOCTh OTIPABKU COOOIIEHUI 11O CeTH. BBRIMOTHUTE KOMaHIbI
ITanens ynpasneHus-AIMUHUCTpUpPOBaHMe- YIIpaBiieHue KomnbtotepoM. [Jansme: JleiictBue-Bee
3anaun-OTnpaBka coodmienus koHconu. Jlanee BeiOupaere [1K u ormpasnsiere emy Tekct (puc. 15).

OTnpaexa coobueHHA KOHCORY ed |

Coofw eHWe:
MNpueet! ;I | OtnpaexTe I
OTreHa
[~
Danyyaremd:
= 1102 Dotasie.. |
Haanume |

Puc. 15. BapuaHnT oTnipaBku cooOmieHus mo cetu 6e3 komanasr>netsend
IIpumeyanue

Komanna netsend MoxkeT O10KHpOBATHCS OpaHIMaydPOM, TIOITOMY €T0 HeOOXOUMO HACTPOUTH WU
OTKJIFOUUTH (HE KeJIaTeIbHO).

Hactpauaem B BupTyanbHO# cetn MHTEpHET
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Yacto HacTpoliku IHTepHEeTa yCTaHABIMBAIOTCS HA BUPTYAIbHOM MAIlIMHE MPABHUIIbHO aBTOMATHYCCKH.
Ecnu 3T0r0 HEe MpOoU3011L10, TO HEOOXOIUMO HACTPOUTH €T0 BPYyUHYI0. J1J1s BBIX0O/a BUPTYAILHOW CETH B
WuTepHEeT HE0OXOMMMO HACTPOUTH CBSI3b BUPTYAJIbHOW CETEBOM KapThl C CETEBOM KapTOi HAa (YU3NICCKOM
ITK. B atom ciyuae ¢usuueckuii [1K OymeT urparh posb 1u103a. BoT kak ceTeBbIe MOIKITIOYCHUS BBITISISAT
Ha MoeM uzmaeckom 1K (puc. 16).

‘:-.El:'lk‘:liblt‘ N KAHYEHAR _l_l- D EI
Daidn  Opaera Bra WMeOpasnos  Cepeuc  JONONHMTENBHD  CNDSBKS | i

J Hazag - \J S ‘j v Aapec; [‘:_',CETEBHE M0 AK MHHEHAA E‘ I'Ieplmnl.

| NBC wAv BRICOKDCKOPOLTHOA MHTEpHET

- WMware Netwark Adapter 0AKMOMEMHE N0 NOKAMEHOA

[5] Cosaanne nosoro YMnets
NOAK MHHEHHA L MoAKmoYeH0
Q WETEHOBHTE AGMALIHHHD CETe =
WA CoTe Man0ra oduca - WMware Network Adapter cl MoAKMHI4EHHE NO NOKNEH0A
@ VseesinTe NapameTpy ¥Mnet1 CETH
fiparanaysps Windows A Mok moseHn 1 Ceteson Kalens e NoARHEH
& Cremouete ceTesoro
YUTDOACTES
Sy, Boccrakosneree
MO AK THIHEHHS -
mf MepewmoHoeanie MoAKMOHEHHE K MHTEpHETY
MOAK MHP4EHHA MNogkmrateno
- -|:l,.'.|'r OMEHHE K MHTEpHSTY
& MNpocmoTp cocTosMkA
NoSEMHP4EHHA
[ 3 Msresimuins e rnose :J

MVIDIA nForce Metworking Controler A

N3 MHTEPHETa

Puc. 16. Bce cereBbie noaximoueHus Ha puzndeckom [1K

K nmoaxmodeHunIo 1o JOKaJIbHOM CeTH 2 HaM ClIeAyeT cAearh o0Imuil 1ocTyn. s 3TOro ycTaHOBUM
¢axxok Pa3pemuTs Ipyrum moibp30BaTeNsiM CeTHU. .. U BhiOepeM B criucke agantep VMnet 1 (puc. 17).



L Mo gKAHYEHWE N NOKANBHDA CETH 2 - ¢ ?| XI

Déwpe  JononHuTesHo |

— BpaHaomays p Windows

SALIMTHTE FOE EOMIBHOTER M CETE MYTERM
O PAHUHEHMA MK NPEKPALLEHWA LOCTYNA K
KOMNBOTERY Yepes MHTepHET

— D AWMl gocTyn K nogeaoyenian k MHTepHeTy

¥ PaspewwTe Apyrkt None30EaTenam CeTH
WCNONES0ESTE MoK AKYEHIHE K. MHTEEHETY AaHHGMD
K.OMMEDTEDS

M OEMOYEHHE AOMALHEH CETH:

IVM ware Metwork Adapter VWhdnet]

¥ PaspewuTs Apyrkt Nonb30saTend GETH YpSEsTE
Qb MR AOCTYRG K AodEMoHEHH E M HTepHeTY

MNogpofHes o oOwWEr QOCTYNE E, M apameTpbi.. |
OO MYEHMID E M HTEDHETY, =

M 0#HD MCNONES0BATE MACTED AOMALIHERN CETM
017 YCTAHOEKH 3THX CEOMCTE.

0k, OTreHa

Puc. 17. Oxuo IlogkaroueHue 110 JOKAJIbHOM CETH 2-CBOMCTBA

B ciyuae xondnukra IP agpecos Ha 110-1 nomensiem aapec 192.168.0.1 na agpec 192.168.0.3 u gonuiiem
crienytomue Hactpoiiku nporokona TCP/IP (puc. 18).
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Crokcrea: [lpotoxon MaTe pHeTa [TCPSIP)

O6wme |

MaparaeTpel [P MOMYT HAZHAYATECA SETOMATHYECKM, BCAM CETh
NoAAEpKMESET 3TY BO3tMoKHOCTE. B NpoTHMEHOM ciyyas napameTpel
IP r0sHD 00AYYMTE Y CETEEOMD AQMWHMCTRETODA.

() Nanyuure |P-agpec aBTOMETHYECKM

(%) Mcnonesoeate cnequowMi |P-agpec:

IP-anpec: | 192.168. 0 . 3 |
Macka noaceru: | 255 . 255255 . 0 |
(O CHOEHDIA WK | 192 0168 . 0 . 1 |

{(®) Mcnonesoeate cneguowme agpeca DMS-cepeepoe;

MNpegnoudraeraeii DMS -cepeep: |'IE|2.1EB. o .1 |

AneTepHaTHEHRIE DNS-cepeep: | . . . |

JononHKTENRHD. . .

[ OF. H OTrenHa ]

Puc. 18. [IponuceiBaeM 0CHOBHOM 1UTIO3 U nipeAnodnTaemMbiiit DNS cepep

Bce. UnTepHer Ha BupTyansHoi MamuHe 110-1 HacTpoeH. AnanornuHo Hactpauaem u 110-2 (puc. 19).
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Crokcrea: [lpotoxon MaTe pHeTa [TCPSIP)

O6wme |

MaparaeTpel [P MOMYT HAZHAYATECA SETOMATHYECKM, BCAM CETh
NoAAEpKMESET 3TY BO3tMoKHOCTE. B NpoTHMEHOM ciyyas napameTpel
IP r0sHD 00AYYMTE Y CETEEOMD AQMWHMCTRETODA.

() Nanyuure |P-agpec aBTOMETHYECKM

(%) Mcnonesoeate cnequowMi |P-agpec:

IP-anpec: | 192.168. 0 . 3 |
Macka noaceru: | 255 . 255255 . 0 |
(O CHOEHDIA WK | 192 0168 . 0 . 1 |

{(®) Mcnonesoeate cneguowme agpeca DMS-cepeepoe;

MNpegnoudraeraeii DMS -cepeep: |'IE|2.1EB. o .1 |

AneTepHaTHEHRIE DNS-cepeep: | . . . |

JononHKTENRHD. . .

[ OF. H OTrenHa ]

Puc. 19. OxnHo HacTpoiiku 110-2
IIpumeyanue

Wuorna anis nogkimodeHus kK MHTEpHET UMEET CMBICIT aKTUBHPOBATh B CBOMCTBax mpoTokona TCP/IP
nepekitouarens [lomyyars [P-agpec aBromatnuecku (puc. 20 u puc. 21).
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CeorcTea: MpoTokon Mutepiera (TCP/IP) ﬂﬂ

Ofiwme | AnETEpHATHEHAA KOHDHIYPALHA I

Maparaerpel [P rMOryT H3SHIYATECA SETOMSTHYECKM, BCAM CETE
NofAEpKMESET 3TY BO3tOKHOCTE. B NPOTHEHOM Ciydae NapareTpel
IF rosHD NOAYYMTE Y CETEEOrD AAMMHUCTRATORA.

£ Monyare |P-agpec asToMaTHYECKMN

—i" McnonesoEaTe creqyowmi IP-agpec;

|Franpen: I
flacka nogeeT: I
[ EHOBHAM WS I

i MMonyure agpec DNS-CcepEEpa AETOMATHUECKM

—{" Wenonesosare creqyowwe anpeca DNS-cepsepos:

[pegnouuTackaeid DS -cepeem I

SNETEHATHEHEIN NS -cepEem I

JonoaHKTENEHD. .. |

] I OTreHa |

Puc. 20. Bmecro 3ananus [P anpeca BpyuHyto akTuBupyem nepekitouarens [lomyuars [P-anpec
ABTOMAaTU4ECKHU
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Puc. 21. 3anyck MHTepHeT Ha BupTyanpHoil MamuHe 110-2
3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.

VYnaneHHoe aIMUHUCTPUPOBAHKE KOMITBIOTEPOM 110 ceT B nporpamme Radmin. CereBoii yat Nassi
(ITepecpunka (haitnos, oTpaBKa TEKCTOBBIX COOOIIEHUH 10 ceTu u Ap.). [Ipumepsl paboThl B 3THX
nporpammax. Crioco0bl yCTaHOBKH JIOOBIX IporpaMM Ha BUpTyanbHbIN [1K.

[Toctpoenue moneneit 6ecripoBoAHBIX ceTeil B mporpamme S2 Netest. [IoHsITHE ONTUMATBHOCTH
IOCTPOCHUS CETH.

Tema 3. O0muii 1ocTyn K cereBbiM pecypcam. (OIIK-5)
Jlekumus.
Cnyx6a obmero nmocryma. IIporokonmbsr obOmero goctymna. BosmoxkHoctu mnporokona CIFS. Cereras
¢aiinosas cucrema NFS. HuzkoypoBHeBbIe cpencTBa obmiero gocrymna. [Iporokon DAFS.Hacrpoiika cimyx6
obmero moctyma B Windows 10. CereBoii oomMeH 1o mpotokoiny SMB / SAMBA. Opranuzanusi 3amuThl
CETEBBIX pecypcoB. PacipocTpaHeHHbIE CETEBBIC aTaKu. YS3BUMOCTH [P 1 yrpo3sl.
JlaGopaTopHbie padoThbI.

JlaGoparopnas padota 3. Yacts 1. KonupoBanwue ¢aitnoB BupTyansHoi Mmammasl VMwareWorkstaktion 9
Ha pusmnueckuit [TK

Iens: HacTpouts mporpammy VMwareWorkstation 9

3amaun:
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* Ycranosuth VMware Workstation 9
* Co3laTh BUPTYaJIbHYIO MALTHHY

3anyctum Setup (puc. 1).

Vidware Workstation Setu

vmware

VMware®

Workstation 9

Mow Loading: vmwarewo Moo, msi

Copyright * 1958-2012 Wware, Inc. All wct is protected by LIS mational copyright
Intell=ctual property |aws. Yiwane produc of mare Fat-:nts-ﬂ_'rﬁh11F-:."."W\'u'r.hm'r.lan-_-:-:|

Puc. 1. Jlorotun nporpammsl VMwareWorkstation 9

Hanee uzmenum mecto pazmernenuss VM Ha [1K u ais aToro Oynaem co3aaBath BUPTyalIbHYIO MAIlIUHY HE T10

mabnony (nepekitouarens Typical - OObIuHas), a ¢ HAIIMMU HAacTpoiikamu (epeximodarens Custom -
CneunanbHas) — puc. 2.
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#

Whware Workstation Setup

Setup Type F
Choose the setup type that best suits your needs, |

Typical
Typical program features will be installed.

Custom
@ Choose which program features you want installed and where they wil be
installed. Recommended for advanced users.

Puc. 2. YcranasnuBaem nepexitrouatenb Custom (CrieruanbHas yCTaHOBKA)
[Tpumeuanue
OT10 He 00s3aTenbHO. Bel MOXkeTe ycTaHOBUTE VM ¢ HACTPOMKAMU IO YMOJTYAHUIO.

CraHmapTHBINA Ty Th U1 HAXOXKACHUS (halijIOB BUPTYaIbHOW MAIIMHBI MBI H3MEHUM (pHC. 3 U puc. 4).
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VMware Workstation Setup

VMware Workstation Features
Select the features you wish to install,
Click on an icon in the list below to select features for installation,
- — Feature Desaiption —————
. Core Components Core Components
B vix Application Programming Interface
This feature requires 3200 MB
[] Enhanced Keyboard Uity on your hard drive.

[ visual Studio PlugIn

Puc. 3. BeiOupaemM KOMIOHEHTBI TPOTPAMMBI U ITYTh UX Pa3MEIICHH



Whware Workstation Setup - - e

Workstation Server Component Configuration
Click Mext to continue installation with the Workstation Server Component
configuration below,

Store shared VMs to:

0:\9

Enter the port value that you would like the Workstation Server Component to listen on

HTTPS Port: 4473

« Back ] [ Mext = ] [ Cancel

Puc. 4. YkazpiBaeM IyTh 7151 HAXOXKACHUS (ailioB BUPTYyaTbHON MAITUHBI

Crnenyroniye OKHa OCTaBJIIEM C HACTPOMKaMU M0 yMOJIIYaHUIO M HaKUMaeM Ha KHolky Next (Cnenyromuii).
B ¢unane cnenyromee coobuienue (puc. 5)
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YWidware Workstation Setup

Setup Wizard Complete

The setup wizard has successfully completed its operations
related to VMware Workstation. Clidk Finish to exit the wizard.

VMware’

Workstation 9

Puc. 5. Mammna co3nana

C nomorpio pycudukaropa aHIIIMUCKUN nHTEpdEiic ( puc. 6) MeHseM Ha pycckui ( puc. 7).
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Eile  Edt Yiew VB Isbs Hep
- o d|D=x & | O
i .| |[Py—

| Q Type here 1o semch -

il Wy Computer

2 s VMware” Workstation 9

Virtual Network Editor
Charige the netwaork configuration used by
wirtual machines on this compater.

Owpan a Virtual Machineg , Workstation Preferences
Open a virtual machine on this computer. Customize Vidware Workstation to your way
IQI
b —— i
IOI
k. —

Create a Mew Virtual Machine
Create & wirbual machine on this computer.

Software Updates
Cheeck for software updates for Viidware

of warkang.
Connect to a Remote Server
Open wirtual machines on a remaote server.
e Workstation.

Virtualize a Physical Machine
Create a wirbual machine from an existing
physical mechine,

Halp
Vigw the help topics for Yidwarne
‘Workstation.

Puc. 6. CraproBoe okHO 3armycka VM ¢ aHmuiickuM nuaTepdeiicom

Gan  [Mpaexa  Bwa  Bwepryanemss mawess  Bonggew  Cnpases
> - | e d|Dn=x & | DO
Bitancrecs ®

| ':'-; EEEgeTE idEdhinii TEodT =

« [nabmaz :-'l

sl Mo comneroTep

2 Osuve i VMwa re” Workstation 9

Cozgars HORYMD BMPTYANLHYID MW UMY PegaxTop BMPTYanLHOWH CaTH

Cozgamne BHPTYRNb 0l M3 A HY 370 M KD HIY CETH, ACNC

EORMNBeHOTEDE, BAPTYAAEH DI RISLLIAHSGIN HE STOM
i T

OTHpLITE DHPTYAALHY D MILMHY HacTpo#ixn pafowed cramuwms
Omepbirie BMpTYAMEHOA MALIMHE MY 3TOM Hacrpoia Yivteare Workstation gna seuwsm
EORANRHTEDE, Hy,

Moaxamuenie K yaaneHHoMy cepuepy OfHauneHne nporpasamsoro ofecnoueHnn

OTEpBITIe BEPTYAMEHBD BALIAH HE | Mposepxa manwsA o 11l NpOrpEsm Ao
FAARESOM DEDBEDE, LY obacneseniin 4nn Vwane Wodkstation,

BupTyanuiawmn rIaucchod MamnHLl Cnpanxa
Cozganne BHPTYANbH0R MALLBHE] B \ MpocmoTp cnpesan gna Vidsare Workstaton.
YU TEY HAULGER §o ek WaLuvngl, i




Puc. 7. IIporpamma ycrieniHo pycugpuiupoBasa

Jlaboparopnas padota 3. Yacts 2. Co3manne HOBOM BUPTyaIbHOM MaIIUHbBI U ycTaHOBKa Ha Hee OC
Windows 7

[lenkaem Ha 3HAYOK MAITUHBI HA pabodyem crone ( puc. 8).

3
2

Whware
Waorkstation

Puc. 8. Apnbik nigs VM

Brmonasiem xomany ®aitn-HoBast BUpTyanbHasi MalllnHA WK IIEJIKAEM MBIIIKON Ha 3HAYKE U
yCTaHaBJIMBaeM IepeKouaTesib Beibopounsrii ( puc. 9).

i R
Macrep cosganua HOBOW EXPTYaNEHCH MALWMHG ﬁ

Bac npuBeTCTBYEeT Macrep

CO3MaHUA BUPTYaNnbHOM
MAlIIMHKI

Karkoi TN KoHGMryPaL HyHHD COZAETE?

() OBbMHBIA {peroMeHaYeTCR)

Co3naHue BMPTYaneHoi MawkHel Workstation 9.0 3a
HECKONBKO Waros,

(@) BribopoYHelA {1ononHUTENBHO)

Co30&HWE BUPTYaNEHON MALWKHE! C A0NONHATENEHEIMIA
NapaMeTpaMi, TakkMKM K3k TN KoHTponnepa SCSI,
THM BHPTYaNbHOr o AWCKE W COBMECTHMMOCTD €O
CTapbiMK NpoayKTaMd VMware.,

VMware”

Workstation 9

< Hazan [ Lanee = ][ OTmeHa




Puc. 9. IlepBoe okHO MacTepa co3naHust BUPTyaJIbHON MallliHBI
IIpumeuanue
OTOT BapHaHT I ONBITHBIX MOJIb30BaTesei. Bol MoxeTe ycTaHOBUTE VM ¢ HacTpOHKaMu 110 yMOJIYAHHUIO.

Janee Mactep npoBepsieT BO3MOKHOCTh yctaHoBkM VM Ha I1K, 3arem npeniaraer Ham BeIOpaTh
obopynoBaHue U yka3arh UCTOUHUK [ ycTaHoBKH OC ( puc. 10 u puc. 11).

p
MacTep cosgaHua HOBOH BMPTYANEHOH MaLWKWHEL n ﬁ

Buifop coBmecTumoro obopyqoBanna BAPTYaNbHON MALLMHbI
KaKne annapaTHele dryHELWAK, HEoGX0AMMEl ANA 3TOA BUDTYENEHOA MALIMHEI?

CoBMecTHMOE 000Dy D0EaHWE BMPTYANEHOM MALIMHE!

COBMECTMMOCTE SNNapaTHOrD obecneYeHMA: Workstation 8.0 -
COBMECTHM C: Cepeep ESX

CoBMECTHMEIE MPoaYKTEI: OrpaH14eHma;

Fusion 5.0 - Mpenen namaTth: 64 GB I
Workstation 9.0 Mpeaen npoueccopos: 8

Mpenen ceTeBbIX
afantepos: 10
MpegentHEIM PE3MED OMCKE!
2TB

< Hazan ][ lanee = J[ OTtmeHa

Puc. 10. Bei6op coBMecTUMOT0 000pyI0BaHUS

OC MOXHO yCTaHaBIMBATh C KOMIIAKT JucKa uin u3 ee ISO obpa3a.



#

MacTep cosgaHua HOBOH BMPTYANEHOH MaWKWHEL ﬁ

Y¥CTaHOBKA MOCTEB0H ONEpaLnoHHON CHCTEMbI

BMpTYanbHaA MALWKMHE, 3TO Kak GM3MYEcKMA KOMNBOTED ANA KOTOPOH TakHke
Heobxoamrma OC, Kak HysHD YCTaHOBMTE rocTesyk OC7

YCTaHOBMTE M3:

(@ YCTaHOBOYHBIA AMCK:

2.5 DVD RW ana<oson (F:) GRMCULF(X)REO_EN-RU_DVD -

,jr} Windows 7 ofHapy#eH.
3Ta OC DYOET MCNoNE30BaTE DbICTRYHD YoTaHoBKy, (HTo a10?)

() Daiin obpasa ycTaHoskM (o)

Dfzop...

(7 8 yCTEHOBNK ONEPALMOHHYID CMCTEMY NOSHE,

BUpTyansHas MalHa E'E'II.ET CO30a8BaTeCA CNYCTOMD MECTKOro AMCcKa.

< Hazan ][ fanee = ][ OTtmeHa

Puc. 11. YcranaBnuBath cuctemy OyzieM ¢ KOMIAKT-IUCKa

Hanee aktuBupyem OC KIIIOYOM U 33/1a€M UMSI MalIMHbI (puc. 12).
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#

MacTep cosgaHua HOBOH BMPTYANEHOH MaWKWHEL

HMA BHPTYaNbHOH MAWMHBI

KakKoe MMA MNoNb30EaTE ANA ITOA EHDTFEJ’II:IHDIE MELMHBI?

MA BUPTYaNEHOM MaLIMHEI:

Windows 7
PacnonoxeHue:
D WM_wIng| [ Ofzop... ]

FACMono#eHE MO YMOMYEHWKD MOMET DbiTh MZMEHEHD B MEHKD MNpaBka = HacTpoiiku,

< Hazan ][ lanee = ][ OTtmeHa

Puc. 12. 3agaem umsi MalIMHbI U €€ PacoIOKEHUE

3anmaeM xkoH(puryparmio nporeccopa (puc. 13).
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#

MacTep cosgaHua HOBOH BMPTYANEHOH MaWKWHEL

Hondmrypauma npoueccopa

YKEHWTE KONWYECTBD NPOUSCCOpoE ANA 3TOM BHDTYEHbHDﬁ MaLUKHEl.

Mpousccopsl

KonMYecTED MPOLECCOPOE:

)

Y1Cno ANep NpoUeccopa:

)

Beero mpousccopHelx Aaep: 2

< Hazan ][ fanee = ][ OTtmeHa

Puc. 13. 3agaem korpurypamnuto mpoueccopa s VM

OcranbHble marn Macrepa ciennaeM ¢ HacTpolkamu 1o yMondanuto. CaenaeM KOMMEHTapUid TOIBKO K

OKHY, U300pakeHHOMY Ha puc. 14.
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MacTep CcO3AaHHA HOBOH BHPTYaNnbHOH MalHHbI 5[

Bce roToBO ONA COSOaHHA BAPTYANbHOH MaWHHbLI

HaHMuTe KHoNKY MoToBo, YTobbl Cco3AaTe BUDTYaNEHYHD MALUMHY M HEYaTE
yoTaHoeky Windows 7 1 VMware Tools,

BMpTyaneHaA MallkHa DyAeT CO308Ha C0 CNE YHOLLMMI NApaMETPaMA:

PacnonoseHwe: C:\Users\PC-1\Documents \Wirtual Machines\Windows 7 (3) ﬂ
Bepoas: Workstation 9.0
OnepauMoHHanA cuc... Windows 7

HecTkl guox; 60 GB, Pasaenute
MamaTe: 1024 MB
CeTesol aganTep: MAT | |

Opyrue ycTpoicTea:  CD/OVD, AuckoBod rubkuy auckos, USE+woHTponnep, MpUHTER,, ™
4| |

HacTpoiika obopyooBaHUA

¥ BrmouMTh 3TY BUPTYANEHYIO MALLMHY NOCNE CO3AEHMA

< Hazan loToBo OTmeHa

Puc. 14. Tlocnennee okHo Mactepa co3iaHusi HOBOM BUPTYaJIbHOM MallMHbI

B nannoM okxHe MBI BUIIMM, 4TO y Hariero BuptyanbHoro I1K Oyner cereBoii agantep NAT (Network
AddressTranslation - TexHomOrus MPeo0OpPa30BaHUs CETEBBIX a/IPECOB).

[Tpumeuanue

[Tpu momonm Mexanusma NAT HECKOJIBKO MAIIMH U3 OHOW CETH MOTYT BBIXOJIUTH B APYTYIO CETh, B
HAIIeM CTy4yae — HECKOJIbKO MAIllUH U3 BUPTYaJIbHOM JIOKAJIbHOM CETU CMOTYT BBIXOJIUTH B TNI00ATBHYIO
cetb MHTepHeT, ncnonb3ys Tonbko oguH IP agpec. MTHave roBops, Best ceThb nonb3yercs ogauM [P agpecom.
B namem ciydae sto Oyzaer IP aapec poyrepa (MapmpyTuzaropa), K KOTopoMy nojakitodeH ¢puzndeckuid [TK
(ITo3nree MBI M300pa3uM KapTy TaKoW ceTH Ha pucyHke). [P ampeca makeToB U3 BUPTyaIbHON JIOKATHHOU
cetu, poxosist uepe3 NAT (B ctopony MHTepHET), epe3anuchIBarOTCs apecoM BHEIIIHETO CETEBOTO
uHTepdelica, a Bo3Bpamasch 00patHo (u3 MTHTEpHET B JIOKAJIbHYIO CETh), HA TTAKETaX BOCCTAHABIINBACTCS
MpaBUJILHBIN (JTIOKaabHBIN) [P agpec MammHbl, KOTOpas ¥ MoCkUIala UCXOIHBIN MakeT JaHHBIX. C TOUKH
3peHus nposaiaepa MIHTepHeT, B Takol ceTH paboTaeT JIMIIb OJIHAa MalTuHa (MapIIpyTU3aToOp C
aKTUBUPOBAHHBIM Ha HeM MexaHu3MoM NAT), a Bce apyrue KOMITBIOTEPHI, HAXOSAIIEHCS 3a
MapIIpyTH3aTOPOM, JIJIsl TPOBaiiiepa He BUIHBI cOBceM. Takum oOpa3om, MoayduB Jullh ofguH I[P agpec
(OHO MOAKITIOYEHKE) OT MPOBaepa, MOKHO BBIBECTH B TNI00AIBHYIO ceTh Heckonbko [1K. U takas
JIOKaJIbHAs CETh aBTOMATUYECKHU 3aIUIIAETCS OT 3JI0YMBIIIEHHUKOB, MOCKOJIBKY OHA UM IIPOCTO HE BHIHA
(32 UCKJIIOYEHHEM CaMOT0 KOMIIbIOTEpa-MapuIpyTu3aTopa). s moaasisionero 60iIbIIMHCTBA IPOrpaMm
Mexann3M NAT moiaHOCThIO TPO3paydeH, T.€. OHM €r0 IPOCTO HE 3aMETSIT.

Wrak, nponomkum. [Ipornecc ycranoBku Windows 7 kak Ha ¢puzudecknii [1K, Tak n Ha BuptyansHblil [1K
MTOJIHOCTHIO HACHTHYEH (puc. 15 u puc. 16).
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7 Windows 7 - VHiware Workstation

Safin  Mpaexa B0 BeTYANSASA MAUMHE  Biags  Cnpamsa

= | 2| T
Evmmrexa

SRCRICTE=E § Wi=]

2

Tnas-ian [ Windows 7

= | Mol koeresoTEp
5 Windows 7
L O BM

~C
Windows 7

FITAMAENMEIEMBIN ASbIE

il b G SAMHALE F';.'LLI.HIE (Pacewm)

Packnag knaswaype: nan MeTol oooge [Nt

Brafiepatte HyHpii A3 W APETIE NAPEMET i, & SETEM HEXMIHTE &

i Eopnopaigen b

FETam0Ba Windows 7 NpOnCRogaT i Ha $nBnaCkon Koo Tepe m_ﬁT#‘wM VeTaHORE ml Crpass I _ﬂ

JAMPYIH OMEPALMOHHON CACTEHE], HEKHHTE KHONKY "YCTAHOOKS Jaepucria’.

Ana sxona B 3Ty BAPT

T EHY TP DHHS AN Feersme Cirl 45,

=

1 T oy |

Puc. 15. OxHo HavanpHOU ycTaHOBKH Windows 7 Ha BupTyansHbii 1K
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(= [EU S W=

alih =]

Sebmriong W

“ra-ra - Winos 7

A0 RS B T AT i

Puc. 16. Ycranoska Windows 7 na Buptyanbhbiii [1K 3aBeprien

B 3axmrouenue BoinonnuM cienymoiee: [Tyck-Ilanens ynpaBnenus-YyeTHble 3anucu
nonp3oBareneii-Co3aanue naposs cBoei yueTHou 3anucu (puc. 17).
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$s Ca3faHne CEOEND Na P _dﬂ!l
|W;Evmmmvmmm - Ell‘mummn E

Lodmanme Napona CBOeR YYeTHDR JanmoH

I L L L]

Ecri Napdin: CONSIHNT 3arNagHsie ByEsl, Wi CREQYET BBOAWTE AAMHHKOS0 NP KEHA0H BXNOLS B CHCTEHY.
HaK CO388TE HA8EWHSIA napont

| 12345
Mopoanca Q4nR napons SyneT mamsa Boes, K70 WNOMIYET ITOT KOMBOTED,
YTo TaKoe NoQKALE A8 napansi?

Ilﬁm.umrmuhlnm

Puc. 17. Co3nanue napossi CBOEH y4eTHOH 3anucu

U eme onna xomanaa: [lanens ynpasnenus-Cuctema u 6e3omacHocth-Cucrema-M3mMeHUTH
napameTpel-M3mMennuts. 31eck Mbl BkitounM Haii [1K B padouyro rpymnmy (puc. 18).
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H3MeHeHHe HMEHH KOMNbIOT Epa WIH OOMEHE ﬂ

MoHO MSMEHWTE MMA W MPMHAANEXHOCTE 3TOMD
KoMMetoTepa. MsmMeHeHMA MOTYT NOBMMATE Ha ADCTYN K
ceTesbiM pecypcam. [logpobHocT

Hra komnetoTepa:

IF‘C_21

nﬂ]’lHﬂE WMA KOMNBHDTEDD
PC_2

NononHUTENBHD...

— ABNAETCA YneHomM
" pomeHa:

{* paBoueil Coynne:
|1 10

QK I CmaeHa

Puc. 18. OxHo M3mMeHeHrne nMeHH KOMIIbIOTEpa WK JIOMEHa

Jlaboparopnas pabora 3. YUacts 3. Knonuposanue BuptyanpHoit MamuHabl ¢ OC Windows 7

Co3pmaauM erie ofHy MaIIMHY, U TOTO BHIMIOJIHUM KOMaHAy BupryanbHas
MaruHa- Yipasnenue-Kinonuposars (puc. 19).
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MacTep KNOHHPOBaHHA BHPTYaNbHOH MallHHBL El

Macrep KNOHHpPOBaHUA
BHPTYaNbHOH MallMHbI

3TOT MECTED NOMOIKET BaM COZOETE KNOH
A&HHOIA BMPTYanNEHDA MaLIWHEL

ECnK BBl HEMEPEHE! COZAATE KNOHB! ANA APYTMX
NONEZ0BSTENSN M3 3TOH BMPT YaNEHON MALWMHE
CNefyeT BKAKYMTE DEXMM WEAN0Ha B MEHHD
BMPTyaneHaA MallMHa > HacTpoikm =
MNapameTpel > JononHUTENEHO.

VMware”

Workstation 9

<Hazan

OTHeHa |

Puc. 19. OxkHo Mactep KIIOHUPOBaHHWE BUPTYAIbHON MAIIUHBI

Jlasiee MBI TOKakeM TOJIBKO T€ OKHA, TJIe Mbl OTKJIOHUJIUCH OT I1IaroB MacTepa 1o ymoiauanuto (puc. 20).
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MacTep KNOHHPOBaHHA BHPTYaNbHOH MallHHBL El

THN KomAH
Kak Bbl XOTHMTE KNOHWPOBATE 3TY BMPTYaNbHYHD MalWHY?

—MeToa cozaaHuA KnoHa

" CoznaHue cEAsaHoro KNoHa
CEASEHOM KNOH ABNAETCA CCLIMKOM HE OPMIMHANEHYHD BUDTYANEHYHD MALLMHY
1 TpefiyeT MeHbILE AMCKOBOra NPOCTPEHCTES ANA XPaHEHWA, TeM He MeHEe
0OH HE MOWET paboTaTe De3 AOCTYNE K OPMMMHANEHOM BMPTYansHoM MaLLWMHE,

{¥ CosnaHuWe nonHoro KnoHa
MonHBLIA KNOH ABNASTCA NONHOM KOMWER OpMrMHANEHOR BUPTYaneHOM MaLlMHE
Ha BE TEKYLEE COCTOAHWE, 3Ta BMPTYaNEHaA MAWWWHE ABNASTCA NOMAHOCTERD
HesaBMoMMoll, Ho TpebyeT Bonble AWCKOBOro NPOCTPAHCTES ANA XPaHEHMA,

< Hazan I Danes = I OTHeHa

Puc. 20. YcranaBnuBaeM nepexiatodaresib Co3maHue moJiHOro KjIoHa

KnonupoBanue — mporiecc CymecTBeHHO 0osiee OBICTPBIiA, YeM YCTaHOBKA BUPTYATBHON MAIIWHBI C HYJIS
(puc. 21).



I Knon Windows 7 - VMware Workstation =10] x|

BubrmoTera ® :
Fnag+an [ Windowes 7 L Know Windows 7 L4
| o — -
= gl Moii KoHNEsOTED - Knon Windows 7
LY Windows 7
LH Windows 8 b- BEAFOYATE BMDT YANSHYED MALIWHY :I

[ noet Windows 7 _r‘ﬁ".tr-'e-m-l: HACTPOHKA
B i Obiwwe BM

M Microsoft Windows 8 (32-bit) - YCTp:lHCTEIa

i MaNATE 1GB
[ Npoweccop 2
3 wecTioni guox (... 60 GB
J C0JDVD (IDE) Oucx E:
[ Awooson EETOONPEOEN. ..
HhiCetesail ananTep  NAT

* CBEEHMA O BUPTYanbsHOA 1

USE-ROHTROMNED  NOWCYTCTBYET CocToAHRE:
@) 3eyrosan kapTA  AETooNpenen... B Kondurypaly
1-':||-||:ll-'|'l'|'l'l:|:l APACYTCTEYET

. CosmecTimoe obopynosanmne:
l!,llm:nneu AETOONPEAEN. ..

El

i =

Puc. 21. Kion co3gan
IIpumeuanue

MBpI Takke ycTaHOBWIM BUpTyainbHyto MamuHy Ha OC Windows 8. [Ipemyaraem Bam caenarb 3Ty paboty
CaMOCTOSITENIbHO — HUYETO MPUHIUITHAIBHO HOBOTO B 3TOM IPOLIECCE HET.

VYcranoBka cpeacts Wmware

UTOOBI MOTYYUTH JOCTYIT U3 BUPTyIbHONW MaluHbI K (aiinam Ha ¢pusudeckoM [TK morpebyercs komanza
Bupryanbnas mammnaa-YcranoButh maker WmwareTools (puc. 22).
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mhn'm?.anj,rcx || =] ﬁ
DVD-awckoeoa (E:) VMware Tools

[] Bceraz ebincaHATE 478 Nporpatm u urp:

¥ETAHCEMTE MAW EBINCAHWTE NPCrPaMmMy © HOC..,
G.n BrinonHuTe setup.exe
Wzparens WMware, Inc,

NGl HocWTEAR - BAPWEHTEI AEACTEWA

CTKDEITE NENKY ANA NPOCMOTPE QEANoE,
MCnonesyA MposoaHMK

MNoapoBHOCTH ¢ NapaMETpax 3BTO33NYCKE B M3HEMK
ynpasnedna

Puc. 22. OkHo Hayasa ycTaHOBKH cpesicTB Wmware

[Tocne nHCTAMIAUKU CPEACTB U Mepe3arpy3ku BUPTyalbHON MAalllMHbI BHITOTHUM KoMaHay BuprtyanbHas
ManHa-Ilapamerpsl, oTkpoem BkIaaky [lapameTpsl 1 BcTaHeM KypcOpoM Ha CTPOUKY Marok ¢ 00mum
JOCTYIIOM. AKTUBHpYEM TIepeKrouaTenb Beerna BkirodeHo (puc. 23).



MNapase T pel BARTYANEBHOH A LURALE

HST ORI [T T AT Dl S FLTER

Puc. 23. Tlanku ¢ 00mum 1ocTymnom (00IIre Marku) OKa HeJJOCTYITHBI

Haxxumaewm Ha xHOTIKy Jlo6aBuTh 1 Ha usmdyeckom [1K ykaskem mamky, KOTOPYIO MBI XOTHM CZeaTh o0mien
TS (PU3UYIECKOTO U BUPTYAIBHOTO KOMIIBIOTEPOB (puc. 24).
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Macrep nobasnennna obupo: nanok x|

HuAa obuei nankn
KaK HasBaTe 3Ty ofuL YD nanky?

{ﬁ

Puc. 24. Knonkoit O630p HaXoAUM HYXXHYIO HaM MamKy

[anee aktuBupyeMm aTpuOyThl manku (puc. 25).
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Macrep nobasnennna obupo: nanok

Yraumre atpubyTel obuei nankn
YrEHWUTE 0BNacTe 3Tol obw el nanku,

Puc. 25. B aToM OKHE HaMm Hy>KE€H BEpXHUH (I1aKoK

Tenepb npu IPOCMOTPE BCEH CETH MbI YBUAUM Tarnky Ha HameM ¢gusnueckom I1K, T.e. y Hac nmosiBuiIach
cBs3b ¢usnueckoro I1K ¢ BupTyansHeIMu MamuHaMu (puc.26).
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e
|G1k )'_l = vmware-host = Shared Folders = Oflas Nansa Ha auckeD - glm.jc:ljﬁmaﬂnmuar_;mﬂ ﬂ
YropRaoHMTE *  Homas nanka £ = [ ﬂ
B [ Nosymerts 2l wa- I J&Ta HEHEHEHIHE I Tiar I PazHep I "
H || Haobpamerng
i . 2_Massi 23,10, 2012 20:13 Nanxa C Safinans
H @ Mymka
. MASST 23,10, 2012 15:39 Narea C Saiinami
B ,..a, lomauwnars rpyrma . RADMIM 23.10,2012 15:39 Nareaa ¢ Saiinami
. MPHHTEP 23,10, 2012 9:47 Nareaa ¢ afinami

= 1™ KonnsoTep
] ey Miowcarseaii mwsc
M 5 JapesepapoBann

= Cers
F# /% VLADIMIR
T VLADIMIR T
= /M ymware-host
Bl J Shared Foiders
[-] . Dwae mansa

. INASS]

E L NPHHTEP

-

3IneMeHTos: 4

Puc. 26. CBs13b puznueckoid MalIuHbl ¢ BUPTyaJIbHOW YCTaHOBJICHA

3agaHus 17151 CAMOCTOSITEIbHOI padoThlI.

[Topsimok ycraHOBKH BUpTyanbHOU MamuHbl VMwareWorkstation 9 na ¢usuueckuii [1K. YeranoBka Ha
BUPTYaJbHYIO MAIIUHY orepannonHoi cucreMbl Windows 7. KionupoBaHue BUPTYaIbHBIX MAIUH.
YcraHoBKa JIOMIOTHUTENBHBIX cpeacTB VMwaretools. Opranusanus ceTeBOro B3auMOICHCTBHS MEX Ty
BUPTYyaJbHBIMHU MammHamMu u ¢pusndeckum [1K. O6mwmii noctyn k nankam, gaiiam 1 npuHTepam.

Tema 4. PacnpocTpanennsie cereBbie araku (OIIK-5)

Jlexkuns.

Pa3BenpiBarenbHble araku. ATaku jgocTyna. ATakd THNA «OTKa3 B oOciayxkuBanum» (DoS-arakm).

Nuannuanus nuHr-zanpoca 1meneBod cetu. MHuIumanus CKaHUpOBaHUSA IMOPTOB akTUBHBIX [P-aapecos.
ATaku QIS TIONyYEHUsS JOCTyNMa W arakd conuaiabHOoM wuHxkeHepun. Crnydunr-ataku. OwummHr

HecankunonupoBanHoe nponukHoBeHue. DoS- u DDoS-araku
JladopaTopHblie padoThI.

Jlaboparopnas padora 4. CornnanbHasi HHKXCHEPHUs

[{enb:u3yunuTh METOABI COLIMATBHON MHKEHEPUU

3agauu:

* Hayunrtbcs pacrno3HaBaTh NIPU3HAKK COLMATILHON MHXKCHEPUH

* UccrienoBarh criocoObl pacro3HaBaHUs COLUAIBHON WHXEHEPUHU
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Pecypcsr:

» Komnbrotep ¢ noctynom k MHTEpHETY

HNucTpykunn

Iar 1. ITpumeps! uccienosanus ConuanbHON MHXEHEPUH

CoumanbHas HHXEHEepus CBsi3aHa ¢ HH(YOPMAIIMOHHON 0€30MacHOCThIO0, OHA UCTIONB3YETCs ISl ONMUCAHUS
METOJIOB, UCTIOJIb3YEMbIX YEJIOBEKOM (MJIH JIMIIAMH), KOTOPBIE MAHUIYJIUPYIOT JFOAbMH, YTOOBI TOTYYHTh
JOCTYII WIX TIOCTAaBUTh O] YIpo3y HH(pOpMAIHIO 00 OpraHu3aluy UiIH €€ KOMITbIOTEPHBIX CHCTEMaX.

CoumanabHOTO HHKEHEpa 0OBIYHO TPYAHO UACHTU(DUIIMPOBATH, U OH MOXKET MPETEHI0BAaTh HA 3BaHUE
HOBOTO COTPYIHUKA, PEMOHTHMKA WU HccienoBareis. ColMalbHbIN HHKEHEP MOXKET JaXe MIPe10CTaBUTh
YYETHBIE JaHHBIE I TOATBEPKACHUS 3TOM JTMYHOCTHU. 3aBOEBBIBAsI JOBEPUE U 3a7aBasi BOIIPOCHI, OH WIN
OHa MOT'YT coOparh BOEJMHO TOCTATOYHO MH(OPMAIIUU, YTOOB! IPOHUKHYTH B CETh OpPraHU3alINH.

Ucnonp3yiite mo00i HHTEpHET-Opay3ep I UCCISIOBaHMS CIIy4aeB COIMaIbHOM nHkeHepuu. O600mmTe
TpH NIpUMepa, HalICHHBIC B BallleM UCCIICIOBAHUY.

[ITar 2. Pacno3Hanre NPU3HAKOB COIMATIbHOW HHXKEHEPUU

ConmanbHble MHXKEHEPHI - He 0oJiee YeM BOPbI U LIMUOHBI. BMecTo TOro, 4To0bl MPOHUKHYTH B Ballly CETh
yepe3 MIHTepHET, OHU MBITAIOTCS MOTYYUTh JOCTYII, I0JIarasich Ha JKeJIaHHue YeJIoBeKa ObITh JTI0OE3HBIM.
XoTs crieHapui, MPUBEICHHBIN HUXKE U onMcaHHbIid B kHUTEe Kprcrodepa Xagnarn«MckyccTBo B31oMa
YeJI0BEKay, He SBISIETCS crieun(UYecKuM Ui CeTeBOil 0€30MacHOCTH, OH WILTIOCTPUPYET, KaK HUYEro He
MOJI03PEBAIOIINI YETIOBEK MOXKET HEMPeTHAMEPEHHO BbIJaBaTh KOHPHUACHIINAIbHYI0 HH(pOpMAILIHIO.

«B kage ObUI0 OTHOCUTETHHO THXO, KOT/IA 51, OJICTHII B KOCTIOM, CHJIEJI 32 ITYCTBIM CTOJIOM. S1 MOJTOXKHIT
CBOM MOpT(enb Ha CTOJ U CTaJl KJIaTh MOAXOASAIICH xKepTBbl. Bckope MMEHHO Takasi kepTBa MpHObLIa ¢
JPYTOM U CeJla 3a CToJ psaoM ¢ MonM. OHa MOJ0KKIIa CBOIO CYMKY Ha CHICHBE PAZOM ¢ COOOM, MPUTIHIIA
CHJIeHbe OJIMKE U MIOCTOSTHHO JIeprKaja PyKy Ha CyMKe.

Uepes HECKOJIBKO MUHYT €€ MoApyTa yIuia B Tyanet. JKepTsa [11e7b] Oblia ofuHa, IOITOMY 5 101l CUTHAIT
Anekcy u JIxecc. Urpas B mape, Anekc u Jl>xecc cripocuiu skepTBy, choTorpadupyer a1 OHa UX 000HUX.
Omna ¢ paiocThlo coracuiach 3To caenarb. OHa yopana pyKy OT cBoel CyMKH, YTOOBI B3SITh KaMepy U
cororpadupoBaTh «CHACTIUBYIO IAPy», U, IIOKAa OHA OTBIIEKIIACK, Sl IPOTAHYI PYKY, B3sJI €€ CyMKY U 3arep
ee B MoeM noprderne. Most xkepTBa ele He 3aMeTHJIa, 9TO €€ CyMKa mpomnasna, koraa Anekc u [xecc
MMOKUHYIIN Kade. AJIeKC TOor/a MoIe B COCEAHUMN rapax.

Eit He moTpeboBaioch MHOTO BpEMEHH, YTOOBI TIOHSITh, UTO €€ CyMKa Iporana. OHa Hadajia MaHUKOBaTh,
OTYAsIHHO OTJISJIBIBASICH 110 CTOPOHAM. IMEHHO Ha 3TO MBI U HAJIESITUCH, TIO3TOMY S CIIPOCHUJI €€, HyKHa JIA
€l mOMOIIIb.

Omna cripocwita MeHsl, BUJIEI JIH sl 9TO-HUOYyAb. S ckazain eif, uto HeT. [Torom yOeani ee cecTh U mogymarh O
TOoM, uTO ObLTO B cyMmKe. [lo Tenedony. Kocmernka Hemuoro nener. M ee kpenutHbie kKapThl. bunro!
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S cipocuu, ¢ keM OHa paboTaa, a 3aTeM cKa3al, 4To g padoraio B 3ToM Oanke. Kakas ynauda! S 3aBepuu ee,
4TO Bce OyeT XOpOIIIo, HO el HyKHO Oy/ieT HeMeIJIeHHO 3a0JIOKUPOBATh CBOIO KPETUTHYIO KapTy. S
MIO3BOHMJI TIO HOMEPY «CIPABOYHOI CITyKObI», KOTOPHIM Ha CaMOM Jiejie ObUT AJIeKe, U Iepeal ei CBoi
TenedoH.

Anexc Obl1 B ¢yprose B rapaxke. Ha mprOopHoii maHenu npourpsiBaTesib KOMIIAKT-AHUCKOB BOCIPOU3BOINIT
ciyxe0HbIe ITyMbl. OH 3aBEpHII, UTO €€ KapTa MOXKET ObITh JIETKO aHHYJIMPOBaHa, HO I MOATBEPKICHUS
€€ JIMYHOCTHU el HY>KHO ObL710 BBecTH cBoi PIN-ko1 Ha kiaBuatype TenedoHa, KOTOPBIM OHA WCITOIb30BaIA.
Ha moewm Tenedone u moeit kinaBuarype.

Korna y nac 6611 ee PIN-kon, s ymen. Eciau 651 Mbl ObUTH HACTOSIIIMMU BOPaMH, Y Hac ObLI ObI JOCTYII K €€
cueTy uepe3 OaHKoMaT 1 MOoKynku ¢ nmomoinbio PIN-koma. K cuacTbio 11 Hee, 3TO ObLIIO IPOCTO TEEIIOY .

[Tomuure: «Te, KTO CTPOUT CTEHBI, JyMaIOT HHAYE, YEM T€, KTO CTPEMUTCS POUTH Ha, MO, BOKPYT WIH
yepe3 Hux». [lon Yuncon - "Hacrosmue adepuctor”

Hccnenyiite criocoObl pacrio3HaBaHus COLUANBHON nHXeHepruu. ONMUIINTE TPU IPUMEpa, HaliIeHHbIE B
BallleM UCCIIEIOBAHNM.

[ar 3. Uccnenyiite crmocoObl pacrio3HaBaHMsI COIIMATIBHON WHKCHEPHH.

EcTb nu B Balei koMrnaHuu win o0pa3oBaTeIbHOM YUPEKICHUH MPOLIETYPhl, TOMOTAOIINE TPEJOTBPATUTD
COIMAIIbHYIO UHKEHEPUIO?

Ecau na, To KakoBbl HEKOTOPBIE U3 3TUX TTpoLeayp?

Hcnonb3yiite MHTEpHET A1 M3YUYEHUs TPOLEYD, KOTOPBIE HCIIOIB3YIOT APYTHE OPraHU3aIluH, YTOOBI
MIOMEIIaTh COIMAIBHBIM HHXEHEPAaM MOJTYUYHUTh JOCTYI K KOHpHUAEHIManbHON nHpopMmaruu. [lepeunciure
CBOU BBIBOJIBI.

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.
1. AHanu3 TOMOJIOTUHM C MHOKECTBEHHBIM JTOCTYTIOM.

Tema 5. Yazsumoctu IP u yrpossl. (OIIK-5)
Jlekumus.

Ataku [P u ICMP. Araku Ha ocHoBe ICMP. ATaku 1o MeTogy YMHOXEHHUS M OTPAKECHHUS. ATaKku C
nonMeHor azapeca. OOHapyxkenue wmapmpytuzaropa [ICMP. Ataku 10 MeTOmy JIaBUHOOOPa3HOTO
YMHOXKEHHUS U OTPAKEHUS U Cy(UHT-aTaKu.

Tema 6. Yazsumoctu TCP u UDP. (OIIK-5)

Jlekumus.
3aronoBok cermenta TCP. CepBucet TCP. Tpexcroponnee kButupoBanue TCP. JlaBunnas araka
SYN-flood TCP. 3aBepmienune TCP-coenunenus. 3aromoBok cermeHta UDP u ero paGora. Ataku ¢
ucnons3oBanueM UDP. IP-cepBuchl. Vazumoctn ARP. Ilomnmenka 3ammceit kema ARP. Araku DNS.
Hopmanbnas pabora DHCP. MexcereBbie skpaHbl. JIeHCTBUE CHCTEMBI MPEIOTBPAIICHUS BTOPKCHHUI
(IPS). 3amura koMmmyHuKaruii. [leocTHOCTD JaHHBIX. ACHMMETPpUYHOE IMHU(PPOBAHUE.

JlaGopaTopHbie padoThbI.
JlaGoparopnas pabota 6. MccnenoBanue Tpapuka DNS

Lens: uccnenonars Tpaduk DNS ¢ momompro Wireshark



3agaun:

* [lepexBaruth Tpadgux DNS

* Uzyunts TpaduxDNS-3ampoca

* Uzyunts Tpadgux DNS-oTBeTa

OOu1re cBeieHUs U CLICHAPHA

Wireshark — cpencTBo nepexBara u aHalln3a MakeTOB ¢ OTKPHITHIM UCXOAHBIM KogoMm. Wireshark maer

noApoOHYI0 HH(POPMALIUIO O CTEKE CETEBBIX MPOTOKOIOB. Wireshark mo3Bossier puibTpoBarh Tpaduk ams

IMOUCKAa U YCTPAHCHUS HCIIOJIAJOK CCTHU, U3YUCHUS Hp06JIeM 0€30IMaCHOCTHU U aHAJIM3a CETEBBIX ITPOTOKOJIOB.

Wireshark no3BossieT mpocmarpuBarh CBEJCHHS O TAKeTaX, HO3TOMY 370YMBIIIJICHHUK MOXKET
HCIIOIb30BaTh MIPOrpaMMy KakK pa3BeAbIBaTeIbHOE CPEICTRO.

B s10i1 naboparophoii padote Bbl ycTaHoBuTe nporpammy Wireshark B cucteme Windows aist puinsrpanun
naketoB DNS u npocmoTpa nH(pOpMaIK Kak 0 MakeTax 3anpocoB, Tak 1 0TBeToB DNS.

Heobxomumbie pecypcsl

* 1 [IK ¢ Windows, noctynom B UHTepHET 1 ycTaHOBIEHHOM mporpammoit Wireshark
HNucTpykunn

[ar 1. ITepexsat Tpadukxa DNS

a. Otkpoite WiresharkunaunuresaxsargaHHbIXporpammoit Wireshark, 1Bax IbIIIIeTKHY BIIOCETEBOMY
uHTEepdeiicy crpapuroM.
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M The Wireshark Network Anshyzer - m] *
Fle Edt View Go Copture  Arahze Statistics Tebephory Mirdess Took Help
Amce IDREQRe=ETiEEaaamn
ll_-'-;-:-..- spliy Bl i [ | 'hnmm +
Welcome to Wireshark
Capture
wsng this fiter: | i."-u' a caphure Ster ‘] 2 interfaces shown, 3 hidden =
Ethemet A (1)
Hpcap Loopback Adapter
Learn
User's Guide - Wiki °© Questions and Answers - Mailing Lists
Yiou ane running Wireshark 200, 3 {v3.0. 3-0-p5130baChlecs). You receive sutomatic updates.
¥ Ready to load or capture o Packnts Frofie: Default

b. B komannnoi ctpoke BBeaute ipconfig /flushdnsu masxkmure Enter (BBox), uro6s1 ounctuth kemDNS.
C:\Users\Student>ipconfig /flushdns

Hacrpoiika IP nins Windows Yenenmno coporier k3 DNSkinenTa.

c. BBenute nslookups oTBeT Ha MpUIIaNIEHNE BOWTH B UHTEPAKTUBHBIMPEKUM.

d. Beegute nomennoe ums BeO-caiita. B maHHOM mpuMepe UCIoNIb3yeTcs IOMEHHOE HMIWWW.cisco.com. B
KOMaH/JHOW CTPOKE BBEIUTEWWW.CI1SCO.COM.

C:\Users\Student>nslookupCepsep no ymonyanuto: Heu3BecTHO Address:68.105.28.16
>www.cisco.comCepsep: Hen3BecTHO Address:68.105.28.16

He 3aciyxuBaromuii 10BepUs OTBET:

Name:e2867.dsca.akamaiedge.net Addresses:2001:578:28:68d::b33
2001:578:28:685::b33

96.7.79.147

[IceBMOHUMBL: WWW.CiSCO.CcOm

www.cisco.com.akadns.net wwwds.cisco.com.edgekey.net
wwwds.cisco.com.edgekey.net.globalredir.akadns.net

e. [Tocne 3aBepieHust BBeAUTE €Xit, 4TOOBI BEINTH M3 MHTEPAKTUBHOTO pekuma nslookup. 3akpoiite
KOMaH/IHyFOCTPOKY.
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f. lllenkuauTe Stopcapturingpackets(OcTaHOBHUTH MEpeXBaT MAKETOB), YTOOBI OCTAHOBUTH3aXBaT TAHHBIX
nporpammoii Wireshark.

[ar 2. Uzyuenue tpaduka DNS-3ampoca

a. HaGmronaiite 3a Tpadukom, 3axBadeHHbIM B o0OnacTu crucka naketoB Wireshark. Beeaure udp.port== 53
B T10JI¢ PHUIIBTPA M HAKMHTE CTPEJIKY (Mim KHONKY Enter) muist moka3sa Tosinbko maketoBDNS.

b. Beibepure nmaker DNS ¢ mapkuposkoit Standardquery 0x0002 A www.cisco.co(CtangapTHBIN 3a11poc
0x0002 A www.cisco.com).

B obnactu cBefieHmit 0 makeTax oOpaTuTe BHUMAHKE, YTO 3TOT MAKET UMEET CIICIYIOIINE CBEICHMS:
Ethernet 11, mporoxon IPv4, nmpotokon UDP u cucremy 1oMEHHBIX HMEH (3ampoc).

M Ethernetpcapag - o »®
File Edt Niew Go Capture Snalyse Statsitics  Telephony Sreless Toch Help
Am @ SRR Qe=EFESIEaaaH

[ W [ty pert=msa EE] -] eqresson..  +
L Time: Source Deestnaton Protocnl  Lergth Infio
4 5.299631 192.168.1.18 68.185.T8.16 DNS &5 Standard query @wdbdl PTR 16.28.185.68.in-addr. arpa
5 5.0a8142 68, 198 8. 16 192, 168.1.18 et 1% Standard query response dodd Mo such nase PTR 16.3
B 11 B.@3B415 192.168.1.18 EE5.105.28.16 Dz 73 Standard query @xBE2 A wew.clsco.com
A 13 B.04B9%7 G8. 195, 78, 16 192, 168.1.18 s %% Standard query response @odEE A wew.cisco.com CHaMB
13 B.852389 152, 168.1.18 E2.1085.28.16 DhE 73 Standard query BxBBO3 AAAA wew.clsco.com
14 B.0E3EET 68,105, X8, 16 152.168.1.18 DS 9% Standard query response oS3 ALAL wew.cisco.com (M
£ *

» Frame 11! 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface &

b Ethernet IT, Sre: PosCompu_89:00:db (D8:00:27:80:91:db), Dat: Metgesr _iB:sf:&1 (cc:dd:dd:18:ab:81)
» Imternet Protocol Version 4, Src: 192.168.1.19, Dst: 68.185.25.16

¥ User Datagram Protecol, 5rc Port: 56461, Dst Port: 53

¥ Demadn Name System [query)

7 Ethenet.pcaong Packets: 17 - Bisplayed: & (35, 3%) Erofie: Defat

c. Pazsepuure Ethernet Il nns mpocmorpa cBenenuii. Habmronaiite 3a moisiMu MCTOYHHKA MHA3HAYCHHUS.



Ml Ethernetpcapng - [m] E
Fide Edit iew Go Capture  Anshze Statmtics  Telephony Wirdhess Tech Help

dm ;@ ERE QeaeEF S Eaae

[ it port ==z FAC ) -|EBxresson..  +

Ha. Time: Sorce Destnaton Protol  Lergth Infio
4 5.299631 152.168.1.18 DS 85 Standard query 8wdBSl PTR 16.28.185.68.in-addr.arpa
5 5. 008142 6. 105, 28, 16 s 138 Standard query response dodd Mo swech nase PTR 16.3
II 11 8.83B415 192.168.1.18 68.105.28.16 DS 73 Standard query GxBBE2 A wew.clsco.com
16 (2]
] [
NS

13 B.04B9%7 68,105, X8, %5 Standard query response SoddE A wew.cisco.com CHaME
13 B.052359 192, 168.1. 73 Standard query OSBRI AAAA wew.CESC0.com
14 B.0E3E27 G8. 106, 28,16 192.168.1.18 29% Standard query response @Ol ALAL wew.cizco.com (M

*

Frame 11: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface &

Ethernet II, Sre: PosCompu_8R0:90:db (96:00:27:80:91:db), Dst: Netgear_QB:a6:81 (cc:Sb:did:18:a6:81)
Internet Protocol Version 4, Srcr 192.168.1.18, Dst: 68.185.28.16

User Datagras Protecol, Src Port: 58461, D3t Port: 53

Domain Name System (query)

WO W W W

0 7 Ethemet.pcapng || Packets: 17 - Cusplayed: & (35.3%) || Profie: Defoult

Hazosute MAC-anpeca uctounuka u HazHadeHUs1. C KaKUMH CETeBBIMH MHTEp(deiicaMu CBA3aHbI ATH
MAC-anpeca?

a.Packpoiite Internet Protocol Version 4 (ITpotokon [Pv4). Habmronaiite 3a [Pv4-anpecamu UCTOUHUKA U
HA3HAYCHMS.

M Ethenet peapng - o =
Bie Edit Wiew Go Copture Anahge Stetistes Telephony Wieless Tools Help
dm @ mRERe=sEF LSS aaal

(W [udp port=ns BIET -] eoresmen.. +
g, Time: Source Dot inaa by Froineel  Length Info
4 5.299631 192.168.1.18 &8.195.28. 16 oS 85 Standard gquery @x@081 PTR 16.18.105.68.in-addr. arpa
5 5.308142 68,105,268, 16 192.168.1.18 2.5 13% Standard guery response @x@ddl Mo swch name PTR 16.3
11 8.038415 192.168.1.18 E8.185.28.16 oS 73 Standard query QBB A wew.clsco.com
1F B.04B957 68,1085, 28.16 192.168.1.16 2.1 255 Standard query response @nBO82 A www.clsco.com
13 §.052360 192.168.1.19 &8, 195.28. 16 =) 73 Standard guery BxDBD3 AAAA wew.ClECO.Com
14 B.@63827 68.1085.28.16 192.168.1.18 DS 9% Standard query response 2wB@8d AMAA www.clsco.com
£ »
~ Imternet Protocol Wersiom 4, Src: 192.158.1.18, Dst: 68.185.18.16 ~

@18 ... = Version: 4
-ee- B1B1 = Header Length: 28 bytes (5)
» Differentisted Services Field: o (DSCP: CS8, ECM: Mot-ECT)
Total Length: 58
Identification: @uSbed (22353)
» Flags: Bxdddd
Time to live: 128
Protocal: WP (17)
Header checksum: @xo@dd [validation disabled]
[Header checksiam status: Unverified]
Sowrce: 192.168.1.18
Destination: 63.105.16,16
» User Datagram Protocol, Src Port: SE461, Dst Port: 53
* Domain Mame Systes [query) =

0 7 Ethemetpcapng Padeets: 17 - Displayed: 6 (35.3%) Frofie: Defat
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HazoBute [P-anpeca ucrounuka u HazHadeHus. C KakuMu ceTeBbIMU UHTep(delicamu cBsi3anbl 31u 1P-
aapeca?

b. PackpoiiteUser Datagram Protocol (Ilpotokon UDP). HabGnronaiite 3a mopramMu UCTOYHUKAN
Ha3HAYCHMS.

M Ethernet poapng - (m] S
File Edit Yiew Go Capture Anahge Jttistics Telephony Wireleis Took Help
dm 2@ InmRB se==TiSEaaan

[ [k, port= m53 B -] Bgresson..  +
b, Ting: Sonrce Destnaton Frotpeel  Length Info
4 5. 290631 192.168.1.19 &B.185.28.16 Do 85 Standard query Gocddd]l PTR 16.2E.105.68. in-addr. arps
S 5.388142 £8.185.28.16 192.168.1.18 DS 13% Standard guery response @wBddl Mo such name PTR 16.2
T 11 &.@38415 192, 168.1.1¢ &6, 195.18. 16 205 73 Standerd query Sl A wew.Clizco.com
u 1Z B.84B957 E8.185.28.16 192.168.1.18 s 255 Standard query response BwB@8Z A www.clsco.com CMAME
1% E.052344% 192.168.1.18 8. 105, 28. 16 =57 7% Standard query S} ARAL wew.cisco.com
14 B.863827 E8.195.28.16 192.168.1.18 L] 195 Standard guery response SxBBO3 AAAN wew.clsco.com CM
T >

¥ Frame 111 73 bytes on wire (584 bits), 73 bytes captured (588 bits) on interface @
» Ethernet II, Src: PosCompu S0:91:db (@3:90:27:80:91:db), Dst: Netgear 13:06:81 (cc:40:00:18:86:81)
¥ Imternet Protocol Version 4, Src: 192.168.1.18, Dst: £8.185.28.16
* User Datagras Protocol, Src Port: 58461, Dst Port: 53

Source Port: 58461

Destination Port: 53

Length: 33

Checksum; @uiitd [unverified)

[Checksus Status: Unverified]

[Streas index: 1]

» [Timestasps]

¥ Domain Name Systes (query)

7 Ethemetpcapng Padeets: 17 - Displayed: 6 (35.3%) Frofie: Defat

HazoBute mopTe! ncTounrka u Ha3HaueHus. HazoBute HoMep mopta DNS mo ymondanwuro.

c. OTkpoiiTe KOMaHIHYIO CTPOKY U BBeauTe arp —a u ipconfig /allans 3armucu MAC- ulP-aapecos
KOMIIBIOTEPA.

C:\Users\Student>arp -a

Interface: 192.168.1.10 --- 0x4 Internet Address Physical AddressType 192.168.1.1
cc-40-d0-18-a6-81dynamic

192.168.1.122 b0-a7-37-46-70-bb dynamic
192.168.1.255 ft-ff-ff-ff-ff-f static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.252 01-00-5e-00-00-fc static
239.255.255.250 01-00-5e-7f-ft-fastatic

255.255.255.255 ff-ft-ff-ff-ff-ffstatic
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C:\Users\Studuent>ipconfig /all

Hacrpoiika IP ans Windows

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . :

Description . . . ........:Intel(R) PRO/1000 MT DesktopAdapter Physical Address. ........:
08-00-27-80-91-DB

DHCP Enabled. ..........:]la
ABTOHACTpOIKa BKJIIOYEHA . . . . : [a
Link-local IPv6-anpec. . . . . :fe80::d829:6d18:€229:a705%4(Preferred) IPv4 Address. . .........:

192.168.1.10(Preferred)
Subnet Mask . ..........:2552552550

ApenpamnonydeHa. . . . . .. ... : Tuesday, August 20, 2019 5:39:51 PM Apennmauctekaer . .........:
Wednesday, August 21, 2019 5:39:50PM

Default Gateway .........:192.168.1.1

DHCP-cepBep . ..........:192.168.1.1

DHCPv6IAID ...........:50855975

DHCPv6 Client DUID. . ......:00-01-00-01-24-21-BA-64-08-00-27-80-91-DB
DNS-cepBepbl . .. ........:68.105.28.16

68.105.29.16



Cpasaure MAC- u [P-anpeca B pe3ynprarax nporpammbl Wireshark ¢ pesynsraramu u3 ipconfig/all.
KaxkoBs! Baiy HaOmoneHus?

d. PazBepuure DomainNameSystem (query) (CucteMa JOMEHHBIX UMEH (3ampoc)) B 00JaCTUCBECHUH O
nakerax. 3arem paspepuute Flags(®mnarn) u Queries(3ampocsr).

W3yuute pe3ynbrarsl. diiar HACTPOCH I peKypCUBHOTO (opMUpOBaHUs 3arnpocoB st [P-anpeca Ha caiite
WWW.CISCO.COom.

Ml Erernetpoapng - m] x
File Edit  Wiew Go  Capture Anahee  Stetitics  Telephony  Wireles Tesl  Help
dm @ FEERRRetcEFLISEaqeDl
(W ot portanss 3 -] Beremen.. +
L8 Time: SoarCE Deesbinas tion Froioged  Length Info
4 5. 290631 192.168.1.18 E8.185.28.16 s 85 Standard guery BxBOBL PTR 16.28,185.68.in-addr. arpa
% S.308142 £8.105. 28. 16 192.168.1.16 2117 13% Standard query response @xdddl Mo swch name PTR 16.2
I 1L &.23B425 192 168.1.18 &8, 195.28. 16 s 73 Standerd query @xBOBI A wew.clsce.com
- 1F B.84B957 68.105.28.16 192.168.1.18 DS 5% Standard query response B8 A wwwl.cisco.com CMAME
1% &.052380 192.168.1.10 £8,.185.28. 16 DS 7% Standard query B3 AMAA wew.cltco.com
14 B.@53527 £8.105.28.16 192.168.1.18 s 95 Standard guery response @wB983 AAMA www.clsco.com CM
€ »
* Frame 11: 73 bytes on wire (584 bits), 73 Bytes captured (584 bits) on Dnterface @
» Ethernet II, Src: PcsCompu 88:51:db (88:88:27:88:91:db), Dst: Netgear 18:a6:81 {ccr48:d8:18:a6:81)
* Internet Protocel Version 4, Srci 193.166.1.18, Dst: 68.105.18.16
* User Datagram Protocol, Src Port: SB461, Dst Port: 53
~ Domain Nese Systes (query)
Transaction ID: Bwbpag
¥ Flags: doodl®d Standard query
Boes 2ves meee s-a. = REsponse: Message s & query
B @ ie waee s = Opcode: Standard guery (@)
ceee -oB. oo ..., = Trumcated: Message 1s not truncated
....... 1 ciae waae ® Recursion desired: Do query recursively
Ber veae = I3 oreserved (8)
cess assa ses@ cea. ® Non-suthenticated dats: Unacceptable
Questions: 1
Answer RRs: @
Autherity RRE: @
Additional RRs: @
v Queries
¥ wei.Clsco.com: type A, class IN
Nome: wew.cisco.com
[Mame Length: 13]
[Label Cownt: 3]
Type: A {Host Address) (1)
Class: IN (Booiel)
[Bespunse In: 121
O 7 Do query recursvely? {drs. fagsrecdesined), 2 bytes Packets: 17 - Displayed: 6 (35.3%) Prafie: Default

[IIar 3. N3yuenue Tpaduka DNS-oTrBeTa

a. Beibepute coorBercTBytomuii maker DNS-otBeta ¢ MapkupoBkoit Standardquery 0x000# A
www.cisco.co (Cranaaptusriii 3arpoc 0x0002 Awww.cisco.com).



M Ethernetpapng - [m] e
Ede Edit  Miew Go  Capture Anabyze Jtetigics  Telephony  Weelein  Took  Help
dm 7@ - - LR EEI=E R

(W st portm =53 B0 -] Beresson.. +
. Time Soree Diesxbings B Froiooel  Length Info
4 5.299631 192.168.1.18 &8.185.28.16 oS 85 Standard query BwB@Bl PTR 16.28.1085.68.1in-addr.arpa
5 5.008142 68,105.28.16 192.168.1.18 [= 1) 13% Standard query response @l Mo swch name PTR 16.3
- 11 B.@3B415 192.168.1.18 68.185.28. 16 oS 73 Standard guery BwBRB2 A wew.clsco.com
|-L 12 B.04B957 88,105,285, 16 192.168.1.16 oS 255 Standard query response GxBOO2 A www.cisco.com CMAME
13 8.052360 192.168.1.18 &8, 195.28. 16 oS 73 Standard gquery @wBRE3 AARA wwn.clsco.com
14 B.04E3827 68,105, 28.16 192.168.1.16 2.1 95 Standard query response @il ALAA www.cisco.com CM

>

Frame 11: I55 bytes on wire (2040 bits), 255 bytes coptured (2048 Bits) on interface @

Ethernet IT, Srcn Netgear 18188181 (ccrddrddrlBratoBl), Ost: PosCompu_B2:90:db (S8r&8:27 i88:91db)
Internet Protocel Version 4, Srci 68.105.28.16, Dst: 192.168.1.19

User Datagram Protocol, Src Port: 53, Dst Port: 58461

Domadin Nase Systes (response)

WO oW o A

(3 7 huamber of arewers in packet (dns.count.armwens), 2 bytes | Podets: 17 - Displayed: & (35.3%) || Profie: Defmut

Hazoute MAC- u [P-aapeca ucTounrka 1 Ha3HaYeHHUS M HOMepa opToB. [IpoBenuTe uX cpaBHEHHE C
aapecamu B maketax DNS-3ampoca.

b. Pa3zeepantre DomainNameSystem (response) (Cuctema TOMEHHBIX UMEH (OTBET). 3aTeMpa3BEPHUTE

Flags(®narn), Queries(3anpocsl) u Answers(OTBeTsl). M3yuute pe3ynbrarsl.



Ml Ethernetpcapng - [m] E
Ede Edt %ew Go Caplure Analyze Jtateitics  Telephony ‘ireless Tock Help
dm & TRE qe==EZF i | =Eaaad

[ [udo portmmsa B -] evesson..  +
Ha. Tirr: Sorte Destatan Protoosl  Lergth Infia
4 5.299631 192, 168.1.18 E2.105,.28.16 DhS 85 Standard query 8wBBBL PTR 16.28.105.68. in-addr.arpa
5 5.328142 68, 195, 78. 16 192.168.1.18 s 133 Standard query response @ndddd Mo such name PTR 16.3
- 11 3.@3B4i% 192, 168.1. 18 EE2.105,.28.16 L] 73 Standard query GBI A wew.cifco.gom
--L 13 B.B4B95T 681095 . 28,16 192.168.1.18 DS 255 Standard query response Guwdd82 A www.clsco.com CHAME
13 §.0521369 192, 168.1,19 65,105, 28,16 L] T3 Standard query GxBi3 AAAA wew.cifco. Com
14 B.BE3B27 65.19% . 28,16 192.168.1.18 NS 29% Standard query response @93 ALAL www.cizco.com CM
< »
* Domain Mame System (response) ~

Transaction ID: Gxdddd
% Flags: @uB188 Standard query response, No error
Leas sare rmar sree = RESpOAGE: rh'il-l‘l‘ is a response
B8 Biie ssas aces ® Dpooder Standard query (@)
o afes peee wea. = Authdritative: Server D3 a0t an sutherity for dossin
ieas oo iaui aees = Truncated: Message is mot truncated
vess saed vaee aees = Recwrsfon desired: Do query recursively
snns nans Buss anna = Recwrsion svailable: Server can do recursive guerdes
saws oflae awa. = I3 Fesecved (@)
cane waBe sva. = Angwer suthentlcated: Answerfauthority portion was not suthentlcated by the server
B ..., = Ron-suthenticated data: Unacceptable
vies sses ea.. 0008 = Reply code: Bo error (@)
Questions: 1
answer RRs: 5
suthority RRs: 2
Additional RRs: @
W Queries
¥ wead, clgco.com: type A, class IN
Hame: www.clsco.com
[Mase Length: 13]
[Label Couwnmt: 3]
Type: A (Host Address) (1)
Class: IN (Godaél)
¥ Andwerd
» wesl.clsco.com: type CHAME, class IN, cname wew.Clscoo.cos.aksdns.net
*owwe, €S0, oom, akadns.net type CNAME, class IN, cneme wewds.cisce.com, edgekey.net
¥ wessls.cisco.com. sdgeley.net: type CMAME, class DN, cnese wesds.clsco.cos. sdgeiey.net. globslredic. sksdns net
¥ weseds. cisco.com, edgekey.net, globalredic . skadns .net: type CRME, class IN, cname ed@67.dsca.skempiedpe.net
» glBE7.dsca.akamaledge.net: Type A, class IN, addr 96.7.79.147

[Time: 8.010542008 seconds] ]
07 Bthernet (o), 14bytes Packets: 17 - Bisplayed: & (35, 3%) Erofie: Defat

Mosket i DNS-cepBep BBITOTHIATE pEKYPCHUBHBIC 3aIPOCHI?

c. Hab6monaiite 3a 3anmucamu CNAME u A B cBenenusax o6oTBeTax. CpaBHUTE ATH PE3yIIbTAThI C
pe3ynbraTamMu KoMaHabinslookup.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. Ha ocHoBanmuu pe3ynbraroB Wireshark kakue emie cBeieHHs MOYKHO ITOUYEPITHYTh O CETH,KOT/Ia YIAIISIETCS
buneTp?

2. Kak xakep MOXeT UCTOJIb30BaTh mporpammy Wireshark B niensix HapymeHust 6e3omnacHocTuceT?

Tema 7. becnipoBonnbie cetu. (OIIK-5)
Jlexknus.
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Bluetooth, 3G, 4G, WiMax,WI-FI. Crangapt 6ecnipoBomHoii cBsizu Bluetooth. Moounsnas 3G u 4G Certb.
Hacrpoiika mogema. Texnonorus WiMAX u LTE (4G). be3nposonnas texuonorust Wi-Fi. becipoBonnas
oducHas CeTb.

JlaGopaTopHbie padoThbI.

Jlaboparopnas pabora 7. Yacts 1. Jlerkas (moxyaBToMaTHyeckas) HaCTpoiika 6€CcrpoBOIHOTO
mapupytuzaropa TL-WR1043ND

ens: HacTpouTh OecipoBOIHON MapmpyTH3aTop yepe3 Wi-Fi
3amaun:

* [TogxmounTh MapIIpyTHU3aTop K 3Mekrpocetd 1 Wi-Fi

* HacTpouTh TOUKy nocTymna

» Co3are KIIF0Y 0€30I1aCHOCTH

Mpr1 nogxmrounm Kk WI-FI mapmpytuzatop TP-LINK, tounee — mogens TL-WR1043ND (puc.1-3). Oto
COBPEMEHHOE YCTPOMCTBO, Y KOTOPOTO MaKCUMaJIbHasi CKOPOCTh OecTipoBoHOTO coenuHeHus: 300
Mo6ut/cek, a ckopocth moptoB 1000 MowuT/cexk.

Puc. 1. Wi-Fi-touka nocryna (poyrep) TL-WR1043ND
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WAN USE OSS

(- Y(oss

‘Wiraless M Gigabit Router TL-WR1043MD

Puc. 2. Tlepenuss manens 6ecripoBogHoro Mapiipytuzaropa TL-WR1043ND
CBeToanoHbIC MHIUKATOPHI U KHOMKAa-UHAUKaTop QSS (ObICTpas HaCTpoOWKa mapaMeTpoB OE30MaCHOCTH):
* PWR — nuranue. UHAMKATOp BBIKI - MUTAHUE OTKIIFOYEHO, BKJI - TUTAHUE BKIIFOUECHO.

* SYS — cuctema. Bxit. - 3arpy3ka HCXOAHBIX TTApaMETPOB UM CUCTEMHAs OImKOKa. Muraer - ycTpoicTBO
paboTaeT B HOPMAIBHOM pPEeXHME. BBIKII. - cucTeMHast ormoka.

* WLAN — OccipoBoziHast ceTb. BBIKIIL. - (yHKIMS OeclIpOBOAHOM Mepeaayn JaHHBIX OTKJIIoYeHa. Muraer -
¢byHKIMs OecrIpOBOAHON Mepeaayy JaHHBIX BKIIIOUCHA.

* WAN (Unteprer), LAN (JlokansHas cetb) 1-4. BBIKIL. - y TOpTa HET MOJAKIIOYEHHBIX YCTPOUCTB. BKII. - K
MOPTY MOIKITIOUYEHO YCTPOHCTBO, HO OHO HEAKTHBHO. MUTaET - K TIOPTY MOJKITIOYCHO YCTPOMCTBO U OHO
aKTHBHO.

* QSS - OpIcTpas HACTpOIKa MapaMeTpoB Oe30MacHOCTH. MeIJIeHHO MUTAET - OECIIPOBOHOE YCTPOMCTBO
MIPOM3BOIUT MOAKIIOUCHHE K CETH uepe3 GyHKIuo QSS. IToT mporecc 3aHUMaeT MPUMEPHO JIBE€ MHUHYTHI.
Bxi1. - 6ecripoBoiHOE YCTPOMCTBO OBLIO YCTICIITHO MOIKIIOYEHO K CETH TTocpencTBoM GyHKnu QSS.
BricTpo mMuraer - He ynanoch MOAKIIOUNATE OECITPOBOHOE YCTPOMCTBO K CETH TocpecTBoM GyHKIMU QSS.

Puc. 3. 3anuss nanens 6ecripoBoHoro Mapipytuzaropa TL-WR1043ND
Ha 3agHei manenu pacnoyioKeHbl CIEIYIOIIUE JIEMEHTHI:

* POWER - pa3zbem 7151 HOAKIIIOYEHUS! TUTAHUS OT a/IarTepa MUTaHus, BXOASAIIETO B KOMILJIEKT MTOCTAaBKU
oecmpoBogHoro mMapiipytuzaropa TL-WR1043ND

* RESET — kHomka cOpoca koHbUTypanuu poyTepa JijIsl €ro Bo3BpaTa K 3aBOJICKMM HacTporkam. [Ipu
MTOMOIIIM UTOJIKM HAKMUTE U yAep>KUBalTe KHOMKY Reset 5 cexyHI, 3aTeM MoI0oKANTE, oKa
MapIIPyTU3aTOP BBIIIOJIHUT MEpE3arpys3Ky.

* USB - pazbeM 151 TOAKITIOYEHHUS YCTPOWCTBA XPAHEHUS TAHHBIX WJIU, HAIIPUMEp, IPUHTEPA.

* WAN cunsisa pozetka RJ-45 mist mogkmouerns DSL/kabensHoro mogema wim cetu IHTEpHET (TIOPT 4714
nonkiroueHuss CeTu oT mpoBaiiaepa).

» Antenna Wi-Fi uepHOro 1Bera ciyHt AJisi 6eCIIpOBOIHOTO MOMYUYCHHS U TIepeladyl JaHHbIX.
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* 1,2,3,4 (LAN) — po3etku RJ-45 xenToro npera Jjisi MOAKIIOYEHUS MapIIPyTH3aTOpa K KOMIIBIOTEpaM
JIOKaJIbHOM CETH.

Wtak, Hatr 6ecripOBOIHBIN POYTEp MOAKIIIOYECH K 3JIEKTPOCETH, OT HETO UIET BUTAS Mapa Ha CTAIMOHAPHBIN
[IK (marukopa BXOAWT B KOMILJIEKT MTOCTAaBKH), a Wi-Fi Mbl OyeM HUCIonb30BaTh, YTOOBI OJKITIOUNTh
HOyTOYK. HacTpoliky poyTepa MOKHO MPOU3BOIUTH Kak Ha ctannoHapHoM 1K (meckrome), Tak u co
CTOpOHBI HOyTOYKa. Mnu TaMm, i TaM HYKHO BBIIOJTHUTH KoMaHay [lanens Yrpasnenus — Llentp
YIpaBIEHUS CETIMH U OOIINM TOCTyIoM — HacTpoiika HOBOTO mojkitoueHus win cetu-Co3nanue u
HacTpoiika HOBOM cetu (puc. 4).

RI=ES

-
) P YCTanoBKa NOLKNIONEHNA AN CETH

BoibepiTe BADHAHT N0 KRS EHIA

.’ B Mopgenrouerne K MuTepHery
becnpoBogHoe, C THO® WNK TenedoHH 1OAKNHIYEHAE b

MogknroueHne k pabodemy mecTy
L Hactpoiika tenedossoro nnw VPN-nogenmoyesna K paGoyer

5 HacTpoika TenedoHHOro NOAKNHYEHNA
!nﬂ‘ logrnroyeHne K MiHTepHETY Yepes TEnehOoHHYH CETh

lanee I OTHeHa

Puc. 4. Oxao YcTaHOBKA IMOAKITIOUEHHS WA CETH

Haxumaem Ha kHOTIKY [lanee, Buaum Haie 6€CIpoBOIHOE YCTPOUCTBO (pHC. 5).



=)o &
@ ¥ Hacrposixa cetn

Boibepute HecnpoBoAHOR MapLUpPYTU3aTOP MAK TOUKY AOCTYNa, KOTOPLIE HYXHO
HaCTPOWTh

OrobpaxeHne HEHACTPOEHHBIX YCTPOWCTE B CETH MOXET 3aHATE 40 90 cexyHa,

Wireless Router TL-WR1043ND
- P |

|,Q.a.nu ][D'I'HEHB

Puc. 5. O6HapyxeHue TOYKH JTOCTYyIa MPOILI0 HOPMAJIbHO

Crnenyrommm stranoM HeoOxoaumo Bectu PIN-kox ¢ aTukeTkn Ha Mapuipytusatope (puc. 6 u puc. 7).

lWrabuTHein GecnporogHon
' p l IN K MapuwpyTwiatop cepum Ultimate N

| O
Model TL-WRID4AIND(RUY Ver 1 O
S/NC12390001468

0 I
90F65299A208

(AR
52035098

Puc. 6. Ha stukerke mapumpyrtusaropa yutaem PIN-kon
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@ @ Hactpoika cetk

YTobbl HacTpouTb ceTb, BBeauTe MNMIMH-koa 13 8 uUNPp C 3TUKETKM
MapLwpyTusaTopa

MAH-koa MoxET HAXOAUTECA B AOKYMEHTILMMH K
YCTPOHCTEY WAW HE HAKNERKE HA KopNyCe
MapLULpyTHIaTC pa.

MWH-kog:  52035098|

[ danee ][ CTmeHa

Puc. 7. Beonum PIN-kox B okHO Hactpolika cetn

[Tocne HaxkaTusi Ha KHOTKY Jlajiee cieayeT COmacuThesl C peKOMEHIyeMbIMU HACTPOHKAaMH TOUYKH JTOCTYTIA
WX 3371aTh CBOM (MMs O€CIIPOBOIHOM CETH, MapoJib IS IOCTyIa K CETH, YPOBEHb O€30MAaCHOCTH U THII
mmdpoBanus) — puc. 8.
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3apaiTe MMA ceTn

3Toil ceTh HEoBXOAMMO NPUCBONTE YHUKANBHOE MMA ANA 0BECNEYEHHA Nerkoro ee ysnaeanna, My-we
Bcero 4aeate kopotkoe (He Bonee 25 CUMBONDE) M NOHATHOE MMA,

BeeguTe MMmA ANA 3TON CeT: ¥ CeTh ¢ BENIOYEHHON GE30NACHOCTEIO
"MARIA N Hacrpoiika cetn ocyLLEcTENAETCA € NOMOLLLHD
L - rﬂ l WPA2-Personal.

zmenetne naponstoi $pazsl, ypoexa GesonacHoomm
W THNa wudpoeatna (JonNoNHUTENEHO):

Puc. 8. BBonum ums ceTu (ero npuayMbIBaeM CamH)

[Tocne Haxxarust KHOTIKK J[anee MpOU30MIeT HACTPOMKA TOUYKH JocTyma (OECIPOBOAHOTO MapIIPyTH3aTOPa),
TeHepanus Kiroda 0e30IMacHOCTH M MTOJKITF0YCHHE HAIIero HOyTOykKa K OecripoBoaHO# cetH (puc. 9 u puc.
10).
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Hacrpoiika MARIA_Network ycnewHo 3asepliena

Urobul goBaeuTe cTapoe BecnpoeogHoe YETPORCTBO K 3TOR ceTW, HEOBXOAWMO NPEefOCTABHTE 3TOT KAKY
BesonacHOCTH

pibs-n9tz-r7to

Mo#O pacneuaTaTh, 2T, CETSERIE N2DAMETRR] ANA NOCHEAYIOLUErD HCNONBIOBAHNHA.

Yrobe 0BnerunTs YCTAHOBEKY HA MIPOBRIE KOHCOIW W KOMNBIOTEPLI, paboTaroLne Nog yNpaEneHnen
Windows XP, Hy>xHO ckonupoeats ceTesol npodmnne Ha USB-Hakonurens.

Puc. 9. Co3manue xkiroya 0€30macHOCTH
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TekyLlme NogKNHIYEHNA: +

MARIA_Metwork
1 bBes goctyna k MHTepHery

:rr,.'.'l,ﬂ."IEHHblﬁ ACCTYN W BUPTYANbHBIE Y3CTHBIE CE...

Beeline d;:_;
BecnpoBoAHOE CETEBOE COEZMHEHNE “
MARIA_Network Nogknroueno 1'.1“
NETGEAR i~
TP-LIME_8A4AF2 1'.“
DIR-300MEU 1._“

LLEHTF ynpasneHWA CETAMKA K CE-LLI.HM ACCTYNOM

Puc. 10. becripoBogHO€E COeTMHEHNE MOAKIIOUYEHO
[Ipumeuanue

Mogens TL-WR1043ND nmeet KHOTIKY ObICTpO HACTpOMKH 3amuThl (QSS) s aBToMaTnuecKon
nepeaady Kiova mudpoBaHus KIMEHTCKOMY YCTPOMCTBY ¢ Takoi ke pynkmuei. [loatomy, mpu
MTOJIKJTFOUYEHUH K HaIlle OeCIpOBOHON CETH HOBOTO KOMIbIoTepa moj yrnpasieHueM Windows 7 (MX MOXET
ObITh 10 20 1IT.), MO’KHO HE BBOAUTH KITF0U O€30MaCHOCTH, a MPOCTO HAXKaTh HA ATy KHOMKY Ha
MapmipyTuzarope. [logkmoueHne kK 6eCrpoBOIHON CETH MPOU30MIET aBTOMaTH4ecku (puc. 11).
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T!’_-TFl MoakntodeHne K ceTh @

BeeamTe Koy De30NacHOCTH CETH

Koy
BEI0ONacHOCTI:

[C] CkphiTe cMBOALI

MomHo TaKKE NOAKNHOYUTECA, HAHKAE
KHOMKY Ha MapLupyTHIaTope,

-

Puc. 11. OxHO BBOIa KiIroua 0€30IIaCHOCTH

JlaGoparopnas pabota 7. Yacts2. Hactpoiika Ha paboty B Matepuer Wi-Fi poyrepa Net Gear JWNR2000 B
PYYHOM pEKUME

B aT10i1 pabote MbI n3ydnm, Kak Mo>kHO ¢ momosio Wi-Fi poyrepa nogkimtounts kK UaTepHET nBa [1K:
CTaIlMOHAPHBIA U HOYTOYK. [IOpTHI M MHAMKATOPBI pOyTepa MPUBEIEHBI Ha puc. 12.
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Puc. 12. O6o3HaueHue moptoB U HHIAUKATOpOB poyTepa Net Gear JWNR2000
XapakTepuCTUKH dTOW MOJIEIIA MapIIPyTHU3ATOPa IS BBIJCIICHHOW TUHUY TaKOBBI:
* Yacrora - 2,4 I'rix

* Pexxumsr - Infrastructure, WDS-Bridge

* Knonku - Reset, WPS

IIpumeyanue

Knonka WPS nyxHa /U1 ynipolieHus npoiecca HacTpoiku 6ecripoBogHoi cetu. Haxxarue WPS
aBTOMaTHYECKU 0003HAYaeT UMs CETH U 33/1aeT IU(PPOBAHUE, U 3alIUTH OT HECAHKIIMOHUPOBAHHOTO
JOCTYTIA B CETh, IIPH 3TOM HET HEOOXOMMOCTH BPYUYHYIO 33]1aBaTh BCE MAapaMETPBbI.

* Unaukaropsl - LAN, Power, WLAN, WPS

* [Topts! Fast Ethernet - 4 mopra 10/100 MouTt/cex
* [Toptet WAN - 1 mopt RJ-45

* Ynpasnenue - Be6-untepdeiic, GUL, SNMP

* Firewall - punerpamms mo MAC-anpecy, puiasTpanus nakeros, 3ammra ot DoS-arak
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* [Tonnepskka cxem obecrnedenus 6e3omacHocT OecripoBonnoit mepemxaun WPA2-PSK; WPA-PSK; TKIP;
AES; WEP-koaupoanue ¢ 64- nwiu 128-0UTHBIM KIHOUYOM

* SanmumieHHsie VPN-nipotokoine - PPTP, PPPoE

* [Tonyuenue IP-agpeca - Static IP, Dynamic IP

* QoS - [TonnepxuBaeTcs

* [Tognepxka WMM (Wi-Fi Multimedia) - Ects

* DMZ - [lonnepxxuBaetcst

* NAT - IlonnepxuBaercs

* DHCP-cepBep - Ecthb

* MakcumasbHasi CKOpOCTh OECITPOBOIHOM mepenaun JaHHbIX - 300 Mout/cex

» Crangaptsl 6ecipoBonnoii cBs3u - IEEE 802.11n, IEEE 802.11g, IEEE 802.11b
[IIar 1 — Hacrpoiika ctantmonapsoro [1K gms OC Windows XP

[Togkimrouaem poyTep cOriacHO cxeme Ha puc. 13.

HOY¥TEYH HUITH

HACTTONBHEIA MK
- r:\: L." = -

ETHERMET

WHTERHET )
OT NPOBARGERPA g7 . Mogkno4YKMTe KOMNBIOTEP K
o 1 =i MaplWwpyTHU3aTOpY.
‘ ‘l J
] L |
5!
! L
NMNogknwoynTe Kabenk OT | =
” EECMPOBOOHLIA
Npoaainepa k MAPLIPYTHIATOR
MHTEpHeT-NopPTY POYTER
MaplwpyTu3aTopa. S Do

BrnwunTe NnMTaHWe MapllpyTuiaTopa.
MogoxoWTe Noka WHOMKATOP

‘ «Mutanue/Nposepkar» He nepecTaHeT
MHIMATE W CTAHET 3eNeHbLIM.

AOANTER
NHTAHKA

Puc. 13. CxeMa nmonkiroueHus yCTPOUCTB O€CIPOBOIHOM CETH K TOYKE JOCTYIIa

Hanee ny>xH0 HacTpouthb nporokos TCP/IP kak Ha puc. 14.
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CeoicTEa: MpoToKon MHTepHeTa (TCP/IP) el A

Ofwme ANETEPHATHEHAA KOHDHIUpaLA I

MaparaeTpel [P mMoryT HasHHATECA AETOMETHYECKM, BCAM CETh
NOLOEPKMEAET 3TY BEOZMOKHOCTE. B NpOTHMEHOM CYyas NapareT okl
IF r0sHD NOIYYMTE Y CETEEOMD AAMMWHUCTRETORA.

& Nonyume |P-agpec aETOMATHIECKLE

—{" Wcnonesosare crenyowwmii IP-anpec:

|P-anpen: I

I acka mogceTH I

[EHOBHEM LTHEE: I

% Monyute agpec DM S-cepEepa SETOMATHUECKM

—{" Wononesosare creqyowwe anpeca DWS-cepsepoe:

[ pegnoumaetdei B S5 -cepeem: I

L ETERHATHEHEH DS -cepeemn; I

HononHyrentsHo... |

(] I TreHa |

Puc. 14. Hacrpoiika nporokosna MHTepHET

3areMm BBeauTe B Opayszepe 192.168.1.1 u nmomyuure cienyromiee okHo (puc. 15). BBogum croga Ums
nonp3oBarens u [lapons (OHM HaMKMCAaHBI HA STUKETKE pOyTepa — CM. pUC. BhIe"/>).

HeobxoaMMa aBTOpUIaLMA 2

AnAa aoctyna Ha cepeep 192,165,1.1:80 no agpecy NETGEAR
WiMRE]LZvZ TpeOYETCOA YEA3aTE HMA NONBSO0EATENA M Naponk,

FIMA NoNE30EaTEnA: Iadmin

Mapone: | pazsvword

Bxoa, OTHEHA
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Puc. 15. Oxno Bxona Ha cepBep 192.168.1.1

[Tocne naxkarust Ha KHOMIKY Bxom oTkpoercst okHo OCHOBHBIE HACTPOWKHU. B mporpamme nmeercst Mactep
YCTaHOBKH, HO OH 3/IECh HE OUY€Hb XOPOIIl, TO3TOMY JIy4Ille BOCIOIb30BATHCS PYYHON HACTPOMKOM poyTepa

(puc. 16).
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Puc. 16. OTu naHHBIE BBOAUTE B COOTBETCTBUHU C JJOTOBOPOM IpoBaiinepa MHTepHET

B nannoe oxno BBonum IP-aapec, [P-macky noaceru u [P-aapec nuiro3a u3 10roBopa ¢ nmpoBaniepom.
Haxwumaer Ha kHonKy [IpumMeHUTH — MoOsiBIseTCS Ipyroe okHOo OCHOBHBIC HACTPOUKH (puc. 17).
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Puc. 17. OKkHO OCHOBHBIE HACTPOIKHU

31ech B COOTBETCTBUM C JOTOBOPOM IpoBaiinepa Murepuet BBogum Mmst nonb3osarend u I1apons. B atom
OKHe ke okHe cnenyeT B criucke [locraBmuk ycnyr MaTepHeTa BeiOpaTh mpotokon PPPoE (puc. 18).
Haxxumaem [IpuMeHuTs.

HHTepseT-nposaigep FPPaE =
A nonLsoBarenn myE
Napofib (TTTTTY

Puc. 18. 13 npoTokosoB gocTymna BeiOupaem mpotokon PPPoE

[Tocne oGHOBIIEHHS TapaMeTpOB poyTepa B nosie CoxpaHeHHe HaAWAUTE OMIUI0 YCTaHOBUTH MAPOJb U
3aMEHHUTE MapoJjb M0 YMOIYAHHUIO, T.€. password Ha Kakol-nbo cBoM, Harpumep, quthor. [lanee Hactpoiite
okHo [TapameTpsl OecripOBOAHOTO COEeNUHEHUS — pHC. 19.
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Puc. 19. Okno [1apameTpsl 6eCIIPOBOTHOTO COETUHEHUS

IIpumeuanue

SSID — na3Banue 6ecrpoBOAHON CETH

®pa3za — maponb 31ech 3aaana 12345678, Ho syd1e BBeCTH 4TO-1100 Ooliee CIokKHOE.
Coser

Jis 3amensl maposst Habepute 192.168.1.1., BBeaute admin u quthor, BeiOepute komany [lapameTrpst
0ecrpoBOHOIO COEAMHEHUS M BBEAUTE HOBBIN Mapoib, Hanpumep, mashat+vova=love

LITAT 2 — Hactpoiika Wi-Fi cetn Ha HoyTOyke mist OC Windows 7

Hactpoum padoty Wi-Fi anantepa Ha HOyTOyKe, 4TOOBI OH cMOT monyuuTh HTEepHET oT poytepa NetGear.
Brimonaute Ha HOyTOYKe komMaHay [lanens ynpasnenus-Cets u UatepHet-Ilogkmouenue kcetu (puc.20).
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Puc. 20. BectipoBogHOE ceTeBoe coemuuenue (poyrep) HOyTOyK 0OHAPY KU

[Tocne nakarust Ha kHOTIKY [logKiTroueHE HEOOXOIMMO BBECTH (hpa3y-1apoiib Kirroua 6e301macHOCTH (B
HameM cinydae 12345678 wnm, eciu Bl 3TOT NAapoiib U3MEeHIIIH, To masha+vova=love) u UutepueT Ha
HOYTOYK OyzmeT nmoakiroueH. IHTepHET 3amyckaercs yepes Jr00i Opay3ep Kak mpH BKIIOYCHHOM
crarnonapaoM I1K, tak u 6e3 ororo. JIumib Obl poyTep ObLIT BKITIOYCH.

HacronbHas BcenanpasnenHnas 8nbu anrenna TL-ANT2408C

BbecripoBoanast HactonbHas anteHHa TL-ANT2408C paboraet Ha yactoTe 2.4-2.5IT11 ¢ koaddunmrenTom
ycuneHus 81bu U Mo3BoMSET CYIECTBEHHO YBEJIIMYUTD AaJIbHOCTh OECIIPOBOAHOTO CUTHANA U TIOBBICUTH
KauecTBO coeqMHeHusl. AHTeHHa ocHanleHa RP-SMA mtekepoM, uTo oGecrednBaeT COBMECTUMOCTD €
OOJIBIIIMHCTBOM O€CIPOBOIHBIX YCTPOHCTB — puc. 21.
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Puc. 21. becnpoBonHas anTeHHa i poyrepa moaenu TL-ANT2408C

3ameHa CTalMOHAapHOW aHTEeHHBI MapiipyTuzaropa (Touku nocryna) Ha TL-ANT2408C 3ameTHO yBETUUHUT
CWIIy ¥ JATBHOCTh OecpoBOHOTO cuTHama. [TockonbKy TaHHAs aHTCHHA SIBIISIETCSl BCEHANPABICHHOM, TO
HET HEOOXOIMMOCTH MIOBOPAYMBATH €€ B Ty WM MHYIO CTOPOHY JJIsl TOTy4YeHUs O0Jiee YeTKOTO CUTHAJIA —
AQHTEHHA MOJIy4aeT U OTHPABIISIET CUTHAJIBI BO BCEX HAIIPABICHUSIX.

[Ipumeuanue

nan

nbu (dBi) - aTo nenubernn mo cpaBHEeHUIO ¢ "1", TO €CTh IO OTHOIICHHUIO K U30TPOIIOHOMY HU3JIy4aTelto -
HJeaTbHON aHTEHHE, TUarpaMMa HalpaBJICHHOCTH KOTOPOU MpeCcTaBiseT co0oit chepy, kodphuiueHt
ycuiieHus: kotopoit pasen enunune u KI1J{ koropoit pasen 100%. nbu (dBi1) xapakrepusyer ko3dduureHt
YCWJICHHUSI aHTEHHBI U €€ HalpaBJieHHbIE CBOIMCTBA [0 CPAaBHEHUIO C U30TPOIHBIM H3inydareneMm. CTporo
TOBOPS, €CJIM TOBOPST, YTO JIaHHAsl aHTEHHA UMeeT Ko ULMeHT ycuiaeHus, Hanpumep, 8 1b, To Ha camom
nesne uMmeeTcs BBuay 8 nbu.

Wi-Fi-agantepTP-LINK TL-WN725N

Henoporoii u kommaktaeiii Wi-Fi-anantep TP-LINK TL-WN725N noka3an Ha puc. 22.
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Puc. 22. Wi-Fi agantepTP-LINK TL-WN725N

XapaKkTEepUCTUKU:

» Crangapt 6ecripoBogHOM cBsizu - 802.11n, wactora 2.4 I'T1x

* Makc. ckopocTh 6ecripoBomHOTO coenuHenus - 150 Mout/c

» Unarepdeiic mogkmouerus - USB 2.0

* 3anuTa uHdopmanuu (pexum mudpobanus 1aHabx) - WEP, WPA, WPA2, 802.1x
* MomHocTh nepenatanka 20 dBM

[Ipumeuanue

nbm (dBm) - aTo nenmberut mo cpaBHeHUO ¢ "m", B JaHHOM CITydae 1o OTHOIICHUIO K MIITUBaTy. MHave
TOBOPS, 3TO 3HAYCHHE TOTO, HA CKOJIBKO JIEIMOEIT JaHHAsT MOIIHOCTH OoJibIe (Wi MEeHbIIe) yeM 1 MBT.

becnpoBoanoit munu cereBoit USB-anantep (USB WLAN) TL-WN823N

BbecripoBoaHoit Mmunu cereBoit USB-anantep TL-WN823N npeanaznaueH Uit MOJKITIOYSHNS HOYTOyKa UITH
HACTOJIFHOTO KOMITbIOTEpa K OecripoBogHOM ceTu. CKopocTh OecnipoBogHOro coequnenus 1o 300 Mour/c. —
puc. 23.
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Puc. 23. Anantep TL-WN823N ¢ kHonkoit WPS

Anantep umeeT QYHKINIO IPOTPAMMHOM TOYKH JOCTYTA. BKIIOYMB 3TOT peXHUM, MOJIb30BATEIH MOTYYaroT
COBMECTHBIH octyn K pounM Wi-Fi ycrpoiictBam (HOyTOYKH, cMapT(OHBI WM MIAHILIETHUKH) CO CBOUX
HOYTOYKOB WJIN TIEPCOHAIBHBIX KOMITBIOTEPOB C MPOBOJHBIM MOAKIIOUEHUEM. ATanTep MO3BOJISIET
MIPOM3BECTH HACTPOMKY Oe30nmacHOCTH oqHIM HaxkaTtreM kHonku WPS (Wi-Fi Protected Setup).
[Tonp30BaTeI MOI'yT MOMEHTAIBHO HACTPOMUTD 3aLIUTY CETH OJHUM Ha)XaTUEM Ha MapIIPyTH3aTope
kHonku WPS, mocine yero aBToMaTu4ecky yCTaHABIMBACTCS COSTMHEHNE, 3aIUIIEHHOE PEKUMOM
mmdposanus WPA?2, kotopslii cuntaercs 6onee HaJle)KHBIM 10 cpaBHEHUIO ¢ mudpoBanuM WEP. 3o He
TOJILKO OBICTpEe OOBIYHON MPOIEAYPHI HACTPOIKHK 0€30MacHOCTH, HO U OoJiee y1o0HO, TaKk KaK
MIOJIH30BATENSAM JIaKe He MPHJIETCS 3alIOMUHATh apoJlb.

USB-anantep Wi-Fi TP-Link TL-WN822N
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Mopnens TP-Link TL-WN822N xoporiio cripaBisitoTcs ¢ mouckom cinadoro curnana Wi-Fi, Tak kak nmeer
JIB€ MOIIIHBIX BCEHAIPABJICHHBIX aHTEHHBI ¢ KO3 puirenToM ycuienus 3 nbu (3to 6onble, yem y
CTaHJapTHOTO HOYTOyKa). AxanTtep umMeeT KHONKY QSS mis ObICTPOil HACTPOMKH 3aLTUIEHHOTO
0eCTpOBOAHOTO COCTUHEHHSI, & TAKXKE CBETOIMOIHBIN MHANKATOP akTUBHOCTH. DyHKIus QSS (Quick
Secure Setup) HeobxonmuMa aJist OBICTPON HACTPONKH 3AMUIIEHHOTO OECIPOBOTHOTO COCTUHEHUS. DTa
byHkus siBisiercs ananorom texHoiorun WPS (Wi-Fi Protected Setup), Tonbko Ha3sIBaeTCs MO-IPyroMy.
[Tpu BkITIOU€HHOM OECIPOBOAHOM MOJYJIE HA MapLIPyTHU3aTOPE YCTPOUCTBA TYT )K€ OOHAPYKHUBAIOT APYT
ApyTa U 3alpallliBaioT y I0JIb30BaTENs pa3pelleHre Ha coequHeHne. Bol HaxknMaeTe kHonoku QSS Ha
MapupyTtusatope 1 USB-ananTepe 1 TeM caMbIM HacTpauBaeTe 3alUIIEHHOE C UCIIOJIb30BaHUEM
anroputmoB mudposanuss WPA?2 coequnenue. [Toap30BaTesnnio ocTaHeTCs! U 334aTh JKEJIaeMblid TapOIb

(puc. 24).

Puc. 24. USB-anantep Wi-Fi TP-Link TL-WN822N
XapaKTepUCTUKH aJlanTepa:

 Crannaptsl - IEEE 802.11b/g/n (300 M6wut/c)

* [TopTs! - 1 x Mini-USB

* Yacrorawiii nuamazo, I'Tr - 2,4-2,4835

* AHTEHHBI - 2 X BHEILIHSAA CKJIa/iHas BCEHaIpaBiieHHas, 3 1bu

* besonacuocts - WEP, WPA/WPA2, WPA-PSK/WPA2-PSK



* Pexxumsr pabotsl - Ad-Hoc/B nH(pacTpykType

* JlononuurenbHble GyHKIMU - noaaepkka Sony PSP, QSS

Jlabopatopnas pabora 7. UacTte3. Hactpoitka WI-FI agantepa TP-LINK

Bcerasnsem agantep B USB nopt I1K u ycranaBnmuBam npaiiBep agantepa (puc. 25).

i ¥

DVD RW gnckosop, (E:) CD132A6 o] x|

éov n * Komn... = DVD RW awc... - - IEII Mowck: DVD RW auckoson (E:) CO 13246 E]‘

¥NopAaouMTe ¥  3anWch Ha KOMNaKT-OWoK = ~ i I@
cJT' My3bika ;I Mma ~ | [aTa MEMeHeHHR I:I
J USB Print Service Client Setup 07.03.2012 5:18
) Nowawnss rpynna | User Guide 07.03.2012 6:18
. 2 Autorun 20.02.2012 6:30
1M KomnbioTep
=F | autorun 06.02,2009 19:10
&, 100066 (C:) E‘
5 400 GB APXVB (D2) 4 | config 30.03.2012 5:12
B3 ovo RW anckoson (E 4% | configwin? 06.04,2012 12:39
|| GdiFlus 26.08.2004 4:03
e
€M ceme | _|Readme 07.03.2012 3:42 v
|4 | v

Autorun NaTa wameHeHna: 20.02,2012 6:36
MpunoxeHue Pazmep: 405 KB

Puc. 25. Haunnaewm ycranoBky npariepa WI-FI agantepa

VYka3biBaeM Moziesb afganrtepa (puc. 26) 1 HaYMHAEM ero HacTpouKy (puc. 27).




TP-LINK Setup Wizard

The Reliable Choice Wireless N Product

= ((—) - =
s e e

TL-WhEZ3N

Mot lea Tt rode| ol uter first ¥ up Assistant will guide you to set up your new iter th ah
A5y 1
recificalions ane subject 1o change without notice. Mlore Information, please reler to hEp: M fp-link com. TP-LINE
s & registersd iracumank of TP-LINK Technalagies Co., Lid. Copyright © 2012 TP-LINK. Al fights resseved Browse CD EXIT

Puc. 26. BeiObupaem monens aganrepa
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TP-LINK Wireless Configuration Utility and Driver - InstallShield

Setup Status

The InstallShield \Wizard iz repaiing TP-LIME ‘wireless Configuration Uity and Driver

[retallEhield

Cancel

Puc. 27. Mactep HauMHaeT yCTaHOBKY JpaiiBepa ajianrepa

[Tocne ycTaHOBKM afanTep OOHAPYKUT OnrKaiiue OeCpOBOIHBIC CETH, B TOM YHCIIE M HAIIl pOyTep
TP-Link (puc. 28).
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TP-LINK

Tha Rallable Cholce

Network Name({SSID) Security Channel

4’ Network-90f65299a208 £ wrA/wPA2-Personal 7 (2.46)

DIR-300NRU B8 wra/WPAZ-Personal 1 (2.4G)

TP-LINK_BA4AF2 B wraA2-Personal 4 (2.4G)

Puc. 28. becnipoBonHas ceTh ¢ Toukoit goctyma TP-LINK oOHapyxeHa

JIJ1s TOAKITIOUEHUS K CETH MBI IOJDKHBI MJTH HaxaTh Ha poyTepe kHonky WPS (puc. 29) unu BBecTH,
HanucaHHbIN Ha poyTepe PIN-kon, y Hac 3to uucio 52035098 — puc. 30 u puc. 31.
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TP-LINK

The Reliable Choice

= ' & = D
] I— o
= pre 2 & %

Status WPS Metwork Profile Advanced

u ' This application will guide you through configuring your wireless network.

Please choose a method to join a wireless network:

' Push the button on my access point or wireless router
" Enter the PIN of my access point or wireless router

" Enter the PIN of this device into my access point or wireless router.

Connect

Puc. 29. [Ipennoxxenne o HaCTpoiiKe 0€30MACHOCTH CETH IyTeM Ha)kaTHsl Ha KHONKy WPS

l N K.;_-.'.;:. MrabutHbin GecnposoaHo
' p l MapuwpyTuaaTtop cepuu Ultimate N

~WR1043ND
AT 12B ===15A
# M N0 yMONYaHUIo:

illlilllIIIIIIIIIlIHI1lI|l|I1|I|IIllII|I1HII1HII||I1|I11I|HII1
Model TL-WRIO4INDIRLU) Ver 1.0
G/NC 12300901468

J'lli ——
neamn @ E wac IR L T

| 1 588 ® appec Y0F65299A 208
- °N235° l|II||iI!IiIIIIILIIIIIlIHHHIHIIIHHHIH il

C ey ﬂm‘-’-"'#‘mm"'“m" ' 52035098

Puc. 30. Otuxetka poyrepa ¢ ero PIN xomom
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Flease input the password:

Security Key: I kA

[T Show characters

You can also connect by pushing
@ g\ the button on the router.

Puc. 31. Oxno BBoxa PIN xoxa

Pesynprar — GecripoBoHas ceTh HacTpoeHa (puc. 32).

Configuring the wireless network.

Successfully connected to the network by WPS!

Puc. 32. IIK x cetu UHTEepHET NOAKITIOUEH
3agaHus 1J151 CaMOCTOSITeIbHOI padoThlI.
1. Kakue 31eMeHTHl paclooKeHbl Ha 3aHel maHeau 0eCpoBOAHOTO MapuIpyTHU3aTopa’?

2. OnumuTe mporece MojyaBTOMAaTHIEeCKOTO MOAKIIOYSHHS MapIipyTuzaropa kK Wi-Fi.
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3. Onummre nporecc HacTporiku Ha paboty B UnTepueT Wi-Fi B pydHoM pexxume.

Tema 8. CepBep npuioxkenni. (OIIK-5)

Jlexknus.
Coznanue BupryanbHod MammHbl Ha IIK. Ilopxirouenune k cetu uepe3 mMocT. CereBasl ONEpalMOHHAS
cucTeMa JJs BBIIOMHEHHS CepBepHOW dYacTu OusHec-pemieHuid. HacTpoiiku cepBepa NpPUIOKEHH.
YcraHOBKA M HACTpOIKa KIMEHTCKUX MallWH. YCTaHOBKA Ha cepBepe ciry:kObl DNS. Ha3znauenue cepsepy
poimu DNS cepepa. Co3ganue 30H MpsIMOTO U 0OpaTHOTO MPOCMOTpA. YCTAaHOBKAa Ha CEpBEPE CIIYKObBI
DHCP. ABropu3zanus cepsepa.

JlaboparopHbie padoThbI.
Jlaboparopnas pabora 8. Hacts 1. Co3maem HOBBIN JOMEH
Ilenb: 03HAKOMUTBHCS € IPOLIECCOM CO3/IaHUS HOBOTO JOMEHA
3agaun: Co31arh HOBBINM IOMEH C MOMOIIBIO «MacTepa HaCTpOUKHU CepBeEpa

Hwxe MBI onuiieM mociaenoBaTenbHOCTh ISUCTBUH I TOTO, 4TOOBI cepBep craenarh KoHTpomaepom
JlomeHna, T.e. 94TOOBI "MOAHATE" HA HEM cityx)0y ActiveDirectory.

Cepsep, Ha KOTOPOM pacroioxkeHa ciryk6a Active Directory, Ha3pIBaeTCsl KOHTPOJIEPOM JOMeHa. Active
Directory uMeeT uepapXxudecKyro CTpyKTypy 0a3bl, cocTosmiei 3 00bekToB. OOBEKTHI pa3AeNsioTcs Ha TpU
OCHOBHBIE KaTE€rOpUH: peCypchl (HalpuMep, PUHTEPHI), CITY>KObI (HalpuMep, IEKTPOHHAs [10YTa) U
y4€THBIE 3amucu (TI0Ih30BaTeNe U KOMITbIOTEpoB). Active Directory mpenocrasisieT uHGOpMAIIo 00
00beKTax, NO3BOJIAET YIPABIATh OOBEKTAMHU U JOCTYTIOM K HUM.

Haxxumaewm Ilyck - YnpaBieHnue 1aHHbIM cepBepoM — puc. 1.



'_ Ih'I'IFM'Iﬂ MEHAE | AHHRI DE DS e e

3

YnpaBaeHHe AaHHbIM
cepeepom

Cepaep: 7R THWP4IMOEOKE

AobasaeHue poAed AAA A3HHOTO
cepeepa

Aofapnersss ponsi NOIBOMMT CEPOEPY BENORHATE CHELUMAREHLE
aaaaHHA, Hanpurep, pons cepeepa afnoe NoJBONABT CEpBepy
OTKPEITE 00wWsd A0cTyn K diarnad, Yrodel gob6aenTe pons,
Z3MYCTHTE MACTER HACTPOAKH CEpBepa, WeankHys " JobaeHTe nw
VAANMTE pans".

¥YnpaBaeHWe POAAMM AaHHOTO
cepeepa |;

Kor s pane AoBaBReHs, BEpHYTEOR M ABHHYHD CTRAHALY 38
COSACTOMMH H ADNOMFMHTENEHLMH COGACHHANH 0 85 AHEDHL
A8 AKX MOEHD OygeT B mobos Bpess.

i) Her ponedi ana aaHHoro cepeepa. HTobsl A0GaenTE POk,
T weneanTe " JobaBnTe WK vARRHTE pams”,

l_ He moKasbBaTe 3TY CTREHMLY NpH BX08E B CHOTEHY

o e e, N =)
A ASEHEN =

EJ Jcfiaente nim yaandTe
pans

"ﬂ:_n TMPEAHTATE O P
T cEpEspa

CpeacToa v obnoBnesHiR

B AMHHAL TP DS HAE
CpeacTEa
‘Windoves Uipdate

CBEgeHHA O KOHMShDTEDE H
FHEHH A0MNEH3

v ypaumHa yoHREHHOH
eraonackoc T Inbermiet Explorer

CH. TaKmwe

CNpaexa | NogaepEEa
Microsoift Techhet
PASESQTRIESHNE M PECYDER
Crcar obiuns

BAMMHACT PATHEHED 383H91

CoolilyaEcTED NONEE0BATENEA
cepeepa Windows Server

HoBHHEH

Mporpasha 3aEuET
CTPETEMHYECEHE TEXHOMOMA

Puc. 1. OxHo YnpaBiieHre JaHHBIM CEpBEPOM

Haxxumaewm J106aBUTh WK yIaauTh POJb, YCTAHABIMBAEM TIEPEKITIOYATeNb B onokeHne Ocobast
KOH(UTYypanus — puc. 2
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MacTep HAaCTpOHKM CEpEEpa ﬂ

MapaMeTPkl HACTPOAKH
MoxHo 400aEMTE Ha cepeep 0lWMA Habop poneA MM HACTPOMTE &ro, YKasas A400aEnASMEIE H
Y ASNAEMEIE POMM,

LA

HaCTpoMTE CEPEED, MCMOMNBYA:

o THNOEAA HACTPOFKA ANA NEPEOrD CEPEEPA

¥MPOWEHHE YCTAHOEKKH HOBELX CETEH 3a cdeT A00aeneHHA obwero Habopa poned AnA Nepesoro
CEPEEPA. JTOT NapaMeTp YCTAHAENMEAET AaHHBIA CEPEEp B KaY4ECTEE KOHTPONNEPA AOMEHA C
NOMOLLEHD YCTAHOEKH ChysOel KaTanoroe Active Direckory; yocTaHagnKeaeT DMS-cepeep W DHCP-cepeep
(ecnK TpefyveTcA)] ANA YNpasneHHA IP-aapecamH,

% Drofan gondMrypauma

HacTpoRTe A4aHHEN cepeep, A4003EHE Takke HeoDx0 HMEIE PONK Kak Cepeep Gannos, cepeep
NPHHTEPOE, CEPESD NPMADMEHMA, 3TOT NAPAMETP MOMHO HCNOMES0EATE M ANA Y A3NEHHA pOMSA ©
AaHHOMD CepEEpa,

< Hazaa I Hanee = I OTMEHA _npaeka

Puc. 2. Ilepekmtouarens B nonoxeHnnn Ocobdast KoHUTrypamus

W3 cnrcka noctynHbIX podjeid BeioupaeM "Konrpomnep nomena" (ActiveDirectory) — puc.3.



MacTep HACTPOHKW CEpBEpa [% x|

Pone cepeepa

A aHHBIF CEpEED MO¥HO HACTPOHTE Ha BRINOAHEHKE OAHOA MK HECKONBKHY KOHEPETHRD poneH,
EcnM TpebyeToA A0AAEMTE Ha CepEEp BONEE 04HOM DONM, MO¥HO NOETORHD BRINOAHMTE MacTER,

LA

MoxHD A0BAENATE MK YASNATE PONM CepEepa, EcnK ponK, koTopyo TpedyeToA A0AABMTE MM VAaMHMTE,
HET B CAMCKE, OTKPORTE KOMNOHEHT ¥CTaHOBKS H % AaNeHHE NDorDa,

Pone cepeepa | HacTpoeHo
Pann-cepeep Het
_epEep Ne4aTH HeT
CepEep NpHNoxeHki (115, ASP.MET) HeT
MouToERA cepeep (POP3, SMTP) Het
_epeep TepMHMHAN0E HeT

CepEep Y AaneHHoro A0cTyna knK YPH-c... Het
F.oHTponnep AomeHa (ackive Direckory)

DMNS-cepeep HeT
DHCP-cepeep HeT
CepEep NOTOKOE My NbTHME WA HeT
WINS-cepeep HeT

Kontponnep gomena (Active
Directory)

KaHTponnepEl AOMEHA COXPAHART AaHHEIE

KaTanorog M ofecnedrearoT NpoOULECCEI
Ex044 B CeTk M NOMCKa B KaTanorax,

CEEAEHHA O KOHTDONNE0SY AOMEHS

< Hazan I Hanee = I OTHEHS _npaeka

Puc. 3. Boibupaem posib Ai1st cepBepa U3 CHcKa

J106aBUTH KOHTPOJIEP IOMEHA B CYIIECTBYIOIIEM JOMEHE Mbl HE MOXKEM, TaK KaK y HAC HET JOMEHOB.

HOE)TOMy, JJIs1 CO3aaHuA JOMCHA, BBIGI/IpaeM NEPCKIOYATCIIb KOHTpO.H.Hep AOMCHA B HOBOM JJOMCHC — pHC.

4.
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MacTep yCcTaHoEKH Active Directory ﬂ

Tun KoHTpOANEpa AOMEHA
Heamure ponke, Ha KOTOPYKD NPEAHAZHAYSETCA 3TOT CEDEED.

MNpeoSpasoEaTe STOT CEPEED B KOHTPOINED A0A HOBOMD AOMEHE MW B 000 aE04HBIR
K.OHTROANER ANA CYWECTEYHLWEND G0kEHa Y

{* kK oHTpOANEn AOMEHE B HOBOM QOMEHE

HCI‘IDJ‘IbS';IE.‘TCFl 4183 CO303HKMA HOEQrD godepHero 4okMeHa, HOEOro goreHHOr 0
OepEES 4N HOBOro neca. dror CEPEED CTAHET NEPERIM EOHTROANED0R B HOEOM
OOkEHE.

" IofaE0uHEIR KOHTRONED A0MEHS B CYILECTEYMLLEM AOMEHE

‘n'i\, [pK 3Tor GYoyT YIANEHE! BECE NOKANEHBIE YYETHEIE SAMHUCH HA 3TOM CEREEPE.

Bce KpWMTOrpadYeck e KNy ByayT ylaneHel, MK CISQYET 3 KCNopTHROBSTE
MEPEL NMPOLOMHEHHER,

Bre sawbpoEaHHEIE AaHHEIR, TakKe, kak EFS-luMdpoEaHHEIE $afnkg 4
NOYTOBRIE COOAWEHMA, CASIYET PACWMPPOGATE NEPED NPOLOMHEHHE,
WHAYE aHM BYayT NOTEpAHEL

< Hazan I Hanee » I OTt4eHa

Puc. 4. YcranaBnuBaem nepexitodarenb KoHTposuiep 1oMeHa B HOBOM JIOMEHE

Hanee 3aaeicTByeM nepekintodaresib HoBbIi JoMeH B HOBOM Jiecy- puc. 5. UTo Takoe TOMEH U JIEC MbI
MOSICHUM B KOHIIE 9TOM JIEKIIHH.



MacTep YCTaHOEKH AcCtive Directory E[

EDSII,EITI: HOBHIA QOMEH
EblﬁEFIHTE_. K.AKOH THN AOMEHA HAO0 COS03TE.

Cosnare:

% HoBbil AOMEH B HOEOM NeCy

BblﬁEDHTE ATOT EAPMAHT, ECAM 3TO NEPELIM AOMEH B EAWEH OpraHHIaLMH MM
ECM BBl A0THTE, YTOGE! HOEEIF QOMEH Gb10 COBEPWEHHD HESAEWCIM OT
HMEKWErocq Aeca aorMeHHERR QEPEEREE.

" HoBbii A04SpHHE LOMEH B CYLIECTEYIOWEM A0MEHHOM AEpEES

BrISEpMTE 3TOT BAPMAHT, ECAM HOERIH QOMEH 0ON#KEH ObME QOYEDHMN 105
CyYL ECTEYOWEND gokeHa. Hanpumen, mMosHO coZaaTe AOMEH C HiMEHER
headguarters. example. microzoft. com Kak A04EpHUE GOMEH MO OTHOWEHKHD K
aorery example. microsoft, com.

" Hosoe QOMEHHOE 0EPEED B CYWECTEYRILIEN NECY

BbIﬁEDHTE ATOT BEAQMAHT. ECAM HOBEIA A0rEH HE dOnHeEH AT OO4ePHKR 0083
CYW ECTEYHILW HE 4 0rEHDE. |-||:IH ATOM ﬁ':l.U.E-'T CO304H0 HOEQE QOMEHHOS QEREED,

< Hazan I Hanee » I OTreHa

Puc. 5. Bxiirouaem onuro HoBblil JOMEH B HOBOM JiECy

Ha crnenyromem mrare mumem noinaoe DNS-ums HoBoro nomena. JlomeHs! Buga domaine.com uiu
domain.ru UMEIOT BHEIIHEE MPOCTPAHCTBO UMEH, ONyOIMKOBaHHbIX B MIHTEepHeT. Ha Takoii cepBep MOKHO
3aiiTi U3 UnTepHeT. Mbl ke BeIOepeM BHyTpEHHEe IPOCTPAHCTBO UMEH, 4To0bl u3 IHTEepHET nocTyna He
ObU10, 1 Ha30BeM M goMeHa, Harpumep, DOMAIN.LAN - puc. 6. Tak Mbl OBbIIIaeM 0€301MacHOCTb
Hamie cuctemsl. B 3ToM citydae yepe3 TOUKy MO>KHO IHCaTh YTO YTOHO.
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MacTep ycTaHoBKH Active Directory 5[

Hoeoe uma nomena .
YEaHMTE UMA HOBOMD QOMEHS.

Beegure nonHoe DMS-1A anA HOEOro gordeHa
[Hanpurep: headgquarters. example. microsoft, com).

NonHoe DMS-1ura HoBOrO gordeHa;

daormair.lan

< Hazan I Hanee » I OTreHa

Puc. 6. Beonum noimaoe DNS-uMa 1j11 HOBOro JoMeHa

Jlaniee mpou3BOAUM HECKOJBKO LIAroB ¢ HACTPOHKAaMU MO yMOJIYaHuIo. B cienyromem okHe yCTaHOBUM
HIDKHUHN TIepEeKITIodaresb, Tockoiabky 0 DNS MbI moroBopum no3anee (puc. 7).
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MacTep yctaHoskHW Active Directory 5'

JuardocTuka pervHcTpaudd DMN5S /
MNpoeepeTe noooeptky DNS WA yeradoerTe DMS Ha 3TOT KoMOBIOTER.
Owwubira AHArHOCTHEH -

HarHocTi4K.a PETMCTRALME EBINONHANACE 1 pas.

MNpeaynpestaeHUe: GUHKLKMK EOHTPOANSPE A0MEHE, HAMPHMER, MPHCOEaMHEHME
K AOMEHY, BEINDAHEHWE BXOAA B AOMEH, PEMAMKALMA CAUKSE! KATaN0ros Active
Directorny, He AyauT QOCTYNHE!, NOK& MHgpacTpykTypa DS gna coysoe
karanorog Active Directorn He AYIET NPaEMNEHD HACTROEHA.

HeeostotHo 08HOEWTE NonHorouHyn soHy OMS gna goraena domain.lan,
MOCKONBEY OHE ABNAETCA KopHeEDH 3oHoiH DMNS . KoHTponnepel goMeHa He
AUIdT OTNDAENATE AMHAMMYECKHE OOHOENEHMA B KODHEBYR S0HY DHS. Ecam ll

i~ Mpofaeta peWeHa. 3aNYcTHTE OHarHoCTHYECKME TecT DMNS cHoEa.

" YeTaHosuTe v HacTpouTe DMS-cepeep Ha 3TOM KOMMBIOTERE M BbIGPATE 3TOT
[OMS-cepeep B kavecTEe npegnoyqTaetora DM S-cepeepa.

% [lpofneta GYIeT pEWEHA NOSHE PYYHOM HAcTpoRkof DMS. [paclHMpeHHan HacTpok.al

< Hazan, I Danee > I OTrieHa

Puc. 7. [lnarnoctuka u peructpauus DNS

Hanee BeiOupaem Pazpemenus, coBmectumbie Toibko ¢ Windows 2000 i WindowsServer 2003 — puc. 8.
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acTep ¥yCTaHoBKW Active Directory

Paszpewenun

EblﬁEFIHTE PaspeweHida No Yr-M0n4adiKio anAa OFLEKTOE, ABNAKWMECH %
NONEZ0EITENAR W4 FRPYNMakM.

HekoTopkle cepEepHEIR MPOrpatdtdsl, HANPMMER, Cy#6a ynaneHHoro goctyna Ras
Windows MT, cYMTEIEANT HHPOPMALMI, SpaAHALYDCA H3 KOHTPONNERSs OOMMEHA,

{~ PaspelwsHmA, COBMECTHMBIE C CEpBEpand npeg-Yindows 2000

BrISEpWTE 3TOT BAPMAHT, BCAM HEKOTOPEIE CEQEEPHEIE NPOrpardrs
BLINOAHAKTCA Ha cepeepay npea-windows 2000 1M Ha cepeepar ‘Windows 2000
WK YWindaws Server 2003, AEAAKWIMACA YNEHARM AoteHoE Nped-tindaws 2000,

& AHOHMMHEIE NONES0ESTENM FAQFYT CYMTRIEATE WHEPOPRMALKWID B 3TOR QORMEHE.

(%" PaspelleHIA, COBMECTHMEIS ToERD & YWindows 2000 wan Windows Server 2003

BEISepUTe 3TOT BESPHAHT, 8CM CEPEEPHEIE MPOrpakdkibl pABOTAHT TOABKD Ha
cepeepay Windows 2000 14 Windaws Server 2003, AENAKWIMRCA HNEHArA
poreHoe Active Directon. Toneko NpowegIuME NPOEEPEY NONES0BATENM MOMYT
CUWTEIESTE MHROPMALMIO B STOM Q0EHE.

< Hazan I Hanee » I OTreHa

Puc. 8. Bribupaem paspemieHus

Teneps BBOAMM MapoJib aIMUHUCTPATOPa B PEKUME BOCCTAHOBJICHUS, HAIPUMED, TOT XKe, YTO OBbLT MPH
BXOJI€ B cuctemy - 123456, (puc. 9). IloHaTHO, YTO IPOCTOM UM ITYCTON NAPOJIb JOIYCTUMBI TOJIBKO B
Y4eOHBIX HEJSX.
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MacTep ycTaHoekW Active Directory 5'

"ﬂl]l].l'lh AAMHHHCTPATOPa ANA peXHMa BOCCTAHOBENEHHA
dror Napone HCNoONEZYETCA NPH FanYcke KOMNEDTERa B PEtKMME
EOCCTIHOENEHHA C.I'I':I}Kﬁbl ESTAN0rog.

Beenime 1 NoATESpOMTE NapoE A0tMHMCTPATOPA STOMD CEpBEPa, KOTOPEIN GygeT
MCNONESOESTECA MPM SaNYCKE KORMEHTEDS B DEXMRE BOCCTAHOENEHHA Cay#E
K.AT 3N0roE.

YyeTHaA 3anuMce A0MMUHWCTRATORA PEHME BOCCTAHOENEHMA OTNMYEETCA OT Saruc
A0MHHUCTPETOPS AokeHS, [apoid MoryT OTNMYaTECA, YASLHTECE, YTO NOKMHUTE 063,

Maponk pe#a BOCCT AHOENEHHA; I

MNoaTEEp:#H EHMWE: I

JononHUTENEHBIE CEEAEHMA 0 PEKMME BOCCTAHOENEHWA CAY#GE KATANOME | Ch, B
crpaere Sctive Directorny.

< Hazan, I Hanee » I OTrEHa

Puc. 9. 3agaem nmaposip pexuMa BOCCTaHOBIICHUS

Janee xeM, moka mpousoiiet HacTpoiika ActiveDicertory (AkTuBHBIN KaTanor) - puc. 10. Ha atom stane
MOXKET MTOHAJ00UTHCS YCTAHOBOUHBIHN THCK SP2.

MacTep yCTaHOEKH Active Directory

Mpoer HacTpolika Active Directon. 3T0T NpOUECT MOMKET SAHATE HEKOTOPOE BRErA B
SABMCHMMOCTH OT HAG0Pa BEIGPAHHEIE NADAMETDOE HACT DO,

Jawura o windowsh spstemn 32

OTreHa |
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Puc. 10. Unet xordurypuposanue ActiveDicertory

Jlanee MacTtep ycIHemnrHo 3aBepIinT CBOIO padoTy CIeAYIONMM OKHOM (puc. 11).

acTep ¥yCTaHoBKHW Active Directory ﬂ

3aBeplleHWe MacTepa yCTaHOBKM
Active Directory

BeinonHeHa yocTaHoera Active Directary Ha aTomM i |
K.OMMERTEPE 407 4OrEHS domain, com.

3TOT KOHTPOANED AOMEHS HASHAYEH CakTy
Drefault-First-Site-Mame.  Calirel ynpasnawToa o
NOROLW D OCHACTEKM DActive Directary - caliTel |
CnyeR'

=

[nA sakpemyA macTepa HaseuTe kHonky ''ToTosan',

¢ Hazan I [oToED I [ITrEHA

Puc. 11. AD ycranoBnena

Pabota mouTn 3akoH4eHa: nis qoMena (domain.lan) active directory ycranosneHa, a HacTpoiky DNS s
ATOTO JOMEHA MBI CIETIaeM MO3KE.

IIpumeuanue

Hactpouts DNS-cepBep o3HauaeT nmpuss3arh joMeHHoe uMs domain.lan k IP agpecy xomnbrorepa, Ha
KOTOPOM HaxOAMTCs Balll CEPBEP.

[Tocne mepe3arpy3ku Mbl YBHIUM, YTO OKHO BXO/a B CUCTEMY U3MEHHUIIOCH (puc.12).



Brop B Windows

MeCrosoft

Windows Server 2003

y Enterprise Edition

Copyright & 1885-2003 Microsofi Corparation

MoaezoEaTens: IP...'J.MHHH-:TpaTI:up

Maponk: I

Bxog B IDDMP.IN j
[ C WononksoEaHKeM YAaNEHHOMD 40CTYNA

RL

O | CITMEHS | JaBEQIIEHHE PABOTEL .. |

Puc. 12. B okHe BXOJa B CUCTCMY ITOSIBUJIACh CTPOKA BXO/{a B TOMCH

Janee yBuaum cienytoriee coodmenue (puc. 13).

MacTep HACTPOHKK CEPBEDa

3TOT cepBep Tenepb ABNAETCA KOHTPONNEPOM
AOMeHa

A&HHEIN CepBEp YCNEWHD YCTAHOBNEH KAk KOHTROANEp AoMeHa. fAna
A0BAENEHHA MK YAANEHHA APYIOH POMM BLLE PA3 3EMYCTHTE MaCTEp
HaCTROMKH Cepeepa.

OpoCHOTD CREAYHILLME WAFDE AN A3HHOA DOk

BHECEHHEIE M3MEHEHWA 3aMMCEHE B 3¥YDHAN HACTDORKH CEQEEDE.

AnA 3aKpeITHA MACTERa HAMMHTE KHOMKY “TaTosa",

Puc. 13. Hacrpoiika ponu cepepa KoHTpomiep nomeHa 3aBepiieHa
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CMoOTpuM, 4TO UBMEHUIIOCH

Beimonaum [Tyck-Bee nporpammbi-AnMUHHCTpUpOBaHUe. Bbl yBUIHUTE, UTO Y HAC MOSIBUJIOCH TSITh HOBBIX
ciyx0 (puc. 14).

B A4MHHMCTRHpOEEHHE 4| MpocmoTp cofBITHEA

CTaHAapTHEE ] PacnpeAsneHHand dainogan choTema DFS
é Internet Explorer Cnyutel

EEJ Ctlook, Express g Okl KOMNOHEHTOE

Bre Oparpamme [,.....l ‘.'-",a.a.l'IEHHblﬁ MOMOWHKE 1 :‘r",ﬂ,aJ'IEHHbIE FI-EED‘-IHE CTonEl

¥NpaBNeHHE 4aHHEIM CEDEEDD
¥MpaBNEHHE KoMOBHITEPOM

LgHTR cepTHtHE ALK

Puc. 14. KpacHpIM OTMEUEHBI HOBBIE CITY>KOBI

BoiineM B ciy>x0b1 KOMITIOHEHTOB M YBUIUM TaM Haill AoMeH ( puc. 15). JIoMeHHOe UMs 3/1eCh MOXKHO OBLITO
co31aTh 1o uMeHM Bamen opranuzamuu, Hapumep, NOVGU.LAN unmun GORGAZ.LAN.

‘Cayx#<bbl KOMNOHEHTOB =10l x|

FoHoone  fedcteke  BMa  OKHO | Crpaeka

+» AR 2E eEEGTE T

KopHesok KaTtanor koHconu' Active Directory - NONbL30EATENM M KOMIBHY

[:l K.OpHEEOH KaTanor KoHCOmM Iir1A THN CINHCaHKHE
@ Cny Bkl KOMNOHEHTOE @dgmaiman JomeH

ectory - NONBS0EATENH DCDXDEHEHHI:I. . Manka ANA COXPaSHEHHA M. .,

SR ctive Dir
[#-[_] Co%paHeHHEl: Sanpock
El@ domain.lan

F#-(Z Builtin
-] Computers
&#-{&] Domain Controllers
I:l ForeignSecurityPrincipals

-] Users

]% MpocMoTE CcoBkITHA (NoKaneHEL:

H- Cryuetiel (noKaneHeE)

()

()

1] | 10
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Puc. 15. B AD msb1 BuauM domain.lan

[Toka B JOMEHE HET KOMIIBIOTEPOB, HO €CTh MOJIb30BATENHU. J[BaXKIbI IIETIKHYB HA YYETHYIO 3aIllUCh
AJIMUHUCTPATOP MBI MOXEM 3a/1aTh XapaKTEPUCTUKN JAHHOTO Mosb3oBarens (puc. 16).

CeoACTBa: AAMMHHMCTPATOP d |

HneH rpynn I BrogAwme seoHkM I Cpega | CeaHckl
HganeHHoe ynpasneHie I MNpodne cnys TEpMUHAN0E I COkM+
Ofiwme | Aapec I HyeTHaA Fanuce I Mpofune I TenefoHe I O praHmzauma

ﬁ AfrUHUCTPATOR
Hras: I MHMLMa Mk I

P ArAHNMA; I

BrIEOaMrOE MR I

OrucaHme: IECTDDEHHEIH YYETHAA SaMMCh A0MUHUCTPETORS KO

FaorHara; I

dn. novra: I

Horiep TENEDOHE: I Jpyroi... |

Bef-cTpaHuya: I Jpyrof...

k. I OTrieHa | I'IpHmEHHTbl

Puc. 16. OxHO cBOMCTB 3anucu A IMUHUCTPATOP

Taxum o0pa3om, HoMep TenedoHa aAMUHUCTPATOPA CETH MIIM €T0 MOYTY MOXKHO, 3aTeM HalTH U3 KHOIIKU
[Tyck-Ilouck-Zpyrue napameTpsl noucka-IlpunTepsl, KommnbroTeps! Wiy gonei (puc. 17). IlogobHpM
o0pa3om 3aBoauTCs MH(MOpPMAIIHS HE TOJIBKO Ha aJMUHUCTPATOPa, HO M Ha IPyTUX noib3oBareneit AD.



MecTo NoMcka: I.ﬁ.ctive Directory j Bef-Y3e .. |
Nioam |,ﬂ,nnnnHHTeanD|
| HakTH I
AR I |
IETAHOEHTE |
3n. NodTa: I

OYHCTHTE BCE |

3aKpRITE |

Puc. 17. OxHo noucka mroneut B AD

JIOTIOTHUTENBHBIA MaTepHAT — TIOSCHSIEM TEPMUHBI TIO TEME
Hwke MBI MOsSICHUM HECKOJILKO HOBBIX TEPMUHOB T10 TEME JICKITUH.
JlomeH, n1epeBo JOMEHOB, JIEC U Ip.

B cetn Kimnent-CepBep KOMITBIOTEPBI MOTYT OOBETUHSITHCS B JIOTHYECKHE €MHUIIBI, Ha3bIBACMEBIC
JOMEeHaMH. B oHOpaHroBo# ceTH aHajIoroM JOMeHa SBIsieTCst paboyvas rpyrmna. MHOXKeCTBO JOMEHOB
o0pasyer CTPYKTypy, TOXOXKYIO Ha nepeBo. KaxkIplid JOMEH yrpaBisieTCsi KOHTPOJLIEPOM JOMEHA.
KoMmmbroTep MOXKET BXOAUTH B COCTAB TOJIBKO OAHOTO JJOMEHA, a IOMEHOB MOYKET OBITh HECKOJIBbKO. [Ipu
00BeTMHEHUH JIOMEHOB B JIEC WX KOH(HUTYparus CTAaHOBUTCS OMUHAKOBOH (puc. 18).
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NEC NOMEHOB POCCUACKMX TOPOOB (U3 2.X [IEPEBLER)

NEPEBO OEPEBO
NOMEHOB NAOMEHOB
MyTA BLIBOPT
UV10BO ~ EOPOBHYM
XONM ——— MECTOBO
TOCHO TUXBWH
WHMCK ———>—————CT. PYCCA

roPOA HOBI.OBN. (6 AOMEHOB)

rOPOfA NEH.OBN. (4 QOMEHA)

Puc. 18. Ilpumep 1o aHanoruu u3 Hauen )KU3HY, JAIOLIUI PEACTABIECHHUE O JIECE IOMEHOB

Active Directory (AD-AkTHUBHBIMKaTaIOT)

AD — cripaBOYHHK 0 Bcex 00bEKTax ceTH (IOIB30BATENAX, UX Mapoysax etc). DTo 6a3a NaHHBIX, CoepIKaIas
nH(GOPMAITUIO O pecypcax, CIyk0ax M y4eTHBIX 3anmucsX. s mpoCTOTH MOHUMAHUS, BBl MOXKETE
MPEJICTaBUTh ceOe TeneOHHBIN CIIPABOYHHK, COIePKAIUN HHPOPMAIIHIO O JIIOSIX, UX TelePOHaAX
anpecax. Ha puc. 19 nokazano xak ObUTO B JJOKaJIbHOM CETH 10 HCHOIB30BaHUs cepBepa 1 ActiveDirectory

(AKTHBHBIN KaTaJor), ¥ KaK CTaJIO MOCTE.

Mawa
neTAa
KOnA

Mawa
neTAa
kona

Mk

MALLLA, ”*@

MNETA

Mawa
neTAa

- KonAa

MK3

ROMA

YTO bbINO
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a) Cutyauus B cetu “Jl0” cozganust AD

KoHTponnep
BOMEHS
ME3
ME1
rj
) KQNA
RAALLA, Mk2
METH 1 yrto CTANO

Puc. 19. b) Cutyanus B cetu “Tlocne” coznanus AD

Kak Buaum u3 pucyska, "Jlo" — yueTHble 3alIMCH MMOJIB30BaTENIsl M UX PECYPChl XPAHUIUCH HA JIOKAJIbHBIX
[TK. "TTocne" — Ha cepBepe. Takum 06pa3om, OMHO U3 TOCTOMHCTB AD 3akirodaeTcst B TOM, 4TO €
MOSIBIIEHUE KOHTPOJIEpa JOMEHa yueTHbIE 3alucy XpaHsTcs He Ha JokaiabHbIX [1K, a Ha cepsepe. [loaTomy,
ripu nojoMke ogHoro u3 1K monp3oBarens MOKEeT aBTOpHU30BaThCs Ha JIF0O0M U3 JoKanbHBIX [1K 1
paboTarhb, UCHIOJIB3Ys PECYPCHI CepBepa.

3amanue 1. Cxonbko B necy (puc. 20) nepeBbeB U JOMEHOB?
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contos.com

Ynkaro () Hero-Hopk CHaTn
anm MBaHHE KNMEHTOB neml-lr

m., m

5

ea406aHuA

©

Puc. 20. [Ipumep neca 10MEHOB

B kauecTBe npumepa-noacka3ku Ha puc. 21 mokasas jiec U3 ABYX JE€PEBbEB:

Jepeen 4oMEHOB Mepeen AOMEHOE
khsu.ru
abakan.ru
kit khsu.ru cit. khsu.ru khsu.abakan.ru

nd. cit. khsu.ru

Nec nomeHos

Puc. 21. Onun nec, KOTOpBI COAEPKUT JBA AEpeBa JIOMEHOB
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Jlaboparopnas pabota 8. UacTs 2. Bei6op st cepsepa ponu DNS cepBepa

DNS (Domain Name System — cucteMa JOMEHHBIX HIMEH) — KOMITBIOTEPHASI CHCTEMA JIJISl TTOJTyICHHS
[P-agpeca mo uMeHn XocTa U 0OPATHO.

Haznaunm nHamemy cepsepy posib DNS cepsepa ( puc. 1).

MacTep HAacTPOHKH CEPEEpa ﬂ

Pone cepeepa

AaHHEIR CEPEED MO¥HO HACTPOMTE Ha BBINOAHEHME 0AHORA KM HECKONBEHE KOHKPETHBIX pOned,
Ecnm TpebyeToA A400SEMTE Ha CepBep OONSE 04HOM PONM, MO¥HO NOETORHO BEINOAHMTE MacTER,

AR

MosHo 0BaENATE MK YAANATE pONM CepEepa. Ecnm ponM, koTopyto TpebyeTca A003BMTE MAK ¥ A3NHTE,
HET E CMMCKE, OTKPOATE KOMOOHEHT ¥CTAHOBKS M ¥AaNEHME NDOFDAEMHM,

PoMk CEpEEpa | HacTpoeto DNS-cepeep

Pann-cepeep HeT

CepESp NEYaTH Het DMS-cepeepkl (Domain Mame System)
Cepeep nprnowenmd (115, ASP.NET) Het TpaHCAMpyaT DMS-HMEHS AOMEHOE K
MoYToERIF cepeep (POP3, SMTR) HeTt KOMNEHITEPOE B IP-aapeca.

CepEep TEPHMHHAN0E HeT

Cepeep yAaneHHOrD A0cTvna MnK YWPM-c... Het Ecnm nnaHMpyeTCA YCTAHOBMTE AaHHEIR
KoHTponnep AomeHa (Active Directory) Aa CEPEED Kak KOHTPONNED A0MEHS K OH

CTEHET NEPELIM KOHTPOMNNSPOM AOMEHS B
AokeHe, BeIBEpHTE pOMe KOHTRONNERS

AomeHa, B 3Tom civdae pone KOHTRONAEDA
AdheHa obecneYHBasT HACTPORKY CepEepa
Ha COBMECTHYHY paboTy cnywb DS K Active

Directory, %

CEeaeHHa 0 DNS-cepeepax

CepEep NOTOKOE My NETHMEAHA HeT
WINS-cepeep HeT

MpocHOTR ¥YpHaNS HaCTROHEK CepEena.

< Hazaa I Hdanee = I OTHEHA _Mpaeka

Puc. 1. Macrep nactpoiiku cepepa-DNS cepsep

Jlasiee mosSIBUTHCS MPENJIOKEHUE U3MEHUTh TuHaMudeckuii [P anpec Ha ctarnueckwii (puc. 2).
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goiCTBa: MpoTokon MHTepHeTa (TCP IR} ﬂﬂ

CIALLHE

MapameTpel IP MOMYT HASHAYATECA AETOMATHHECKH, BCAM CETh
NOAASPHHEIET 3TY BOSMO¥HOCTE, B NPOTHEHOM CNYYaE N3paMETREI
IP MoMHG NONYYHTE ¥ CETEEOrD AAMMHHCTRATORA.

i [ony4rTe IP-aapec aETOMATHHECKH

=0 Mcnonesoeate cneayvtowmi [P-aapec:

IP-aapec: | 192 168, 0 . 1
Macka noAceTH: I 255,255,255, 0
CICHOBHOA LLNHDS: I

[ [any4Hme agpec DNS-cepEepa SETOMaTHHEERH

=0 McnonezoEaTe cneayiowme aapeca DMS-cepeepoE:

MpeAnoYHTaEMeIA DNS-cepeep: I 192 .12, 0O ., 1|

AneTepHaTHEHEIR DMS-cepeep: I

AononHKHTENEHD, | |

0],% I OTHEHS |

Puc. 2. 3anaem cepBepy craruueckuii [P agpec

Hanee nosisutcst Mactep nHactpoiiku DNS cepsepa (puc. 3).
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acTep HacTpoikd DNS-cepeepa il

MacTep HacTpoWku DNS-cepeepa

3TOT MAcTep NOMOraeT HAaCTpoMTe DN3-CepEep, CO3AaTE
S0HEI MPARMOrD MM 00paTHOMD NPOCHMOTPA M ONPEAENMTE
KOPHEERIE CCRINKH M CEPEEPEI NEPECEINKH,

Mepea HCNONE30EAHHMEN MACTERA 03HAKOME TECE ©
NaMATK.aMKH no DN,

AononHMTENEHEIE CEEAEHHA 0 HACTPOMKE DNS MOMHD
HaHTH B CNpagke,

ANA NpoACN#EHHA HAaXMMTE KHoMKy " danee",

< Hazan Hdanee = OTHEHE _nNpaeka

Puc. 3. Oxno Macrep nactpoiiku DNS cepsepa

[TockonbKy ceTh y HAac HEOObIAs, TO yCTAHOBUM BEPXHHM MEepEKITIouaTeb (puc. 4).



MacTep HAcTpoHKY DNS-cepeepa il

Bribop gerCTEHMA ND HACTPOHKE Q
MomHO BEIDPATE THME 30H NPOCHMOTRE, NOAXOAAWKE ANA PAZHMENOE CETH, ‘
OMEITHEIE 3AMHHHCTPATOPE! MOMY'T BRINOAHMTE HACTPOFKY KOPHEERL: CCBINOK,

Bri0EpMTE ABHCTEME, KOTOPOE HEOOXOAMMD ERINMONHHTE:

{* Co3AaTh 30HY OPAMOrD NPOCMOTPE [PEKOMEHAYETER ANA HEBONLLWH:E CeTeR):

ITOT CEpEED ABNAETCA NONHOMOYHEIM ANA DMS-MMEH AOKANEHEDX PECYDCOE, HO
NEpECEIN3ET BLE OCTANEHBIE ZAMNPOck] NOCTABLWMKY YOy MHTEpHETE MK Ay kM
DhN5-cepeepad. MAcTep HACTROMT KOPHEERIE COBIMKK, HO HE COZAACT S0HY
0ApaTHORD NPOCHMOTRA,

™ CozaaTk 30HEI NPAMOro M 0GPATHONO NPOCHOTRE (pEKOMEHAYETCA ANA GoNbLWMY CETEH]
ATOT CEPEED MOXET BEITE NONHOMOYHEIM ANA Z0H NpAMOro M 0BpaTHOrD
MPOCHMOTRE, DH MOMET DT HACTPOEH HA PEKYPCHEHOE PaspELLEHHE HMEH,
NepeckInky 3aNpocos ARYrM DNS-cepeepam, MK Ha obe dyHKLHK, MacTep
HACTPOMT KOPHEERIE CCRIMKH,

" HacTpOMTE TONBKO KOPHEERIE CCEINKH [PEKOMEHAYETCA ANA ONEITHEN: NONE305aTENEH)

MacTep HACTPOMT TONBKD KOPHEERIE CCRINKM, ZEpEEpEIl MEPECEINKH, 30HEI
NpArMoro | IIIEIIIEITHDFEI NPOCHMOTRS MO¥HD HACTPOMTE NO3AHEE,

< Hazaa I Jdanee = I OTMEHS CNpaeka

Puc. 4. Co3zganue 30HbI IPSIMOTO IPOCMOTPA

30Hy MPSMOTO MPOCMOTpPA HA30BEM TakK ke, Kak u JoMeH — domain.110. [anee ucxogum u3 Toro, 410 y HaC
TosbKo onuH DNS cepep, Oobliie mepechuiaTh 3anpockl HeKoMy (puc. 5).
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MacTep HAacTpoikd DNS-CEpBepa El

CepBepbl NEPECHINKK Q

CepEepbl NEpECENkH ABNAHToA DNS-CepBepank, KOTOPEIM ASHHEIA CEpEBEp .
OTMPAENART 33MPOCkl, HA KOTOPEIE OH CaM HE B COCTOAHMH OTEETHTE.

AonseH N1 3ToT DNS-CepEep NepeCcEINaTe Zanpock!’

i Aa, nepeceinaTe zanpocel DMNS-cepEepan Co CReayrWwHnK IP-aapecamu:

I . . . [ AONOAHMTENEHD]

{%* HeT, He NEpECHINATE Sanpock:

EcnW cepEep HE HACTPOEH HA HCNANE30EAHHE CEPEEPRa NEPECEINKH, PACNOZHAEIHHE
HMEH E';.-'.EI.E!T OCYULECTENEHD NpH NOMOLWH KOPHEERDX CEPEEPOE MMEH,

AnA nony4eHKA AONONHHTENEHER: CEEAEHMA HAMMHTE KHOMKEY "Cnpagka’.

< Hazaa I Aanee = I OTMEHA Cnpaeka

Puc. 5. AxTuBHpyeM HIKHUN NEPEKIIIOYaTeib

Hactpoiika cepBepa 3aBepieHa (puc. 6).
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MacTep HACTPOHKM CEpBEpa El

3ToT cepEep Tenepb AENAeTCA DNS-cepEepom

A aHHEIR CEpBEp YCNEWHD YCTaHOBNEH Kak DN3-cepeep. AnA A00aEneHHA
MNH ¥ AaNEHMA APYTOH pOMH ELLE Pas 3anyCTHTE MACTER HACTROMKHM
CEpEEpA.

NpoCHMOTE CNE Y HILLM: LAF0E ANA JSHHOHA DonM

BHECEHHEIE M3MEHEHHMA ZaMNMCAHE! B ¥YDHAN HACTPOAKH CEQEEDE,

ANA 3aKpEITHA MACTEPa HaXMHMTE KHoMEY "ToToso",

= Hazan IThEHS npaeka

Puc. 6. Cepsep nomyuunn poins DNS cepsepa

Brimonnus komangy, [Tyck-Bce mporpaMMbl-A IMUHUCTPUPOBAHUE MBI YBUIUM, YTO MOSIBUIIACH HOBAs
ocHacTtka (pwuc. 7).

r:: ¥ BaNEHHEIR NOMOLWHKE Qj ¥ AaneHHBIE pafiouve CTONkE
B ~avvHvcTpHpoBaHKe  k j ¥NpaENEHHE A&HHEIM CEPEEROM

Q ¥MpaeneHHe KoMNEHTEpaM
Bllx0a W3 CHCTEME E 3aEef @ U "
EHTR CERTHRHELHH

J AT

Puc. 7. Ha pucyHke HOBasi OCHaCTKa OTMEYEHA KPaCHBIM

OTtkpoeMm ee (puc. 8). 3nech B 30HE IPSIMOTO MPOCMOTPA BBl MOXKETE YBUJIETh COOTBETCTBUE UMEHHU CepBEpa
srv-2003 ero IP agpecy 192.168.0.1.
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Puc. 8. Ha PUCYHKE OTKPbBITA 30Ha IPAMOI0 IMMpOoCMOTpa

Co3nanue 30HBI 00OPaTHOTO MMPOCMOTPA

lenkuute HAa CTPOUKY 30Ha 0OPATHOTO MPOCMOTpa U BIOepuTe KoManay Co3naTsk HOBYIO 30HY (puc. 9).
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MacTep Co38dHMA HOBOH 30HbI Xl

MacTep cozaaHWA HOEOW 30HDbI

3TOT MAcTEP NOMOraeT CO344Te HOBYHD 30HY A4NA
DMS-cepeepa.

JoHa oTobpaskaeT DMNS-HMMEHA B COOTEETCTEYHILLHE
AdHHEIE, HanprMep, IP-aapeca MK cnywbbl CETH.

AnA NpoAOAKEHHA HAKMHTE KHoNKY " Janee",

CITMEHS _npaeka

Puc. 9. OxHo macTepa co31aHus HOBOM 30HBI

Jlasiee ycTaHaBIMBaeM BEPXHUI NepekitouaTess - puc. 10.
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MacTep Co34aHWA HOBEDH SOHBI ||

Tvn 30HLI Q
DMS-cepEep NOAAEPHHESET PasMHHHEIE THME! 30H H XpaHEHHA HHEOPMALHH, .

BbIGENMTE THA 30HBI, KOTOpYH HeabxoAMMO Co3AaTh:

Z03A43HHE KOMKHK 30HEI, HEMOCPEACTEEHHD OOHOENAEMOH Ha AaHHOM CEpEEpE,

" JononHMTENEHEA 30HA
C03A3HHE KOMHM 30HbI, PACNONIXEHHDA HA APYrOM CEPESpE, 3TO NOSBONAST
PACMPEASNATE HAMPYSKY OCHOEHENX CEpEEP0E M O0ECNeYMESET OTKAS0YCTORYHEOCTE,
{” SoHa-zarnvwes

C03ASHHE KOMKH 30HEl, COASO¥AELLEN TONBKD 3aMHCH CEPEEPA MMEH (M5), HaYanEHEIE
FAMMCH 30HE {308 M, BOSMOMHD, CEASAHHEIE 3aMHCH ¥3N0E (THN &), CepEep,
COASPHALLHA Z0HY-3ArNYILKY, HE AENAETCA NOAHOMOYHEM ANA 3TOH Z0HEI

v BpaHKTE 30HY B Active Directory (Toneko ecnk DRS-cepEep Ha KOHTRONNERE AOMEHA)

= Hazaa I Hdanee = I OTHEHS Cnpaeka

Puc. 10. YcranaBnuBaeM nepexitoyaresb
OcHoBHas 30Ha

[Ipumeuanue

OcHoBHas 30Ha yCTaHABIIMBAETCSI HA OCHOBHOM cepBep (OHA - I1aBHas ), JlomomHuTeIbHAS 30HA
HeoOXoarMa JIJIsl Pe3epBUPOBAHUS U PA3rpy3Ku OCHOBHOTO cepBepa. Ecim 3arpy3ka nepsoro DNS cepepa
BeJIMKA (MJIM OH OTKJIIOYHJICS ), TO YaCTh 3alIPOCOB MOYKHO OTIIPAaBUTh Ha BTOPOH, anbTepHaTHBHBIN DNS n
0TKa30yCTOMYMBOCTh CHCTEMBI TTOBBIIIaeTcs (puc. 11). 3ona - 3armymka conepxkut IP aapec cepsepa,
KOTOPBIM MOXKET 0OCITY>KUTb 3aIpocC.
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CeoiicTea: MpoToKon VHTepHeTa (TCP/IP) 7] x|

CALLKE

MapareTpel IP MOrYT Ha3HAYaTECA AETOMATHYECKH, ECAH CETE
NoAAEEHHESET 3TY BOSMOXHOCTE, B NPOTHEHOM CRy4ae NapaMeTpbl
IP MOMHO NONYYMTE ¥ CETEEBOND A4MMHHMCTRATORA,

i Oony4uTe IP-agpec aETOMATHHECKH

=0 McnonesoEaTe Cnedyrownn IP-agpec:

IP-aapec: {192 . 168 . 0 . 1

Macka noAceTH: I 205,255,255, 0

CICHOBHOH LLAHDS: I

(8 [amyHuTe agpec BNE-CepEena aEToMaTHHEERH

=0 MenonezoEaTe cnegyiowMe agpeca DNS-cepeepoE:

MpeanouHTaster DMNS-cepeep: I 1227.0 .0 .1
(ﬂﬂbTEpHaTHBHbIﬁ DMS-cepeep: | 27,0 .0, 2 j
AononHKTEnEHD., |

Ok I OTHEHA |

Puc. 11. Ilpumep ucnons3zoBanus ansrepHaruBHoro DNS cepsepa

Hama cetp 192.168.0.1 otHOCHTCS K Kiaccy cerelt C, moatoMy 3HaueHue 192.168.0 Mbl MEHATH HE MOXKEM -
3T0 1 ecTh Koz cetu (ID) — puc. 12.



MacTep CO3/aHHA HOBOH 30HBI il

Wra 30HBI 0bpaTHOro npocMoTpa Q
JoHa obpaTHOMD NpocMaTpa oTobpasasT IP-aapeca & DMS-HMEHA, .

MomHO 23A3TE 30HY 0OPATHOMD NPOCMOTPA, YKAZAE K04 CETH MM MMA 3TOH 30HEI,
* Kog cetk (1D
192 168 .0

Koa ceTH - aTo YacTe IP-aApecos, KOTOpBIE MPHHaANE¥AT A3HHOH 30He, BEeamTe
K04 CETH B HOPMaNEHOM (HE B 0DPaTHOM) NOpAAKE.

[Pk AEHOM HCMONES0E3HMM HYNA B KOAS CETH, OH NOABMTCA B MMEHH 30HEI,
HanpHmep, koa ceTH '10° By aeT cooTEETCTEOEATE 30He '10.in-addr. arpa’, a koA ceTH
'10.0" Ay AeT COOTEETCTEOEATE S0HE 0, 10.in-addr. arpa’.

" 11MA 30HE! 0BpaTHOMD NPOCMOTRE!
0,163,192,in-addr. arpa

AnA NoYYEHHA AONOAHMTENEHRD CEEAEHHM O C03AaHHM 30H oBpaTHArD NpocMaTRa
HammMHTE KHOMKY "Cnpaska”,

= Hazaa I Hdanee = I OTHEHS Cnpaeka

Puc. 12. 3amaeM xox cetu

3oHa ob6parHoTO MpocMoTpa co3nana. [locne nogkmouenus neproro [1K 3mech nmosiButcst coorBercTBue [P
anpeca IIK ero nmeHu.

3anucu pecypcoB DNS

Bces DNS cocrout u3 3tux RR 3ammceil, mo KoTopbIM M0JIb30BaTellb MOXKET UCKATh PECYPCHI B CETH.
3anmycTuM KoHCoib yrpasieHuss DNS u 3aiinem B 30Hy npsiMmoro mpocmotpa (puc. 13).
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= dnsmgmt - [DN5" SRY-2003" JoHb1 npAnoro npocoTpa’domain.lan] - |I:||1|
2 Kowcone  Jefictene  Bua  Okno  Cripasea =18 =]
¢+ OE XEFRR @m| I EH
A %“5 domainan  zanmcei: 9
E- 5 SRy-2003
+.%Im T I-lam | Tvm | shauerme |
=+ SoHsl NEARDFO NPOCHOTRE D—gm
- B _mesdcs. domain, lan L
@ Qe
(2] 3ol oépaTroro npocmotpa | L DomainDrsZones
[JForestonsZones
§| (k2% Nanka BSpxXHero YPOBHR)  HaYaneHaa sankce 30Hs .., [19], sre-2003.domain.lan., ...
E (k2w manka espxHero YypoBHa)  Cepesp vued (NS) sry-2003, domain. lan,
= | {kaw nanka eepxrero ypoBHA)  ¥aen (A) 192.168.0.1
4| | ]| 2] srv-zo03 ¥aen (A) 192.168.0.1
| | |

Puc. 13. 3onbl psiMOro npocMoTpa

BrimomHuM 1BOIHOI 1Iem4oK Ha cTpouke HavansHas 3anmuck 30861 (puc. 14). B nanHHOM OKHE Hanbosee
untepecHsiit mapamerp Cpoxk xxuznu (TTL). [Ipeanonoxum, yto komnbiorep ¢ umenem I1K-1 u [P agpecom
192.168.0.1 xouet coenunutbest ¢ umeHem [1K-2 u IP agpecom 192.168.0.2. On Bbiaet 3anpoc Ha DNS
cepBep U TOT coobmaet, 4ro ¢ komnbiorep ¢ umeneM I11K-2 umeer IP anpec 192.168.0.2. Dta 3anuch

Kammpyercs (momemaercs B namsth) Ha Cpok xxu3nu (TTL). [ToqoGHbII moxxo/ K 3anpocaM CHIKAET
Harpy3ky Ha DNS cepsep.

129



130

domain.lan - ceoficTEa 2=

CepEEpEl MrEH I ilMS | MNepenaym soH | bBesonacHoCTE |
0 Bwme HavaneHasa sanuce soHel [S04)

CepHEHEIR HoMER:

|1 q U BE AMYHTE

D cHOBHON CepEep:
Isrv-EDDE.dDmain.lan. Ogzop...

OreercreeHHoe auuo [AF - Rezponzible Perzon]:

WIEE

Ihnstmaster.dumain.lan. Odzop...
HHTepEan aBHOE AEHKA: |1 i IMHH

WHrepean noeTopa: I'I 1] IMHH

Cpok MCTERSET NoCe: |1 I,ELH

MuH. cpok #HsHW TTL [Mo yronyaHm9i]; |'| Iuau:

Cpok swuznid [TTL] g 1 -0 -0 .

_ho | SRR (0000:44.MM.CC)

k. I OTrEHA [ EHrEHMHTE

Puc. 14. Bxnagka HauanbHas 3ammich 30HBI

Tenepp BINOJIHUM ABOWHOM 1Ien4oK Ha cTpouke Cepsep nmeH (puc. 15). ¥V mac DNS cepsep onun,
MO3TOMY 3aIuch 37ech ofHa. Ho, 31eck 3anuceil MoxxeT ObITh CTONIBKO, CKOJIBKO MMeeTcss DNS cepBepos.
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21x]

O6wme I HayankHaA sanuce soHel [S0A] I
Cepeepbl MMeH | WwiMS I MNepenayM s0H I EezonacHocTe

JnA ofaEneHHA CEPEEPA B CAMCOK, Ha#WTE KHoMkY " JogaguTe.

Cepeepel 1reH:

MNaonHoe gorerHoe WA [FODM] cepeepa I IP-agpec |
{zry-2003. domain.lan, [192168.0.1]
Hofaeure... | MameHurs. . Hoanume

I * npeacTagnAeT |P-agpec, nonydeHHEIR B pesYneTaTe sanpoca DMS, 14
FDMKET HE MPEACTAEAATE PEANEHEIS SAMNHMCH Ha 3TOM CEREEDE,

Puc. 15. Bxnanka CepBepbl UMEH

Brimonnum 1BOHOI miem4ok Ha cTpouke Y3en A (puc. 16). Ota 3anuchk ycTaHaBIUBAET IPSIMOE
coorBeTcTBUE Mekay uMeHeM I1K u ero IP agpecom.



Haen [A) | EESDI‘IECHDCTI:-I

Yazen [ecnM He YkasaH, To MCNoNbSYETCA pOqMTENBCEME AakEH]:

I[KEIK Mank.a EEpXHEro YpoEHA]

[TanHoE goreHHDE g [FODM];

Iu:ln:nmain.lan

|F-anpec:

|1 92 162 0 1

[T O8HoeuTe cooteercTeyowy PTR-sanvce

0k, I OTreHa [ EHpEHHTE

Puc. 16. Bxianka Ysen A

Tenepp u3yunM 3amucu 30Hb6I 00paTHOTO MpocMoTpa. [Tocne nepesarpysku 1K 3necs OyneT Tpu 3anucu

(puc.

17).

= dnsmgmt - [DNS',SRY¥-2003" 3ot obparsore npocmoTpa', 192.166.0.% Subnet]

& Kowcone  fJeiicrewe  Bua  Oxro  Crpaera

=101 %]

=181 %)

«=+ | AEXTRR @@ 8 O

(L] 192.168.0.% Subnet  sammices: 3
= srv-2003

HasgaHHe | T

i3] D S0HE NPAMOND NPOCMOTRE

|3i-mm

B
= ﬁ ot 0BpaTHOND NPoCHOTPA | = (K&K Nanka BEpXHErD YPOEHS)  HadanbHan 3amkick 3066l ...
-

") (CENTOERETY | =l (xex nanca epnero yposhs)  Cepeep wes (NS)
={§d] NpocmoTp cofieimie =] 192,163.0.1 ¥kazatens (PTR)
4] cofimnaDis

4 ()Y

[2], srv-2003.domain
sry-2 003, domain.|an.
srw-2003, dormain.lan.

dan.; ..

| 2]

Puc. 17. 3anucu 30061 00paTHOTO IPOCMOTpPaA
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JIBOMHBIM IIeTYKOM MBI 3aiiaem B Ykazarenb (PTR) — puc. 18. Kak BuguM, uMEHHO 371€Ch 3a/1aeTCst
obparHoe cootBeTcTBUE IP anpeca u numenn I1K.

192.168.0.1 - cBOACTEA ed bt

Hrazarene [FTR - Fainter] | EESDHaCHDCTbI

IP-HoMEp y=na:
|192 R

MNonHoe gomedHoe weag [FEDM]:
|1 068,192 in-addr. arpa

Wraa yzna:

Isrv-EDDE.dDmain.lan. D6zop... |

| k. I OTreHa [l EMEEHMHTE

Puc.18. Bxnagka Ykazarens (PTR)
[TpoBepka pabOTHI 30H MPSMOTO M OOPATHOTO TPOCMOTpa

Jlanee BBI30BEM KOMaHIHYIO CTPOKY M NMPOTMHTYEM Harl cepBep (puc. 19). Buaum, uro 30Ha mpsamoro
npocmoTpa paboraet HopMaibHO U UMeHU SRV-2003 craButcs B coorBercTBue IP ampec 192.168.0.1.



MaHAHdA CTpOKA

Microsoft Windows [Bepcusa 5.2.377001
¢G> Kopnopaumn Masikpocoor,. 1985-2003 .

C:~Documents and Settings“AgMuMHucTpaTopXping sru—-2003

naketamd © srv—2003 . domain.lan [122.168.0.11 ¢ 32 saWT paHHmx:

or 192.168.0.1
or 192.168.0.1
or 192.168.0.1
or 192.168.0.1

uucae 6aut=32 Bpema=15nc TTL=128
yuHcao saMT=32 BpemAa<limc TTL=128
uucae 6anT=32 epemad<inmc TTL=128
yuHcao saMT=32 BpemAa<linc TTL=128

CtatucTHka Ping pnana 192 .168.0.1:
MNaketoe: ortnpasaeHo = 4. noayuyeno = 4, notepano = 0
0+ noTepb
MNpHEAHZHTEARHOE EPEMA MPHEMA-TEPERAYH MC =
MuHuMaabHoe = [Oucerk, MaKcuMaAbHOE 15 wmcek, CpenHee = 3

C:sJDocuments and Settings“AAMMHMCTpATOp

Puc. 19. Oxno KomanHas crpoka

JIN IIPOIIMHI'OBATH HC UM JL " UCIIOJIB30BAaTh KJIIOY - T BUJIUM, UT H THOTI"
Ec 0 oBa e , a IP agpec u ncronp3oBaTh Kirod "-a", To , UTO 30HAa 00pPaTHOIO

MPOCMOTpa Takxke padoraet xoporo (puc. 20). OOMeH JaHHBIMHU HIIET HOPMAJILHO.

OMaHAHaA CTPOKa

CisDocuments and Settings“~ApvuHucTpaTopXping —a 192 .168.0.1
DermedH naketamd ¢ spo-2003 .domain.lan [192_168.0.1]1 ¢ 32 sadT AAHHBXZ

Oreet o7 192_.168.0.1: uyuwcao sadT 2 = c TTL=128
Oreet o7 192,168 0.1 yucao sadT } : ac TTL=128
Oreetr or 172.168.0.17 ydcADo GaWT ALl TTL=128
Oreer or 192.168B.0.1: yucao &ad 2 Clme TTL=128

CratwcTuxa Ping pan 192_168.0.1:
MNaketoe: oTnpaBaenn = 4, noayuwewo = 4. notepann = 0
([ noTepn?
[IpHEAMZIUTEABHOE BpPEMA MPHEMA-—NEPENAYH B MC:
Hunuraasvoe = Omcex, MakcumasabHoe = 0 mcex, Cpepnee = 0 mcew

C:sDocuments and Settings“~ApMMHMeTpaT

Puc. 20. 3ona 06parHOTO MPOCMOTpa pabOTaeT XOPOIIIO

Jlaboparopnas padota 8. Yacts 3. YcranoBka DHCP cepsepa

J15is Toro, 4T00BI 100aBUTH KOMITBIOTEP B IOMEH, HEOOXO0UMO ISl HETO BpyUHYIo mpomnucats [P-agpec,

MAaCKY, OCHOBHOH IIUTIO3, IPEANOYTUTEIbHBINA U alIbTepHAaTUBHBIN agpeca DNS. D10 HeclI0kKHO, €Cu B CETH

MaJio KOMIBIOTEPOB, a ecii uXx coTHH, To morpedyercss DHCP (DynamicHostConfigurationProtocol —
MIPOTOKOJI TMHAMUYECKOM KOH(UTYpAIIMH XOCTa), KOTOPBIN, Ha3HAYUT [P X0cTy aBTOMaTHYECKH.
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Boiinem B YrpaBnenue cepBepom, Ha)kKMeM Ha KHONKY Jl06aBUTh MK YIAIUTh poiib U B OkHE Mactep
HacTpoiiku cepsepa BbioepeM ctpouky DHCP cepsep (puc. 1), a 3arem 3anonaum okHo Mimst obmactu (puc.
2).

MacTep HacTpPoOrKK cepBepa x|

Pone cepeepa

A aHHEIF CEPEED MOMHO HACTPOMTE HA BRINOAHEHME OAHOA MK HECKONBEMY KOHKDETHRLG pONeA,
Ecni TpebyeTcA A00SEMTE HA CepEep DONEE O4HOH PONM, MO¥HD NOETORHD BERINOAHMTE MacTER,

LA

MosHo A0DAENATE MK Y AANATE pONM cepeepa. Ecnm ponwM, koTopyo TpebyeToa 4003BMTE MNH Y A43MMTE,
HET B CAMCKE, OTEPOATE KOMNOHEHT ¥CTAHOEKS M Y ASNEHHME NDOCDatH,

Ponk cepeepa | HacTpoeHo | DHCP-cepeep

Pann-cepeep Het

CepEEp NEYaTH Het DHCP-repeepe (Dyvnarmic Host Configuration
Cepeep npunoseHkd (115, ASP.MET) Het Protocol) HasHaHdakoT IP-aapeca ceTeswIM
MoYToERIA cepeep (POPS, SMTR) Het KNHEHTaM,

_epeep TEPMHHANOE HeT

CEepEEpR YAANEHHOMD A0CTYNa MO WPN-C... HeT CEeAsHHA 0 DHCP-cepeenarx
KonTponnep aomeHa (Active Direckory) Aa

DMS-cepeep Aa

DHCP-cepeep

CepEep NOTOKOE My NeTHME KA HeT

WINS-cepeep HeT

HPDEMDTFI HWPHANS HaETDDﬁKH CEepEEpd.,

< Hazaa I fanee = I OTHEHS CNpaeka

Puc. 1. 3agaem cepsepy posns DHCP cepsepa
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MacTep coapaHvAa obnacTm

Hma obnacTu e
Heofxogmtdn ofecney T YHMEANEHDE WA 0813CTH. FpomMe Taro, CUllECTEYET
NapateTp, B KOTOpOM MOGKHD 3808Th ONWCaHUE afinacTu,

BEEqMTe 1A 14 ONMCAHUE HOBOH 08AaCTIH, Ta MHDOPMALMA NOMOKET GeICTpO
WIEHT HPHUMPOBATE, Karyl MMEHHD 000aCcTe CAEIYET HCNONES0EATE B CETH.

g IL.-'E-.N [lan aria netvork)

OnucaHue: II::u:aI [nok.aneHan ceTe)

¢ Hasan, I Danee » I OTtieHa

Puc. 2. 3agaeM ums 1 onucanue 00JIaCTU I CETU

B cnenyromem okne numiem auanaszod I[P agpecos Haielt cetu, To €CTh, 3aaAUM auana3oH B 90 aapecos,
U3 ATOTO Auarna3zoHa OyayT HazHauatbes [P s Hammx kinentekux [1K (puc. 3).
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MacTep cozAaH«A obnacTH

HNuanazoH afapecoe ey
DHDEﬂEﬂWb OHanazoH agpecoE OENACTI MOKHD S303EEA, QHMANaS0H

nocNegoEareneHel |F-aapecos.

BBE.IJ,H'I'E AHManasoH aopecos, KDTIIIFII:II?{ OMUCEIEAET 0GNACTE.

HayaneHed |P-anpec: I 1921688, 0 . 10

EoHeurbii IP-agpec: I 192,168, 0 .100

hacka nogceTH onpegenAeT, ckoneko GuToE |F-agpeca MononeSoEaTE 4NA
MOLEHTMME LM CETH, 8 CKOMEED AMTOE HCNONE30EATE 009 MAEHTHPHKALHH Y508
BHYTPM 3TaM ceT. MaokHo onpegenuTe tMacky, Sa0a5aa |P-agpec MM e gidHY.

o

Jauna: 24 =i

Macka nogcerw: | 255 2RE 2R . O

¢ Hazan I Hanee » I OTrEHa

Puc. 3. 3agaem nuanazon IP anpecos ns Hawel cetu

Haxumaewm [lanee B okHe MckimroueHus MOXKHO yKa3aTh IUANa30H TE€X aJ[pecoB, 001acTu U3 KOTOphix [P
BbIOMpaTh HeNb3s. [laBaiiTe B yueOHBIX Lensix B HameM auana3one 10-100 uckmounm agpeca ¢ 55 mo 65 u
Ha)XMeM Ha KHOTIKy J[o6aButh (puc. 4).
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acTep Co3 ndaHHA obnacTu

JNoOaBNEHHE HCKMIOYEHHRA gt
M ckMioYeHHA ABNAKTCA A0PECatdd WK AMaNa30HarY alpecos, KoTopkIe

WCENOHatTCA 1s pacnpegeneHya DHCP-cepeepor,

Beengume nManasoH |P-agpecos, KoTopelid HEOSRa0MO MoK Ao4MUTE. Ecnn Tpedyerca
WCKAMYMTE O4MH a0pec, EESIMTE ero ToNeko B none ''HavaneHe i |P-agpec'

JEGEEUTE |

Haanire

HauaneHen IP-agpec: KoHeuer [P-agpec:

W criodaetasi AKHanasoH agpecos:

] s 1

< Hazan I Hanee » I OTreHa

Puc. 4. 3anaem uckmouaemseie [P agpeca

Ha cnenyromiem 1mare 3agaem cpok IeUCTBHs apeH/ bl aapeca (nepuos pesepBupoBanus [P anpeca) — puc. 5.
BIIGCB un(bpa HCIMIPUHIUIIMAJIbHA, TIOCTABBTC €C 1O BAlLICMY KCJIAHUIO WX OCTAaBbTC 3HAYCHUC T10

YMOJIYaHHUIO.
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MacTep cozpaHa obnacT

Cpok aeficTEMA apeHidb ajpeca e
Cpaok A2MCcTEMA apeHikl ONPEAEnAET, KaK 40ArD KAMEHT MO%eT WenonbSoEaThE
|F-anpec W3 aToM ofnacTm.

Cpok AEMCTEMA SpEHIEI A0PECA, KAk NPAEMND, A0N#EH ObTE PAEEH CREQHERY
BREMEHN HAXOHAEHMA KOMOBKOTERS B OGHOE 14 TOMH #e DUSHMYECKON CETH,
Hanpurep, B CceTM, COCTOAWEN B OCHOBHOM W3 NOPTATHEHEIR KORMIEHT 2006 MW
KMEHTOE Y0 ANEHHOMD QOCTYNS, CRok 4eMCTEMA SpEHIEl S0peca NoAESHD

YCT AHOEWTE HEBOAELLIME.

HaofiopaT, gnA cTatkabHON CETH, COCTOAWEN B OCHOEHOM M3 HACTONEHBIX
K.OMMBHTEPOE Ha WK CHPOEaHHEIR DAG0YME MECTay, AONSE NPUERNERM 1 AUTENEHEIN
CROK AEACTEMA ApEHIEl A0pECa.

HeTaHoBMT e Cpok. AEHCTEWA ApeHIEl A0PECOE OONACTH, BbllABaARtEIE 3THM
CEPEEQOk.

He fonee:

AHEH: YATOE: edkHYT:

Pa= o = o =

< Hazan I Danee » I OTtieHa

Puc. 5. Beibupaem nepuon pesepBupoBanus IP agpeca

Jlanee mpomyCTHUM HECKOJIBKO OKOH C HACTPOWKaMH 110 YMOJYaHUIO0, a B OkHe MapmipyTtuzarop 1o6aBum [P
ajZipec Halero cepsepa KHomnkoi Jlo6aBuTs — puc. 6.">
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MacTep cozpgaHia obnacti

Mapwpyrusatop [oCcHOBHOR Wmo3) e
MokHO YLasaTe MapWPYTUSATOREI WK OCHOEHEIE WNKSE!, PACTPE1ENASbIE

ATol OSNacThD.

Yrook gotaeuTe |F-agpec MapwpyTHsaTopa, MCNoAESYeoro KAHEHTarM, BEEaMTE
&M B None HUKE.

IP-agpec: %
JaGEEUTE

i

192.168.01 Haanume
Beepy

BHM1zE

il

¢ Hasan Hanee » OTreHa

Puc. 6. 3agaem IP nns mapmpytuzatopa s Hamei obnactu [P agpecos

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

1. Yeranoska Ha BuptyansHbiid [IK OC Windows 2003 Server. [IpenBapurenbHbie HACTPOWKH cepBepa
npuiokeHuil. YcranoBka cpencts WmwareTools. YeranoBka u HacTpoiika KineHTCKux mamuH. Co3nanue
CHUMKOB COCTOSIHUSI BUPTYaJIbHBIX MAallIHH.

2. YcraHoBKa Ha cepBepe ciyx0bl ActiveDirectory. Jlemaem cepBep koHTpoiiepom nomena. Coznanue
JaHHBIX aIMUHUCTPATOPA.

3. YcranoBka Ha cepepe ciyx0b1 DNS. Ha3znauenue cepsepy ponu DNS ceppepa. Co3nanue 30H psSiMOro
u obpaTtHoro nmpocMoTpa. [Tunr cepBepa no ero umenu u [P-agpecy. I1poBepka paboThI 30H.

4. YeranoBka Ha cepBepe ciryx061 DHCP. ABropu3anus cepsepa. Jlunamudeckoe nomyuenue [P-agpeca.

Tema 9. Anmunucrpuposanue ceru. (OIIK-5)
Jlexknus.
[TonsTHe aAMUHUCTPUPOBAHUS. 3a1a4M aAMUHHCTPATOpA CETH. YCTaHOBKA U HacTpoiika ceTu. Ilonaepxka
e¢ nanpHeiel paborocnocodHocT. MonuTopunr. [InanupoBanue cucreMsl. YcTaHOBKa M KOH(UTYypanus
anmapatHbIX  yCTPOWCTB. YCTaHOBKAa IPOTrpaMMHOIO obOecredueHus. ApXuBUpOBaHHE (pe3epBHOE
xorupoBanue) uHpopmaru. Co3nanue U yrnpaBlieHHE MOJIb30BATEIIIMU. YCTAHOBKA M KOHTPOJb 3aIUTHI.
I'pymnmioBas nonuruka.

JlaboparopHbie padoThbI.



Jlaboparopnas padora 9. Yacts 1.M3menenue rpynmnosoii nonutuku (I'T1) anst ogHOTO Mop30Barens (He
aZIMMHHCTPATOpa)

[enb: U3MEHUTDH IPYNIOBYIO MOJIUTUKY AJISE OJJHOTO MOJIb30BaTessi(He afMUHUCTPATOPa)
3amaun:

* Co3nath MOJIUTUKY

* OtMenuTs «lIpuMeHeHne rpynmnoBoil MOJTUTUKWY ISl BCEX MOJIb30BaTEIEH

* 3anpeTuTh BeInoaHeHne mporpammbl WindowsMovieMaker

Namenum I'TI st monme3oBarens qomena B.I1. Illymckuii, a mMeHHO, 3alIpeTHM €My B pabodee Bpemst
3aHUMAaThCS BUIACOMOHTaKOM B mporpamMmme Windows MovieMaker. CHauana co31aguM MOJIUTUKY TSI HETO
kHomnkoi Co3nats (puc. 1).

Elﬁu.mel !:Inpasnﬂemﬂl Elﬁ'beml EesonacHocTe | PYMMOEAA NOAMTHES |

UTatikl yayywuTe YIpaeneH|E FEYNNOE0H NoAMTIMKGN, SEHOBKTE KOHCOME
YNpAENEHMA FPYNNOEDHA NonWTHEM [GPMC].

i
q CoblikK TeKYW ero affbekTa FpYNNOE0E NOAHTHKM 405
- damain

CohInkK HA OFEEKTEl FPYNN0EOE NOAMTHEK | He nepek.... | OTEMKD... |
Default Domain Policy
sh_l,lmsk_l,l_'-.fp

CfbEkTE FPYNNOEQE NOAMTHEM DACNONaraT e N0 YShIEAHHD NpUOpUTET &,
AToT cnMcok nonyded ot ere-2003, domain. lan'

LCoznaTe Qn:nﬁasmb...l MEEHUTE | Beepy |

ﬂapaMEprl...l Haanume... | CeoiicTEa | BHME |

I- EJ’IDKHDDBEITI: HACNEA0EIHHME NOAKTEM

Jakpeme | [ITtdeHa | I'IpHmEHHTbl

Puc. 1. B nannom okHe HaxkmeM Ha KHOTNIKY Co31aTh

Jlanee HeoOX0AUMO, YTOOBI CO3IaHHAsT HAMH MTOJTUTHKA HE PUMEHSIIACh KO BCEM ITOJIb30BaTe M. J{71st
ATOTO BBIIEISIEM TIOJIH30BATENsl, HAKMMaeM KHOMKY CBOMCTBA W TIEPEXOIMM Ha BKIIAAKy bezomacHoCTh, T1e
youpaem ¢raxok [IpumeHeHne rpynmnoBoi MOJIMTUKY JJI BCEX TMoJib3oBarenei (puc. 2).
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porcTea: shymsky_wp ﬂﬂ
I:Iﬁu.wel Cemzu beEsonacHoCTE | P rneTp Wil I

Cpunnk! Wi NONEZ0EETENM;

ﬁ A0 FMUHWCTRETORER NpegnpUATHA [DORMAIM \AgMUHMCTpaTopRI npe.unplrﬂ
ﬁ FOHTPONNEPEl OOMEHA NMPEONPHATIAA
ﬁ lMNpoweauKe Nposepkry

€7 CO2NATENb-BNAJENEL
-
1| | »
JoG5aeTe. . | Ypnamime |
Pazpewenia gna [poweguime nposepky Fazpewre 3anpeture
ManHeE gocTyn O O =
YreHue O
Januck O O
C030.aHHE BCER QOUSPHHY OFLEKTOE a O
HpaneHue scex goYepHMy 0SLEKTOE O O
MpHEHEHME MPYNNOB0H MOMMTHEN O ;I
Y7okl 3304Te OCOfkIE pASpEIEHMA M4 TononHHTENEHD |
MapatETPbl, HAHMMTE 3TY KHOMKY: =

k. I OTtaeHa | I'IpHmEHHTbl

Puc. 2. Beinenennslii ¢uiaxok He00X0IuMO yoparhb

Terneps B 3TOM K€ OKHE HaXXMHUTE Ha KHONIKY /[00aBuTh, HaiinuTe 1 106aBbTe MoIb30Barens (puc. 3). s
[ITyMCKOro HY>KHO pa3pelIUTh IPUMEHEHHUE IPYIIIIOBOM MIOJIUTUKH.



sorcTEa: shymsky_wp ﬂﬁl

I:Iﬁu.luel Ceasy besonacHocTe I F T Wl I

CRYAnE! MK NoAEE0ESTENM;

ﬁ AardHMCTRpaTopEl ApeanpHaTHa (DO MAIN WAL FMUHUCTRETOPR npennppil
ﬁ Bukrop B.M.. Wyrckwiz [shymeky_vpiEedomain. lan)
ﬁKDHTF‘DJ’IJ’IEF‘bI EHAMPEANPUATHA J

m MMpowenumre NpoEepry

rANATEAL.BAANEAEN h
1 | v
NofagTe. .. | Haanre |
Paspewenua ana Bukrop BT Wyrackuii FPaspewWTe 3anpeTHTe
MonHBE GocTYn O O =
UTeHue a
Januce O a
CozgaHue Boex 4OUYEpHME DOBEKTOE O O
HpaneHue Boex A0YEpHME OOBERTOR [ ] O
MpMkEHEHME FPYANOE0RM NOAMTHEN a =l

Hrofkl sa0aTe 0C00blE pASPELIEHHA WAL T OnoAHUTE TEHO |
MapakET PR, HA¥MHTE STY KHOMKLY;

k. I OTrEHA | I'IpHmEHHTbl

Puc. 3. B.IL. Illymckuii no6aBiieH u kK HeMy OyleT IpUMEHEHa IPyIIoBasi MOJINTHKA

Kwmewm Ilpumenuts, a 3arem M3menuts (puc. 4).
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=10 x|

EoHcone  fJedcTeMe  Bua  Cnpaeka

&= | O R 2=

_E-j MonuTHEa shymsky _ep [srv-20030
El@ KaHdHrypalma KoMk Tepa
: [ KoHbHrypauHa nporpat
I:l KoHbHrypauHa Windows
: - AAMHHHCTPATHEHEIE WaGN
El@ KaHdHrypalHa nonesosaTena
I:l KoHbHrypalma Aparpan
I:l KoHbHrypauHa Windows
=1+ AAMHHHCTPATHEHEIE WaGN
a KoMnoHeHTE! Windows
i MaHent 33434 H MEHHD
-] Pafiouwii cTon
I:l MaHenk YNpaENEHHA
[ OBwme nankw
B Cete
-2 CHeTema

1] | *

COCTOAHKME

I:INetMeeting

[ dinternet Explorer
[cCoeMecTHmacTs MPHADHEHHA
Dﬂ,HEI‘IET'-IED ENOXEHHHA
[:II'IpDBD..'J.HHK

CIKDH::Dnb YMpagneHKA Microsoft
Dﬂ]‘laHHpDBLIJ.HK 3a/,aHHH
DCJ‘I‘;.-‘H{EI:I TEPMHHAN0E
I:I':-"CTaHDBu.LHK Windows
[dwindaws Messenger
[(Awindaws pdate

idows Maovie Maker

[:II'IpDHrpblaaTenb Windows Media

1 |

i

PaclUHpEHHEIR }\ CTaHAAPTHRIM

Puc. 4. B xomnorenrax Windows Haxoqum WindowsMovieMaker

Jlanee akTUBHUpYyEM IMEepeKIIIoUaTelb 3apeTUTh BeIMoIHEHUE porpammbl WindowsMovieMaker — puc. 5.

CeolcTEa: 3aNPETHTE BLINOAHEHWE NPOrpaMME

Maparerp | 0 feACHEHHE

@ JanpeTuTe BEINOAHEHME Nporpardsel Windows Movie Maker

" He sagan

" Orenoyen

Mopoepstueaerca: He e Microzoft 'Windows =P Profeszsional ¢ SP2

[ pEaEEyWHei napareTp | CaegutaiHi napareTm |

k. I OTrEHa | [1pwte

HWTE




Puc. 5. AktuBupyem cpeaHuil epeKIrodaTeb

Teneps 3aiiemM B KIIMEHTA MO y4eTHOU 3anuchio BukTopa [llymckoro (puc. 6).

Bxopn e Windows

5-2001
iy Mafpocodt

MoOp30ESTENR! | shymsky_vp |

DEFIDJ'II:: | IIlliiil |

Bxon B: | DOMAIM w |

[ ] £ ucnonssosaHiem yaaneHHoro 4ocTyna

L OK J [ OTMeHa ] [gaBEpLuEHME patoTeEl... ] [ﬂapaﬂEprl Lol

Puc. 6. Bxogum B 1o0MeH

ITpu nomeITKe 3amycTUTh TporpaMMmy MovieMaker nonmy4aem cieayroriee cooduienue (puc. 7).

(Windows Movie Maker x|

HEBOIHOHFG OTHDSTE 08HYR0 MDOMDEMMY H3+38 NOFMTHKH OFDaHMNERNE MDMEMENERIE NOODAMMHOTD o0emexerts, 38 SonNoHATEABHON
MHEOEPALI DEDATHTESD K SAETEHHOMY AAHWHMCTDATODY umn'rmnﬂ'rt TipacHaTp cobemiat”,

[

Puc. 7. I'pynnoBast monuTtuka paboraet

Hama nens nocrurnyra. [TonpoOyiiTe 3aiiTi B TOMEH MO APYTHM I10JIb30BaTEIEM M BbI YBHIIHUTE, YTO
nporpamma MovieMaker ycnemHo padoraert.

Jlaboparopnas padora 9. Yacts 2. CoznaHue rpynnoBOii MOTUTHKY JIJISl TPYIIBI MTOJIb30BaTeNei

BcenomuuMm, 4To paHee Mbl CO3au TPyIy nojib3oBateneit Admin (puc. 8).
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ﬂh KoHconk1 - [KopeHs KoOHCORW k"sctive Directory - NONB30EATENM M KOMNBHTEephI [sry-2003.do

E’ﬂ foHoone  fJedcTEME  Bua MsOpaHHoe  OkHo COpaeka

e= | Om e FER 2D Rl TE e

I:l F.opeHe KOHCONH WAL | TN
3 DNs €7 Bictop B.N.. WMokl MoneszoeaTens
= : Active Direckary - NoNe30BaTE ﬁrpynna Admin pyina fesonacHoCTH - MnobaneHan
D C0xPaHEHHEIE 3ANPOCE €2 liean 111, MBanoe MonesoBaTen:
E‘@ dornain. lan ﬁ MapmAa M.B.. Konapart... [Monesosatent
-1 Builkin

([ Computers

----- (&3] Domain Conkrollers

I:l FaoreignaecurityPrincips

-7 Users

b€ BAMMHMCTRATOD

----- [&3] MonezoeaTEn

Puc. 8. B AD umeercs rpynna nosibs3oBateneit Admin

Tenepp u1st TOM rpyNIIbI MOJB30BATEIEH MBI CO3/IaIUM IPYNIOBYIO MOJUTHUKY. JlemaeTcs 3To Tak ke, Kak
JUISl OTZIeJIbHOTO moJib3oBatens. [llenkaeM Ha HazBaHuU qoMeHa B AD npaBoil KHONIKOW MBI, BBITOTHSIEM
komanay CoiictBa-I'pynmoBas nonutuka-Co3nats (puc. 9).



BokcTBa: domainlan d

I:Iﬁu.luel UnpagnAeTca | PUNNOESA NOAMTHES |

YNPAENEHKMA FPYNNOEDH NOAWTHEM [GPRC].

)
g Lk TEEYWErD OFLEKTa FFI':II'II'IEIBDI':i MNOAWTHEW 0NA
—

daormain

CrohINkKH Ha OfEEKTEl FPUNA0EDE NOAMTHEM | He nepet... | OTEKD... |

Default Damain Palicy
shymzky_wvp

Monuruka rpynnel nonesoeaTensl Admin

D&k ekTEI FRYANGEDH AOAMTHEM PAcAoASrakaT e No YEEIESHUK NRMORMTET A,
AroT chMcok nonydeH ot Vere-2003. domain. lan'

Cozgare | Qnﬁasmb...l HSMEHHTbl Beepn |
ﬂapaMEprl...l YHpamre. .. | CeoHCTES | BHuE |

[~ ENOKMpOEATE HACAEN0ESHHE NOAUTHEMN

[IThdEHE | I'IpHmEHHTbl

Jakpeme |

Puc. 9. Co3zgaem noauTuKy rpynimsl moib3oBareneid Admin

Brmonasiem kxomany CBorictBa-bezonacHocTs u Be3ne youpaem diaxok [IpuMenenue rpynmnoBoi

nosmTuky (puc. 10).
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BOWCTEa: MoNMTHEE FPYNNbl NoNL30BaTened Ad ed |

Dlﬁu.udel Ceazu  BesonacHocTe | Fuynerp WMII

Cpunnk! M NoNeE0EATENM;

ﬁ AAtAHHUCT paTopel ApeanpHATHA [DOMAIN WAIMUHUCTpaTOpRI npe.u.nppﬂ

ﬁ KOHTPONNERE! JOMEHA NPEONPMATIMA

ﬁ MNpoweagluKe NpoEepry

€7 CO2NATENL-BNAIENEL

1| | ¥

JnBaEMTE. .. | Ypanue |
Pazpewerua gna [MNpowegwiie nposepky FPazpewure 3anpeture

MoAHsE gocTyn |l
YreHue
Januce

Cos0aHue Boer A0YERHWY OSBEETOE

YHaaneHue Boer A0MEpHWY OFBEKTOE
M pHFAEHEHME FPYONOE0N MOAMTHEM

BooorO
oooooo

hd
Yrofkl 3a04Te OCOfklE paspEWEHMA W Lo AHHTEAEHD |
NapatET PRI, HEKRMTE 3TY KHOMKY;

k. I OTrEHa | I'IpHmEHHTbl

Puc. 10. B nanHOM OKHe clieyeT AJisl BceX TpyII U Mosb3oBareseit youpars ¢riaxok [Ipumenenue
IPyIIIOBOM MOJUTUKH

B sToMm xe okHe HakuMaeM Ha KHOTKYy J[o6aBuTh 1 kHOmKoM [lonck HaxomuMm rpymnmna Admin (puc. 11).



Bbibop: “MNMonb3oeaTend”, "KoMneHOTEpEL™ MAK “TpyYnnel™

BRIGEpMTE THN OOBEKTA:

I"I'I anbzoeaTend’, "Tpunne’” 1 "BeTpoeHHEIE W4ACTHUEM BesonacHocT

B cregyiowet mecte:

21

T unkl ofbERTOB. . |

Idnmain.lan

J&wKe sanpock |

FaszmeweHue. . |

Hram: I HaUWHaeTCA | ¥ I I

OAHEaHHE: IHa'—IHHaETDH v| I

I_ DTK.I'IE'-IEHHI:IE YHETHEIE SanHCd

™| Mapoau & HEorpEHHHEHHEM CROKGM GEHCTEHA

HHDJ’ID OHEN GO EPENMEHH NOCASIHERD BXOLE B CHETEY:

PezyneTare! noMck.a:

I jv
o]

CTondusl...
Dok

[Eam

e | fi

OTrEHa

Mraa [ROM] | AnekTpoHHAA M... | QnucaHue | B nanke | :l
% [ocTe BerposnHan yue..  domain.landlsers
ﬁ Mpynna Admin domain.lan/Maon...
ﬁ [pynna aeTopUsauMA .. domain.lan/Builtin
fﬂ' MPYNNA-COZ0ATENE _I

Puc. 11. 3xecr Haxxumaem OK

st rpynmsl Admin akTUBHpYeM (I1akOK MPUMEHEHUS TPYIIIOBOM NOIUTUKH (puc. 12).
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CeoicTBa: MoNMTHKS rpynnbi nonL3osaTeneHd Admin ed |

I:Iﬁu.wel Cenzu besonacHocTe ‘:F'HanpWMII

Cpunnel MAK NoAES0ESTENM:

E Dnzddming [DOMAINSDneddming] -
€7 SvSTEM
ﬁ AgrauHHcTparopel goreHa [DOMAIN \AgrauHUcT pat opel gomeHal

ﬁ AArAHHUCTpaTopel NpeLnpHATHA [D Ok AIM WAL FMUHWCTpaTOpRl NpEAnpE

'T?VI'II-ITDI'II'II'II:DI-J NNMFEFHA OPF OORIAATIAA I _ILI
4

4
Hpanme |

HofaeuT... |

Pazpewenua gna Dnsddmins PazpewwTe 3anpetHre

Y

MaAHeld AocTYn

HreHme

Janvce

Coz0aHue BCEX A0YEPHUR OEBEKTOE
HaoaneHue Boex 40UEpHMUE OBLEKTOE

10000
OOOoOoo

MpurAEHEHME FPYONOEN MOAMTHEKM

O -
JonoaHKTeneHD |

CtraeHa | I'IpHmE!HHTbl

Yrofkl 3a0aTe OCOfkE pAspELEHUA M
MApatASTPed, HEHMMTE 3TY KHOMKY;

[ |

Puc. 12. Admin aktuBupyem ¢raxok IPUMEHEHUS TPyHIIOBON NOIUTUKA

Ecnu teneps Boiitu B rpynmy Admin, TO yBUIMM, 4TO [TOKA B HEM OUH WIEH, I KOTOPOro OyneT

NPUMEHEHa TPYINOoBas MOJIUTHKA 3ToM rpymmbl. Ho kHomkoii Jlo6aBUTh MBI MOXKEM J100aBUTH CIOAA JPYTUX

HOJ'IBSOBaTeJICf/'I, 1 aBTOMATU4YCCKU T'PYNIIOBAs IMMOJIUTHUKA TAKKC 6YIICT MNPUMCHCHA U K HUM (pI/IC 13)

T.: Koncoms 1 - [Kopems

"ﬁlﬂm AefcTEe

e @ 0 XFR D 0iin VG EETI T

HONConE AChvE Dred gty - oL I00ETENH # KR TEpb [sev- 21000
L

Bra  bbbpammoe  Okno  Cnpanka

'—] Kopesib konconm
H DS
# [ Comparssiiazs
= 31 dlarnain_lan
#-|_] Buitin
| Computers

__| Users

= Active Cirectry - MONbIOBATE m

&8 Doman Controlers
#-|_] ForeigrSecurityFrincipe

&l ADFMHHCTRATOD
&3] Noneaoearen

(G | Tin
£ BwTop BN, Wyscknid  Noneacearens
Mpyrna Sdmin Mpyrina GesonacH 4 nes) rpynnsc

Ofwme  Maskes FRYME l'-lneﬂrpg-n] Yrpesnserca |

20|

EET T [ P — o — [ | Miarea dvctive Dasctay

] Mapenn MLB.. Kegpar... Noneicesvens

Blowrop BN . domainfanMomesoparey
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Puc. 13. OkHo cBoticTB rpymmbsl Admin

[Ipumeuanue

Ecmu I'PYNIOBBIX MOJUTHUK HECKOJIBKO, TO OHU IMIPUMCEHAIOTCS K IMOJIB30BaTCIAM BCC. O,HHaKO

MIPUOPUTETHBIM SIBJISIETCS BEpXHUH ypOBEHb (puc. 14).

I:Iﬁu.luel Unpagnastca [ PYNNOEEA NOAMTIES |

YNPAENEHWA FPYNNOEDH NoAUTHEM [GPRC).

i
q CobInkM TRKYWErD ofbekTa FPUNAoEai NoIKTHEM 407
— domain

CohIKM Ha OfbEKTEl TRUNIOE0H MOnMTHEMY | He nepek... | OTknm... |
Drefault Domain Palicy —_————_—————__
1 ¥pP0EEHE

shumzky_vp
MoauTHES rpmmmn\_
\2 YROEEHE

3 YPOEEHE

OfeekTRl FRYANOEDH NOAMTHEM DACAONArSOTCH MO YOEIBEAHWD NpUOpMTETA.
Ator cnMcok, nonyyed ot Ver-2003. domain. lan'

Coznate | Q,DﬁaBHTb...l HaraeHime | EBeepH |
ﬂapaME!prl...l Ypamme... | CeobcTEa | BHuz |

r EHDKHDDBEITI: HACNEA0EIHHME NOAMTHEI

| k. I OTreHa | I'IpHmEHHTbl

Puc. 14. YpoBHU npuopuTeTa rpynnoBbIX MOJUTUK

DTO 03HAYAET, YTO €CJIU B MOJIUTHUKE 3 YPOBHS HAIMCAHO 3alpPETUTh UCIIONIBb30BaTh MovieMaker, a B
MOJINTUKE | ypOBHS HAIMMCAHO pa3pelinTh UCToIb30BaTh MovieMaker, To ucnons3oBanne MovieMaker
Oynet pazpemero. OgHAKO TPUOPUTETHI YPOBHEH MOKHO M3MEHHUTH KHOTKOU [Tapamerpsl. Jpyrumu
CJIOBaMHU, €CJIM MBI HaXxMeM Ha KHOTKy [lapameTpsl u akTuBUpyeM (praxkoxk He nepekpriBaTh, TO MOIUTHUKA
10 YMOJTYAHUIO TIEPBOTO YPOBHsI OyleT n3MEHEeHa MOJMTHUKOM 3 ypOBHSI M HCTIOIb30BaHue MovieMaker

Oynet 3amnperieHo (puc. 15).
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NapameTpei Default Domain Policy el

~ MNaparMeTpel CEAZM:

2 ‘He neperpeIBaTE: OpUrke OSBEKTEl FPYNNOB0H MOTTIKM
HE MOrYT NEPEK.PEME NApatIET Dbl 3TOMH MOAMTHKM

r OTEMHOMKTE: NapatETpbl OFBEKTa FPYNNOE0E MOAUTHEN
HE MPMMEHAKTCA K ATORY KOHTERHERY

k. I OTrEHa

Puc. 15. Oxno I1apameTrpsl cBs31

KondurypupoBanue rpynnoBbIX HOJUTHK AJI51 KOMIBIOTEPOB

Korna mb1 co3naeM rpynmnoByo NOJIUTUKY AJIs OJIb30BaTess — oHa npumensiercs 11 Beex 1K, Bxonsaumx B
nomeH. [Ipu co3nanuu rpynmnoBoii MOJUTUKHU AJI1 KOMITBIOTEPOB MBI MOKEM 3allPETUTh PSAAY MOJIb30BaTeseit
BXOIUTH B KoMITbtoTep. CO31aIMM HOBYIO TPYIIIOBYIO MOJTUTHKY (puc. 16).



I:Ilﬁu.luel UnpaenAeTca | PUNNOBEA NOAMTHES |

YTtk YayHWHTE YAPAENEHWE FRYNMOEE NOAMTHEDE o
YNPABAEHHA MPYNMNOE0E NOoAWTUEK [GPMC).

.l
g Crbinkd TeKYW ero afbeETa FPYNNOEDE NOMTHEW 407
— daomain

CohEM Ha OFBEETEl FPYNNOE0M NOAMTHEM | He nepek... | OTram... |

Drefault Domain Policy
shymzky_wvp

MomuTEa rpynnel NoneSoEaTeneE Admin
Monurika gna ME PC-1

CELERTEl FPYNNOEDH NOAMTHEM PACNOAArSKaTCA N0 YOEIESHWID MPHOPHTETA.,
Aror crcok nonyded ot Mare-2003.domain. lan''

Cospare | Qnﬁasmb...l HSMEHHTbl Beepx |
ﬂapaMEprl...l Hoanre. .. | CeoiicTEa | BHME |

I_ EJ’IDKHDDBEITI: HACNEA0EIHHE NONAKWTHEM

Jakpeme |

[ITtdEHA | I'IpHmeHHTbl

Puc. 16. Cozgagum ITonntuka mig IIK PC-1

[lenxknem mbimkon Ha ctpouke [Tomutuka misg [1IK PC-1 gBakabel u ganee pacCKpoeM IMyHKThI

Kondurypanus Windows-ITapameTpst 6e3onacuoctu (puc. 17).
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i PeAaKTOp 06 LEKTOR MPYNNOB0A NOAHTHKN

KoHcone  JefcTewe  Baa  Crpaseca
= | BEXB EE
3 Nonvmiaca Nomsmvsa ana MK PC-1 [srv-2003.domai = | | Hns | Drmcanme
= ﬂ FOHBHM Y PELHA KOMEHITERE MIOMHTHIH YUETHEL JAMHCEA MoAHTHEA REponei 1 BNOKHPOBKH WHETHES: 3aNHCER
i ::I KOHEATypEIHA NPOr Pt MiotankHbIe NOMMTHEA MOARTHEN 3%AHTA, NPAE NONBI0ESTENEA H N30, ..
= Kongwrypaunn Windows ] #ypran cofermmii Wupkaan cobbmHA
% CueHizpr (3aTyck/a680WerHHe) CArpyrnes ¢ orpararssreain 20C...  [PYNNGI C OFPEHIHEHHEE ACCTYTION
= s . DB CheTen e ey NapakeTHb CHETERHDR Cay b
'i' Marumiea: y{8THSX Samacen Bpescrp NapaneTos GEI0NACHOCTH DEECTRA
H Mo aneHse NOAHTHo = . ~
45 Jed Wypran cofimye _Spaiinopan cerena ) NapareTpe Geaonacnocti dasinos )
# &8 rpynnuic A0CTYO Tt Nommiean fecnpoBoAHoR CeT... ALMMHMCTOHDOBAMHE NONHTHE DECNpoBOAHoHA CaT...
o 8 Crcrestse crysfiss — Canammas OTEPLITOND KNkAa
& (28 peectp [ AMommeThEM OrpaHHUYEHHON ME. ..
i (OB dadinoean cHeTENS B nomemien Ge3onacHOCTH IP H...  AMMHHCTRHPOEEHHE GES0NSCHOC TSI NPOTORONG ...
il T Momwmees GecnpopoaHon ceTa (IEE
5[] MomsiTees 0TKpBITOND KNkiMa
_'F [_:I MaFATHER OF PAHHYEHHOMD HCNOALS =
<| I L r

Puc. 17. OxHo Penaktop 00BbEKTOB IpyNIOBOM MOJUTUKH

Hanee umem Hasnauenwue npas nonb3oBarens-JIokansHeIil BXoa B cuctemy (puc. 18).

=101 x|

- = =
Ml FI‘AHN Top b BEKTOR T PYIMSEDH NOAATARA

Eoncons  JeficTese  BHa  Cnpasca

e Am xR 2E
= | Naparerp nomimn 4|

_!_;" Moremeeca NonkTaea ana M PC-1 [sry-2003, domain.lan] & | Momemeca 7

=] E Fordinry pauHa Ko TEpS mﬂuﬁﬂ K EOMNEHITERY M3 CETH He onpeAgneHn
(31 Kandwrypauns nparpase: ] 3apepuesee paBoTh) cHeTEM He onpeaeneHo
=1 KoHgHrypauna Windows ) 3arpyara v Boirpyska Apsieepos yoTpolicTs  He ONDEAENEHD

=] Cusnaphn (sanyck faasspueHme)

3-:|K|:":I'II1I:HHI: CTRAML B MAMATH He onpeaeneno

[= MapaneTpil DE30nacHcTH

EIaHuna MADKEPA YPOBHA NPOUsCCa

He onpeasneno

MonHTHEH A0SR
"? o FHETHEL @EIanparm. E0A B CHOTEMY UBpE3 Cysdy ... HE onpaasneHn
- 28 Normesa napone ] 3anycrk onepawsd No BCMYKMESHHID TOME He onpeAeneHo
B MareTrea GNOKHPOBKH Y4eTHOH JanHCH e
o] i Ke F m”iBHEHEHHE EOMNEHITERE ME CTRIKDEDYHOr.,,  He onpeAgneHn
':53 MNaranEHEE AOAHTHEH H!HEHEHHE NaparMeTPos Cpeas obopyA0Ea.., He onpeasneHo
T — | —— [R¥] Msmerenme creTenroro Bpemerh He onpeaeneqo
Ll swd INE— npas o ﬂur:umu” BEOA B CHCTEHY He onpeaeneHo
| + 6 MapameTped GEZ0NACHOCTH HHI:'I'FIJFIKH EBOT NaHATH ANA MDoWsoca He onpeasneHn

I_ j Hypran cofibme
[+ & Mpynnsi © orpaHHyEHHEM A0CTyROH

-

Dﬁuw.q, NEpEKPeC THOH NpoespH
ﬁp‘]fknaﬂm hinEead HIH FHEINH 05 ESKT 3M4

He onpeaeneHo

He onpegeneHo
| ¥

Puc. 18. Nmem 3anuch JIOKaJIbHBIN BXOA B CUCTEMY

Jlanee aktuBupyem (Quiaykok, MoKa3aHHbBIN Ha puc. 19.

1]
|
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CeolcTBa: NIoKanbHbIA BXOA B CHCTEMY

MNapateTp NOAMTHEN B230NACHOCTH | OmucaHMe QaHHOMD NapameTpa |

— 44 MokansHER BX00 B CHCTEMY

¥ {InpenentTh YKaSaHHEIS HMAE NAPAMETRE! NOAHTHEM:

Jof8aeuTE NONES0EATENA MM FPYMMY.. . Haanme

& HSMEHEHHE ATOrD NapareETpa MOKET NOENHATE Ha
COEMBCTHMOCTE C EAHMEHT 3, C.I'I':I}KleIMH H NP ADHEHHAR.
.D.DI'ID.I'IHWE.I'IbeIE CEE0EHHA Ci. E nl:llia.l'lebII:i EROd E CHCTERY.
[DEZ3659)

2 x|

| k. I OTreHa [ pHEHHTE

Puc. 19. Oxno CBoiicTBa: JIokanbHbI BXOA B CUCTEMY

Knomnkoii Jlo6aBUTH MOIK30BaTEINSI B TPYIITY 33a/1a€M IOJIH30BATEINICH, KOTOPHIM MOKHO 3ax0auTh B PC-1

(puc. 20).
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CeoACcTBa: NOKaNbHEIA BHOA B CHCTEMY ed |

MNapameTp NoAMTHEKM G830NACHOCTH | nMeaHME 4SHHOMD NapatdeTpa |

A ]  JokaneHel B0 B CHCTERY

|7 QI'IFIE.U.E.I'IH'I'b YE.33aHHEIE HH#E NApaAtETRE] MOAMTHEM

DOk Sk ondratea_my
A MUHWCTpaTopEI

Hoanme

& W areHEHKE 3TOrD NapateTpa MHMOKET NOENMATE HA
COBMECTHMOCTE C KNWEHT ardH. D.I'I':I}KﬁEIMH H MPEHA0HEHIARA.
HonoaHuTenEHEE CEELEHHA C. B J]ORaNEHEIN BRO0 B CUCTERLY,

[523659)

k. OTrEHA [pHEEHHTE

Puc. 20. Mb1 onpenenuiiu Tex, KTo0 MOKeT BXoauTh B PC-1

B PC-1 o06s13arenbHO TOJDKHBI 3aXOAUTH aJIMUHUCTPATOPHI, TAK)KE MBI Pa3peLIHIN BXO/I MTOJIH30BATEIIO
KongparseBa M.B. OcranbHble, axke 3Hasi IpaBUJIbHBINA Mapoik, B 3TOT [IK He BoiiayT. B okHe Ha puc. 21
MBI MOYKEM yKa3arh, it Kakux [1K manHyro rpymnmnoByro NOJUTHKY MOKHO TPHUMEHSTh.



I:Iliu.lHel Unpagnaerca [ PUNNOEER NOAMTHES I

UTofkl yayywTeE YyIpaEnEHME FEYNNOEOH NONMTHEDN, 0SHOEWTE KOHCOME
YNPaENEHWA FPYNNOEIH Non|THEK [GPRC].

.
g Cohinkm TERYWErQ 0fbEKTa FFI';II'II'IEIBDI:i MOAKTIHEI 403
L

domain

CrohINKM HA OB EKTEI FPUNIOE0H MoAMTHEN | He nepet... | OTEnm... |

Default Dramain Palicy
shymzky_wvp

Monuruka rpynnel nonesosaTensl Admin

[ onvmika gaa ME PC-1

[ feEKTEI FPYNMNOEDH NOAMTHMEM PACNONErAHTCA NO YokIESHUH NPMOpUTETA.
Aror chkcok nonyded ot; Verv-2003. domain lan'

Cozgare | inﬁaslm:...l ﬂSMEHHTbl Beeps |
ﬂapammpbl...l YHoanure... | CEOHCTES | BHuz |

I_ EJ‘IDKHDDBEITI:- HACNEA0EIHHME NONWTHE

] I OTtieHa | HDHMEHHTbl

Puc. 21. Beigensem crpouxy IHomutuka nis I1IK PC-1
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Brimonnsiem komansl CBoiicTBa-be3onacHocTs 1 youpaem rajgouky [Ipumenenue rpynmnoBoi NOIUTUKA

(puc. 22).
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CeoAcTBa: MonvTHIKa Ana MK PC-1 |

[ A pe I Cemzy  besonacHocTe | ohynerp Wikl I

Cpunne! WK NoNES0EATENM;

E AgrUHUCTPATORE! NpednpuATHA [DOMAIMN YA MUHWCTRETOPRI npennpv;l
ﬁ FOHTPONNEPE! OOMEHA MPEAONPUMATKHA

ﬁ MpowsgwmHe NPOEERKY

€7 CO30ATENL-BNANENEL

4| |

JofagTE. .. | Haanire |

Pazpewenua gna MNpoweguHe nposepry Fazpewwre 3anpetHre

r

MonHeE gocTyn

HTeHKe

Januce

CozgaHue BCEX A0UYEPHME OFLEKTOE

H,IJ,EI.I'IEHHE BCEX 00MEDHIHE OFBLEKTOE

O00R0
oooooo

MpMrEHEHME FPYNNOEDEA NONMTHEK

=
YTofikl 3a80aTE ocofkle paspeWeHHa MK LonoaHMTE MsHD |
NapatET PRI, HEKMMTE STY KHOMKLY;

| k. I OTreHa | I'IpHmEHHTbl

Puc. 22. Youpaem ranouxy [IpumeHenue rpynmnoBoi NOIUTUKA

Haxumaewm [Ipumenuts, 3arem — Jlo6aBuTh. Jlanee HaxxumaeMm Ha KHONIKY THIT 00beKTa U CTaBUM (IaXKOK
Komnsrorepst (puc. 23).
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BriSepHTe THNEI 0BEETOE, KOTORRIE HEOSXOOMMMD MCEATE.

@ K.orneTEpEI
€3 Mpynned
€7 Monczoearen

k. I OTrEHa

Puc. 23. AxtuBupyem ¢praxxok Kommnbrorepst

Teneps kHOMKOM [ToMCK MOXKHO HaWTH KOMITbIOTEPHI U3 AD 1 3a1aTh UIsi HUX CKOHQUTYPHUPOBAHHYIO HAMU
TPYIIIOBYIO MOMUTHKY (pHC. 24).
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Bribop: “Monszoeatend”, “"KoMneoTEps” MaK “Tpynnel™ ﬂﬂ

Brifepure TUN 0AEEKTA:

I "KorneTepe!, "Tpynne’’ WK "BeTpoeHHEE Y4ACTHUEM G230NacHOCTH  THnkl ofbekToE. .. |

B cneaumnerd mMecTe:
Idl:umain.lan BazmeweHue. . |

(AW e sanpockl |

s | HaMHaETCe | ™ | I CTonguel...

OreaHLIE; IHEI'-IHHEIETCH "I I Oomck.

I [Tk MY EHHEIE UHETHEIE SaMHEM Cram

™| Maponmic HeonpaHHYEHHEIM CROKGM GEHETEHS

HHC.I'IEI OHEH co EQEMERHH NOCASQHERD EXOdd B CHETERY: I vI

e [ fi

k. | OTreHa

FesuneTarel no[ck.a:

L bl —

Mraa [RDM] | JNeKTpOHHAA ... | OnmcaHye | B namke |
@ NETWORE 5...

t domair. lan/Caom....
Q PC-2 dornair. lan/Can...
8 PROXY
“ BEMOTE INT...

“ESELF
= spyv-2003 domain.lan/Darn..

Puc. 24. Haxonum PC-1

Kmem OK u ycranaBnuBaem ¢axxok (puc. 25).



CeoWcTEa: MNonvTyiKa ana MK PC-1 ed |

I:Ilﬁu.wel Ceazy besonacHocTe | o unetp Wil

Cpunnkl Wi NoeZ0BATENM:

(=) PC [DOMAINSPC-1$)
€7 SYSTEM
ﬁ AgramHHcTparopel goreda [DOMAIN AL ruHMCT paTope! gomeHa]

L I

ﬁ AararHUCTpaTopel NpeanpuATIHA [DOMAIM WAL MUHWCTpaTOpR NpELNPL

TEI‘II—ITDI‘II‘II‘IEDH NOkEHA OPE NORPIAAQTIAS I
4

B

JnBaEMTE. .. | Ypanue |
Pazpewenua gna PC-1 FPazpewure 3anpeture

MonHeiE gocTyn O O =
HreHue O
Januck O O
CoSgaHHe BCEX QOYEPHHE OSFLEKTOE (M| O
HpaneHue Boex qouEpHUE DOEEKTOE O O —
[N pHMEHEHME MPUNMOEOE NOAMTHEM O ll

Yrofkl 3a04Te ooofkle paspelWEHUA M Lo AHHTEAEHD |
NapatETPRl, HEHMMTE 3TY KHOMKY:

k. I OTrEHa | I'IpHmEHHTbl

Puc. 25. AxktuBupyem g PC-1 ¢axok [IpumeHeHne rpynmnoBoil moJTuTHKH
Ilepezarpysute 11K u npoBepbTe pe3yabTaT HalllMX HACTPOEK IPYIIOBON NOJUTHKU CAMOCTOSITENIBHO.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1. PegakTupoBaHue rpynnoBoOi MOJIUTHKH HA CEPBEPE TaK, YTOOBI 3TU M3MEHEHUSI MPUMEHUIIUCH Cpasy BCeX
KJINEHTOB.

2. PegakTupoBaHue rpynmnoBoi MOJUTHKU HA CEPBEPE TaK, YTOOBI OHA KOCHYJIACH TOJIBKO OHOTO
(KOHKpPETHOI0) TOJIb30BATEIISI.

Tema 10. Tunsl BUPTYaabHBIX YaCTHBIX CETEH.
(OIIK-5)
Jlexknus.

[Toctpoenue u nHactpoitka VPN ceru. Ceru VPN ynanénnoro goctyna.SSL VPN. GRE wuwepe3 IPSec.

Junamuueckas mHOorotoueunass VPN-cere (DMVPN). HWatepdeiic BupryanbHbix TyHHenei [Psec.
Wukancymnsimus nporokona [PSec. bezonacheiii oomen kimouamu ¢ Auddu-Xemmmanom

JlaGopaTopHbie padoThbI.
Jlaboparopnas padora 10. Cozmanue VPN cetn Ha Hamachi

161



162
Lenb: co3narh KOMIBIOTEPHYIO ceTh, Uctionb3yst [10 Hamachi

3agaun:
* YCTaHOBUTH U HACTPOUTH BUPTYaJIbHYIO CETh
* Hactpouts cereByro urpy «llamkm»

VPN (anrn. Virtual PrivateNetwork — BupTyanbHast yactHas ceTb) — 0000IIEHHOE HA3BaHUE TEXHOJIOTHIA,
MO3BOJISIIOIMX 00€CTIEYUTh OJJHO MJIM HECKOJIBKO CETEBBIX COCTMHEHUH (JJOTMUYECKYIO CETh) MMOBEPX CETH
WuTepHet. B 3aBUCUMOCTH OT IPUMEHSAEMBIX TPOTOKOJIOB U Ha3HaueHus1, VPN MoxeT obecrieunBarb
COCIMHEHMS TPEX BUJIOB: y3€I-Y3€ll, y3€I-CETh U CETh-CETh.

Hcnonp3ys nporpamMmmuoe obecrnieuenne Hamachi Mo)kHO co31aBaTh KOMIBIOTEPHYIO CE€Th, KOTOpas OynaeT
XOPOIIIO 3amuiieHa. BaxkHO OTMETUTB, 4TO CeTh OyIeT co3nana ¢ momombio MaTeprera. B utore Oyner
CO3/1aBaThCs BIIEUATIICHUE, YTO KOMIIBIOTEPHI COSTUHSIOT OfHA (pu3nueckas JokanbHas ceTb. VPN cetb
MMeeT MPAKTUYECKU BCE BO3MOXKHOCTH OOBIYHOM JIOKAIbHOM CETH, BKIIIOYAsl MPEA0CTaBICHHE 001ero
J0CTyTa K Mporpammam, a TakyKe MOKHO OTIIPABIIATH TEKCTOBBIE COOOLIEHHS U UTPaTh B CETEBBIE UTPHI,
narmpumep Counter Strike.

YcTaHOBKA U HACTPOMKA BUPTYaJIbHON CETH

YcranoBute u 3amyctute Hamachi (puc. 1).
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| i?"l I ﬂl"‘lﬂﬂﬂ‘l‘l I—I‘ﬂl"‘r‘i':lf'l“‘:

Cuctema CeTe Ynpasnedwe Cnpaska

' [0) | 0.0.0.0

HE B CETH

= Hawwute kHonky «Brnountes ona
Hayana paboTel.

Bnarogapum Eac za yCTAHOEBKY
Hamachi.

Puc. 1. [1epBsiii 3ammyck mporpaMmsl

Haxxumaem Ha kHOTIKY BRitouuTs (puc. 2).
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ZaperdcT pHpOBaTL 3TOT KNHEHT 5[

— WoenTnduxaTtop Hamachi
Bl BxoguTe B Hamachi Brepeeie.

Mocne EX0Aa B CUMCTEMY Bl NONYYWTE CBO CODCTEEHHBIA anpec
ceTi Hamachi., OH oTolpasuToA B BEPXHEN YaCTH rMasHor
okHa sMecto 0.0.0.0.

~ HmA knuenTa
BrifepiTe MMA ANA 3Toro KNWeHTa Hamachi,

PC_2
B D.EIJ'IbHEﬁLIJEM 3TO MMA MOMHO ﬁ'!.l'D.ET HMZMEHWMTE.

Puc. 2. OxHoO perucTpaiuyu HOBOTO KIMEHTA B CETH

Hanee naxxumaem Ha kHonky Create (Co3nats) - puc. 3.



| M ArMaTnm Hams=shh

Cuctema CeTe ¥npasnedwe Cnpaeka

(!) 5431231341 2620:9b:.52:Th86
PC_1

B naHHo#i obnactn byger
oTODpaMaTLCA CNHCOK BalKX CETEA H
OOHOPAHIOELIX Y3MOE.

Ceflyac Ebl NOOKNKYEHLIl, HO OAHHLIA
KOMNEHTER EWEe HEe ABNAETCA
y4acTHHKoM ceTd Hamachi.

ED:iﬂﬂTb HOEYH CETh...

MNogknwYHTECA K CYWECTEYOWEN CETH...

Puc. 3. UaaukaTrop TOBOPUT O HOPMAITBHOH paboTe MporpamMmbl (KJIHMEHT MOIKIIOUYEH K CETH)

Jlasiee MOXeM co37aTh HOBYIO CETh WIIM BOMTH B YK€ cylecTByomyto. HaxxMure Ha kHOnKy Co3narh
HOBYIO C€Th. 31€Ch HY)KHO IIPUyMaTh Ha3BaHUE (MACHTHU(PHUKATOP) CETH U MAPOib. TaKuX BUPTYaTbHBIX
ceTel MOXKHO CO3/aTh Cpa3y HECKOJIbKO — puc. 4 U puc. 5.
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xq

Co3aHne HOBOH KNWeHTCHoM (7] ceTn

MaeHTHdMKaTOP I VPM-1 j.Dl

Mnonb3yeToA ANA NOMCKE CETH M NOAKMOHYERHA K Hel,

MNapons: I 12345

Mnonb3yeToA ANA orpaH4eHA AOCTYNa K CETH,

Coznate I OTMeHa

Hnm...

BoiOWTE B CHCTEMY [NA CO30aHWA HOBOH ynpasnaemoi (7] cetn

¥NpagnaeMble CETH MOKHO aAMHMHHUCTPMPOBaTE LEHTPaNHMI0BaHHD Yepes Beb-4H
O0NONHWTENBbHBIE BOZMOMHOCTH, TakMe Kak Co3aaHue CETEN CO WNKD30M 1 CETEl

Puc. 4. Co3ngaem Buptyaibuyto cetb VPN-110



167

-‘}I I ﬂf’ln.ﬂ nTF‘ I—I'\I"'\ﬂn"l"“:

Cuctema CeTe YnpaeneHwe Cnpaska
(!) 5.43.115.166 / 2620:9b::52b:73a6
PC_2
@ VPN-110 1/5 w

Puc. 5. Cers VPN-110 co3nana u pabotaet

Ha Bropoii mammHe Mbl MOAKIIOYUMCS K 3TOU ceTu (puc. 6).

MoaKnYEHNE K CETH il

MaoeHTHdMKATOP I YPN-110

Mapaons: I teaae

Ecn1 HeWsBeCTeH, OCTEBLTE NOAE NYCThIM,

1un.|{n|o'-u-1qu OT1meHa

Puc. 6. [Togxmouenue 11K x BupTyansHoOl ceTn

B crydae ycrniexa yBunuMm cieayromiee (puc. 7).
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LM Aarihiale Harns=~lh3

CucTema 8Tk  ¥npaBnedHwe CnpaBka

(!) 5431231341 2620:9b:52:7ba6
PC_1

| @ VPN-110 2(5 w |

(@ PC_2-5.43,115. 166 ( 2620:9b::52b: 7356

Puc. 7. PC 1 nonkmrouniics k PC-2

Jlst oripaBku coobmieHus o cetu ot ogHoro [TK apyromy menkuaurte Ha 3Ha4ok PC 2 u BeiOepuTe u3
MeHIO cTpouky Yar (puc. 8 u puc. 9).

M arilialrm Hema= el

Cuctema CeTe Ynpasnedwe Cnpasra

(!) 543115166 [ 2620:9b:52b:7 3a6
PC_2

| @ VPN-110 2/5 w |

@ 5.43.123.134 / 2620:9b: :
NpoBepHTE QOCTYNHOCTE

Qfzop

YaT

Konupoeaths agpec [Pvd
Konupoeate agpec IPvg

HcknioYnTh...

CeeneHns...

Puc. 8. Boibupaem pexum OTIIpaBKH TEKCTOBBIX COOOIICHUH
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@Pc_1-116-973-133 I ]

JauueHo nocpencreoM [AFS-256]

[5.43.123.134 f 2620:9b::52b: 7b86] B ceTH

Mpoeepka ceaz|

Puc. 9. Ilpumep otnpasku coodbmienus ot PC-2 na PC-1

Ecnu BeIOpars komany [IpoBepuTh JOCTYIHOCTB, TO MANKHU ¢ OOIIMM JOCTYIIOM B BUPTYaJIbHOM CETH OyayT
noctynssl (puc. 10).



3543123134

|( j\._,} t! 7 CeTe T SALLELSE * |G | Nowoc: 543,123,134

Yropraounte ¥ Lig=Tp ympasneHne CcoTerm 1 ofuun A0cT o To<assTs YAARSHEE MmRHTER
Bl Pafiouni cron _:I

pe_1 abuan Lisarg
=3 - - Ofuan nansa - Ofwan nanka
- Buaeo
_il HoxymeHTol
| M3cfpaseting
o Myssea

4 D omauHEs Fpying

18 KoreoTep
ﬁ. NescanoHe auck |
w JapSIepENDOESHD

ih Cems
(M 543,123,134
‘M 0
M pC_1
M pc_2
‘M yrware-host

-
—

' . IneMeHTOB: 2

Puc. 10. Bua manok ¢ o0mum A0CTymoM B BUpTyanbHO cetu VPN-110

Hrpaem B ceTeBbi€ MIAMIKA

Bepaurecs k BeITIagaronieMy MeHI0, TOKa3aHHOMY Ha puc. 8, u BeIOepuTe B HeM KoMaHy O630p. Halinure

B BUPTYaJIbHOW CETH MIAIIKK U ycTaHoBUTE nX Ha oboux [1K (puc. 11).
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B otuar nanka wa oeooe D =|F] x|
%vlp » Ceth = vmware-host = Shared Folders = OBuwas nanwa ma gnose [ = - mlnwm:ﬂﬁupﬁn‘umgmnuuo ﬂ

YnopRaowe ¥, OTKDEML  HoBas nanka = o [l &

;I am - ldaTa umsererns ITIII'I Ihm I I

o BufirioTeks )
- BuAsd . 2_Massi 23.10, 2012 20:13 Nafka c dainara

5 HowymeHTo L HamachiZ, 1.0. 165_NEW 04.11. 2012 %:21 Marka ¢ darinans
| Maofpasening I NASS] 23.10.2012 15:39 Mareca © dainams
o Myssea | MPHHTER 23.10. 2012 5:47 Marsa ¢ daiinam

#& Dowausies rpynna

15| {rrmoTep
& MNesarnsHpn ancy |
@ SAPSIEPENDOBAHD

ih Cem
B 543123134
M ec 0
N pC_)
™ pc_2
‘M rrevsre-hest
. Shared Folders

-

CaTesbl® WAWKK fara wanesessia; 04,11, 2012 10:32
Marwa o dafnam

el @5 0 S| |

2D ougian =

Puc. 11. Haxonum ceTeBbIe NIAIIKU

Ha onnom u3 1K nyxxHo Coznats urpy, a Ha apyrom [1K — [Mogkmtountses k urpe (puc. 12).
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Tun cogguHEHMA

Puc. 12. Co3naem urpy



173

x

|PC_1)

Bawe 1ra

Baw et

i+ Benke

" YepHele

[T Wcnonesoears Bperd

Bperaa

'-Iau:n:plll:I 5' F HHUTE II:I 5' EEK':]H!J.bIID 5'

W UK X DTMEHal

Puc. 13. Oxno HacTpoiika urpsl rpu cozganuu HoBoil urpsl Ha PC 1

x

|P|:_2

Bawe 1A

IP anpec cepeepa |5-13123134

W UK x DTMEHal

Puc. 14. Oxno HacTpolika noaktoueHus: Ipy MOAKI0YeHUH K urpe Ha PC 2

IP agpec cepBepa MOKHO y3HAThH B iporpamme Hamachi (puc. 15).



M AarMlaTn Hamss~hi

Cucrema Cete Ynpasnewme Cnpasks

5431231341 2620:9b:52b:7h86
0 PC 1 KonuposaTe agpec IPv4

KonupoeaTe agpec IPvG
2(5 w |
@ PC_2-5.43.115.166 [ 2620:9b::52b: 7336

| @ VPN-110

Puc. 15. ¥3naem IP agpec cepsepa

Bce, moxHo urpars (puc. 16).
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i EasyCheckers =10 x|
daiin Bug CnpasBka

Puc. 16. CereBas urpa HacTpoeHa

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. OnuirTe nporecc yCTaHOBKH U HACTPOWKM BUPTYaJIbHOH ceTu ¢ ucnonb3oBanueM [10 Hamachi.

2. OnumuTe npouecc HaCTPONUKU CETEBOM UIPHI.

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

1 cemectp

* mocemaeMocts — 10 0auIoB
*  TEKyIIHi KOHTPOIb — 56 OaIoB



KOHTPOJBHBIC CPE3bI — 2 cpe3a Mo 2 Gayia Kak bl
npemMuaabHbie 0amisl — 20 6ayIoB
OTBET Ha 3k3aMmeHe: He Oornee 30 6amioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

176

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU

Te | /BHUI y4eOHOH |TEKylIero | KOI-BO

MBI paboThI KOHTpOs | Oamios
/ cpe3sl

1. | Apxurextypa |TecTuposn 2 TecT cCOCTOUT U3 HECKOJIBKUX BOIIPOCOB.

KOMIIBIOTEPHOU | aHue(KOH 4 Ganna — CTYIEHT MPaBUIHHO
CeTH. TPOJILHBI orBeuaet Ha 50-100% Bompocos B

i cpe3) TeCcTe

2 6aimia - CTyACHT NMPaBHILHO
orBevaeT Ha 25-50% BOMpPOCOB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE maeT
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI
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CeteBoe
POTPaMMHOE
obecreueHue.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

Tectupos
aHue

TecT cocTOUT U3 HECKOJIBKUX BOIIPOCOB.

4 Gaya — CTYACHT HPaBUIIBHO
otBevaeT Ha 50-100% BompocoB B
TecTe

2 Gaia - CTyIEHT IPaBUIBHO
oTBeuaeT Ha 25-50% BOmpocoB B TecCTe.
Menee 25% npaBHIIBHBIX OTBETOB
0aJuIoB HE aeT




181

OO0muit noctyn
K CETEBBIM
pecypcam.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

Tectupos
aHue

TecT cocTOUT U3 HECKOJIBKUX BOIIPOCOB.

4 Gaya — CTYACHT HPaBUIIBHO
otBevaeT Ha 50-100% BompocoB B
TecTe

2 Gaia - CTyIEHT IPaBUIBHO
oTBeuaeT Ha 25-50% BOmpocoB B TecCTe.
Menee 25% npaBHIIBHBIX OTBETOB
0aJuIoB HE aeT
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Pacnpoctpanen
HBIE CETEBbIE
aTaKku

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

Tectupos
aHue

TecT cocTOUT U3 HECKOJIBKUX BOIIPOCOB.

4 Gaya — CTYACHT HPaBUIIBHO
otBevaeT Ha 50-100% BompocoB B
TecTe

2 Gaia - CTyIEHT IPaBUIBHO
oTBeuaeT Ha 25-50% BOmpocoB B TecCTe.
Menee 25% npaBHIIBHBIX OTBETOB
0aJuIoB HE aeT
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Vassumoctu IP
Y YTPO3HI.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

3 Ganna - CTYOeHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH

AUCKYCCHUIO C HMCIIOJIb30BAHUEM TCPMUHOJIOTNH

COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupon
aHue

TecT COCTOUT U3 HECKOILKUX BOTIPOCOB.
3 Oayura — CTYZIEeHT IIPaBUIIHHO

orBevaet Ha 50-100% BorpocoB B
TecTe

2 6amia - CTyACHT MPaBHILHO

orBevaeT Ha 25-50% BOMpPOCOB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE maeT
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Va3BuMocTu
TCP u UDP.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

TecTupon

aHue(KOoH

TPOJILHBI
i cpe3)

TecT cocTOUT U3 HECKOJIBKUX BOIIPOCOB.

4 Gaya — CTYACHT HPaBUIIBHO
otBevaeT Ha 50-100% BompocoB B
TecTe

2 Gaia - CTyIEHT IPaBUIBHO
oTBeuaeT Ha 25-50% BOmpocoB B TecCTe.
Menee 25% npaBHIIBHBIX OTBETOB
0aJuIoB HE aeT
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BecnpoBoansie
ceTu.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH

AUCKYCCHUIO C HMCIIOJIb30BAHUEM TCPMUHOJIOTNH

COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupon
aHue

TecT COCTOUT U3 HECKOILKUX BOTIPOCOB.
2 6amia — CTYICHT MPaBUIILHO

orBevaet Ha 50-100% BorpocoB B
TecTe

1 6ayut - CTYIEeHT MPaBUIILHO

orBevaeT Ha 25-50% BOMpPOCOB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE maeT
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI
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Cepsep
TIPHIIOKEHU.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH

AUCKYCCHUIO C HMCIIOJIb30BAHUEM TCPMUHOJIOTNH

COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupon
aHue

TecT COCTOUT U3 HECKOILKUX BOTIPOCOB.
4 6amna — CTYICHT MPaBUILHO

orBevaet Ha 50-100% BorpocoB B
TecTe

2 6amia - CTyACHT MPaBHILHO

orBevaeT Ha 25-50% BOMpPOCOB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE maeT
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI
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AJMUHUCTPUPO
BaHUE CETH.

Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH

AUCKYCCHUIO C HMCIIOJIb30BAHUEM TCPMUHOJIOTNH

COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.

Tectupon
aHue

TecT COCTOUT U3 HECKOILKUX BOTIPOCOB.
2 6amia — CTYICHT MPaBUIILHO

orBevaet Ha 50-100% BorpocoB B
TecTe

1 6ayut - CTYIEeHT MPaBUIILHO

orBevaeT Ha 25-50% BOMpPOCOB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB
0ayIoB HE maeT
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Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHUIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuaioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCEHI

10.

Tuner
BUPTYaJIbHBIX
YaCTHBIX CETEM.

Brinonne
HUE
naboparop
HBIX paboT

JlaGoparopHblie pabOTHI BHITOTHSIIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
4 6anna — naboparopHas paboTa
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJICET MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMUHOJIOTHIO

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT NpeACTaBICHHBIM
MaTepuasioM, OTBEUAeT Ha 3a/laHHbIE
BOTIPOCHI

Tectupos
aHue

TecT cocTOUT U3 HECKOJIBKUX BOIIPOCOB.

2 Oamia — CTYIEHT MPaBUIBHO
otBeuaeT Ha 50-100% BompocoB B
TecTe

1 Ga - CTYEeHT MpaBUIIBLHO

oTBevaeT Ha 25-50% BompocoB B TecCTe.
Menee 25% npaBHIIBHBIX OTBETOB
0aJJI0B HE JaeT
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Cobeceno
BaHUE

CobecenoBanue npeamnonaraet
OpraHu3anuio Oecepl MpernoaaBaTess
CO CTyACHTaMH IO BOIIPOCaM
MPaKTUUECKOTO 3aHTHUS C LENbI0 Ooee
0OCTOSITENBHOTO BBISIBJICHUS UX 3HAHUHN
0 OTIpeIeICHHOMY pa3zeny, TeMe,
npobneme u T.I. Bee wieHsl rpynnst
MOTYT Y4acTBOBAaThb B 00CYKJICHHH,
100aBIATh HHPOPMALTHIO,
TMCKYTHPOBATb, 33/1aBaThb BOIIPOCH U
T.A.

VYCTHBIN 0npOC MOXKET IPUMEHSATHCS B
pa3nuyHbIX popMax: GpPOHTAIBHBIH,
WHAWBUAYaTbHBINA, KOMOMHUPOBAHHBIN.
OcCHOBHBIE Ka4ecTBa YCTHOTO OTBETa
HOJJIEKALIETO OLIEHKE:

- IPaBUJIBHOCTH OTBETA I10
COZICPIKaHHMIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- pPaMOHaIBHOCTH UCTIOIB30BaHHBIX
MIPUEMOB U CIIOCOOOB PEIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOCBPEMEHHOCTD U 3()()EKTUBHOCTD
WCTIOJIb30BaHUs HATTISIIHBIX TOCOOUH 1
TEXHUYECKUX CPEICTB MPU OTBETE;

- MCTIOJIb30BaHKE JIOTIOIHUTEIBHOTO
Marepuana;

- pPaMOHaIbHOCTH UCTIONB30BAHMUS
BpPEMEHH, OTBEICHHOTO Ha 3a/1aHUeE.

2 Gaia - CTYICHT yMeeT IPUMEHSTh
MOJTYYEHHYIO NIPU TIOATOTOBKE K
MPAaKTUIECKOMY 3aHSTHIO
nHpOPMAINIO, OTBEYATh Ha
OOJIBIIMHCTBO BOIIPOCOB, BECTH
JMCKYCCHIO C HCIOJIb30BaHUEM TEPMUHOIOTUI
COBPEMEHHOH COLIMOJIOTHH 00pa30BaHMS.
1 Gann — cTyaeHT BnageeT
TEOPETUYECKUM MaTepraioM Mo TeMe
MPaKTUYECKOTO 3aHATHUS, HHOTIA
3aTpyAHSETCS IPU OTBETE Ha BOIPOCHI,
HE yMeeT cOpMyIUPOBaTh CBOIO
TOYKY 3pEHUS Ha 00CYKIaeMyI0
npobiemy

Ecnu cryneHt He Bnaneet
Mpo0IeMaTuKON MPaKTHYECKOTO
3aHATHSI, HE MOXET OTBeYaTh Ha
BOIPOCEHI, 3a4NTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET
0aJjulaMH He OLICHHUBAETCA.
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11. ITocemaeMocThb 10 10 6aymIoB — CTYNEHT MOCETHII BCE
100% 3ansaTHII

7-9 6annoB — CTyACHT MOCETUI HE
MeHee 80% 3aHsaTHi

4-6 GaJIOB — CTYACHT IMOCETHII HE
MeHee 50% 3aHsaTui

1-3 Ganma — CTYOCHT MOCETHII HE
MeHee 25% 3aHATHi

Ecnu ctynent nocetmn menee 25%
3aHATHH, 0aJTbl HE HAYUCISIOTCS

12. [IpemuansHbie OaIBl 20 JlonomHUTENBHBIE TPEMHAIbHBIC
0aJuTbl MOTYT OBITH HAYHCIICHBI:

- 3a TIPOEKT, BHITIOITHEHHBIN IO 3aKa3y
paboTromarens 1 peaqTu30BaHHBIN Ha
npaktuke — 20 6aos;

- IOCTOSIHHAs! aKTUBHOCTB BO BpeMs
MPaKTUIECKUX 3aHATHH — 10 6asos;
- TIOJIHOCTBIO TIOATOTOBJIIEHHAS K
MyOMUKaIMU CTaThsI [0 TEMATHKE B
pamMKax TUCIUILTUHBL — 10 6aoB;

- y4acTue ¢ JOKJIaJ0M BO
BCEPOCCHICKON OTUMIIMAJIE TIO
TeMaTHKe n3ydaeMol aucrumiuse — 20
0aoB;

- y4acTue B BBICTABKE IO TEMAaTHKe
M3y4aeMou TUCIMILTUHBI — 20 0aIlIoB;
- MyOMUKaIKs CTaThH 110 TEMATHKE
W3y4YaeMoil JUCIUIUIMHBI B COOpHHKE
CTYACHYECKHX paboT / MaTepuaiax
BCEPOCCHICKON KOH(EpeHLINH /
xKypHaise u3 nepeuns BAK — 10

13. OTBeT Ha dK3aMeHE 30 10-17 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OusieTa Ha OIEHKY «YJOBJICTBOPUTEIHHOY

18-24 GammoB — CTYIEHT PACKPHLI OCHOBHBIEC BOIIPOCHI W 3aJaHUS
OmieTa Ha OIICHKY «XOPOIIIOY,

25-30 6amIoB — CTYICHT PacKphUl OCHOBHBIC BOMPOCHI M 3aJaHUS
Ousera Ha OIIEHKY «OTIHYHO.

14. |MunuBunyanbHbIC 3aJaHUSA, 20 Pemenwue ketica (10 6aioB)
C TIOMOII[HI0 KOTOPBIX [Mpoxoxnenue Tectupoanus (30
MOXKHO Ha0paTh BOIPOCOB) IO BCEMY KypCY
JIOTIOJIHUTENbHBIE OB mucturinHbl (10 6amos)
15. HUroro 3a cemectp 100

HtoroBass omeHka 1o »dKk3aMmeHy BeicTaBisiercss B 100-0ayibHON 1mikKame W B TPaTUIIMOHHOMN
gyetpipexOambHoit  mikane. [lepeBom 100-0amnbHOM  pEeHTHMHTOBOW OIEHKHM 1O JUCIHHUILIAHE B
TPAJAUIIMOHHYIO YETHIPEXOATUTHHYIO OCYIIECTBISIETCS CISIYIOINM 00pa3oMm:

100-6annpHas cucrema Tpagunuonnas cucrema
85 - 100 GannoB OTnuyHO
70 - 84 Gannos Xoporo
50 - 69 GaiuioB YIOBIETBOPUTEITHHO
Memnee 50 HeynosnerBoputenbHO

4.2 TunoBble OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

BoinosiHeHue J1abopaTopHbIX padoT
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Tema 1. Apxutektypa KOMIBIOTEPHOU CETH.
JlaGoparopnas pabota 1. Yacts 1. Cozganue cxem JoKanbHbIX ceTeld B mporpamme 10 Crpaiik: Cxema Cetn
[lenb: HayunThCst cocTaBisITh cxeMbl B «10-Crpaiik: Cxema Cetu»
3anauu:
o [locTpouts kapty cetn

o OTpenakTupoBaTh KapTy CETH

Tema 2. CeteBoe mporpaMMHOE 0OeCTIeUeHHE.
Jlabopatopnas pabora 2. Radmin - nporpamma ynanennoro ynpasienue [1K mo cetn

[enp: M3y4uTh yoaIeHHOE aIMUHUACTPUPOBAHIE KOMITBIOTEPOM IO CeTH B IIporpamMmme Radmin u cucremy
0OLLIEHUS T10JIL30BATENIEH B JIOKAJIBHOU ceTulNassi

3agaun:
o Co3/1aTh HOBOTO IMOJIB30BaTEINIS B MporpaMme Radmin u BeIIaTh €My npaBa

o Hactpouts ciayx0y cooOmieHuit

o Hayunrthcs HacTpamBaTh B BUPTyalibHOU ceTu IHTepHET

Tema 3. OOmmMiA TOCTYN K CETEBBIM PECypCaM.

JlaGoparopnas padota 3. Yacts 1. KonupoBanwue ¢aitnoB BupTyasnsHoi Mmamuasl VMwareWorkstaxktion 9
Ha pusnueckuit [TK

Iens: HacTpouts mporpammy VMwareWorkstation 9
3amauu:

* YcranoButh VMwareWorkstation 9

 Co3l1aTh BUPTYAJIbHYIO MATUHY

Tema 4. PacnipocTpaHeHHBIE CETEBBIE aTaKu
JlaGoparopnas pabota 4. ConanbHast UHXEHEpUs

[{enb:u3yuynTh METOABI COLIMATBHON MHKEHEPUU
3agaun:
* Hayunrtbcs pacrno3HaBaTh NPU3HAKK COLUATILHON MHXKCHEPUH

* UccrienoBarh ciocoObl pacrio3HaBaHUs COLUAIBHON WHXEHEPUU

Pecypcsr:
» Kommnbrotep ¢ noctynom k MuTtepHery

Tema 6. Yazsumoctu TCP u UDP.
JlaGoparopnas pabota 6. MccnenoBanue Tpapuka DNS



Lens: uccnenonars Tpaduk DNS ¢ momompero Wireshark
3agaun:

* [lepexBaruth Tpadgux DNS

* Uzyunts Tpadux DNS-3ampoca

* Uzyunts Tpadgux DNS-oTBeTa

Tema 7. becnpoBOIHBIE CETH.

Jlabopatopnas pabora 7. Uacts 1. Jlerkas (momyaBroMarudeckas) HaCTpoiKa O€CIPOBOTHOTO
Mapuipytuzaropa TL-WR1043ND

Lens: HacTpouts OecpoBOHON MapmpyTu3aTop uepe3 Wi-Fi
3agauu:
* [TogxmounTh MapHIpyTU3aTOp K AMeKTpoceTn U Wi-Fi
* Hactpouts TOUKy fgocrymna
* Coznarp Ki1104 0e30MacHOCTH
Tema 8. CepBep npuinoxeHu.
Jlabopatopnas pabora 8. Uacts 1. Co3maem HOBBIN JOMEH
Lesb: 03HAKOMUTHCS € IPOIIECCOM CO3/IaHUSI HOBOTO IOMEHA

3agaun: Co31aTh HOBBIM IOMEH C MOMOIIBIO «MacTepa HaCTpOWKHU CepBeEpa»

Tema 9. AIMUHHCTPUPOBAHUE CETH.

Jlaboparopnas pabdora 9. Yacts 1.M3menenue rpynmnosoii nonutuku (I'T1) amst ogHOTO Mop30Barens (He

aMUHUCTpPATOPA)

[enb: U3MEHUTDH IPYNIOBYIO MOJIUTUKY AJISE OJJHOTO MOJIb30BaTessi(He aIMUHUCTPATOpa)
3amaun:

* Co3nath MOJIUTUKY

* OtMenuTs «lIpuMeHeHune rpynmnoBoil MOJTUTUKWY ISl BCEX MOJIb30BaTEIEH

* 3anpeTuTh BeINoaHeHne mporpammbl WindowsMovieMaker

Tema 10. Tunbl BUPTyadbHBIX YACTHBIX CETEH.
Jlaboparopnas padora 10. Cozmanue VPN cetn Ha Hamachi

[enp: co3marh KOMIBIOTEPHYIO ceTh, cnonb3ys [10 Hamachi

3agaun:
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* YCTaHOBUTDH U HACTPOUTH BUPTYAIbHYIO CETh

* HactpouTts ceteByto urpy «lllankm»

CobecenoBanue

Tema 1. ApXuUTeKTypa KOMIIbIOTEPHOM CETH.
. IloHsiTHE apXUTEKTYpa KOMIBIOTEPHON CETH?

. HazoBute Hanbomnee pacnpocTpanEHHbIE apXUTEKTYPHI.

. Jlnst uero HeoOXOAUMBI IPOTOKOJIBI?

. Kak Ha3pIBaeTcs o01ast cxema CoOeIMHEHUS] KOMIIBIOTEPOB B JIOKAITLHOM CeTH?

Tema 2. CeteBoe nporpaMmMHOe 00eCredeHuUE.
. C wero HaunHaetcs ajapec a00oro web-cepsepa?

. Uro obecnieunBaet nmporokona TCP?
. 1yt wero Hy>keH npoTtokotelnet?
. HazoBute nporpammy 1u1st ynajaenHoro yrpasienus [1K no cetu

Tema 3. OOmmMiA TOCTYN K CETEBBIM PECypCaM.
. HazoBuTE HU3KOYpOBHEBBIEC CPENICTBA OOIIETO JOCTYTIA.

. Uro no3Bosisiet nenarb npotokosl DAFS?
. Kakyro apxutexrypy ucnonb3syet mnpotokon SMB / SAMBA?
. HazoBuTE OCHOBHBIE BU/IBI CETEBBIX aTaK.

Tema 4. PacipocTpaHEHHBIE CETEBBIE aTAKU
. Kakuie BubI aTak OTHOCSTCS K aTakaMm J0CTyma?

. K kakomy THmy arak OTHOCHUTCSI HECAaHKIITMOHUPOBAHHOE MPOHUKHOBEHHE?
. K xakomy Tumny otHocutcs cryguHr-araka?

. K xakoMy TuIly aTak OTHOCUTCS BBIBOJI U3 CTPOSI KOMITbIOTEPHOW CETH?

. YUro Takoe ¢ummHr?

Tewma 5. Vazsumoctu [P u yrpo3si.
. Kakue ObiBaroT BuIbI city(pUrHa B 3aBUCUMOCTH OT CETEBOTO MPOTOKOJA?

. Uto npexcrasmnser coboit [P-crydunr?
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3. Ins gero HeoOxoaum npoTtokon ICMP?
4. KakoB MpHUHIIMI aTaKu TI0 METOY JIJABUHOOOPA3HOTO YMHOKECHHS U OTPAKCHUS?

Tema 6. Yazsumoctu TCP u UDP.
1. 3a xakuM 3aroyloBKoM cienyer 3aronoBok TCP?

2. Yo Takoe MeXCEeTEBOM dKpaH?
3. Kak paboraer DNS-araka?
4. OnpeneneHue 1eI0CTHOCTU JAHHBIX.

Tema 7. becnipoBOIHBIE CETH.
1. Ha uto BHemHe moxox Bluetooth mpuemo-nepenarank?

2. Uto onpenensieT COBpEeMEHHYIO O€CTIPOBOIHYIO TEXHOJIOTHIO COCTMHEHHSI KOMITBIOTEPOB B JIOKATBHYTO
CeTh U NOIKIIIOYEHU uX K Internet?

3. Jlns yero MoxeT ucroiab3oBarbess Wi-FiceTs?
4. Kak MO)XHO YBEITUYHTH YUCIIO MMOJIH30BATENCH OeCIPOBOIHON OPUCHON CEeTH?

Tema 8. CepBep npuinoxeHu.
1. Yto Takoe BUPTyaibHbIE MAIIUHbI?

2. B yem Haznauenue DNS cepsepa?
3. Kak npoucxXoauT MOAKIIOYEHUE CETH YEPE3 MOCT?
4. JInst 9ero ciry’kar 30HbI MPSMOTO U 00paTHOTO MPOCMOTpa?

Tema 9. AIMUHHCTPUPOBAHHUE CETH.
1. Onpenenenne aAMUHUCTPUPOBAHUE

2. Ha3zoBuTe OCHOBHBIE 33/1a4M aJMUHUCTPATOPa CETU
3. JIs1 yero Hy»KHO apXHBHpOBaHUE UH(OpMAIN?
4. Yto Tako€ MOHUTOPUHI?

Tema 10. Tunsl BUPTyaIbHBIX YaCTHBIX CETEH.
1. J{nsa gero ciyxat cetu VPN?

2. B 4yeM CcyTh TEXHOJIOTUH BUPTYaJbHBIX YACTHBIX CETEH?

3. Uto Takoe TyHHENb U B YEM COCTOUT MPUHIIUI TYHHEIUPOBAHUS?
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4. Y10 MOKHO OTHECTH K HemocTtatkam VPN?

TecrupoBanue

Tema 1. ApxuTekTypa KOMIBIOTEPHOH CETH.
B nocnenosarenbHBIX CETAX...?
Bribepute onuH OTBeT:

a. B Ka)XJIbIii MOMEHT BPEMEHH TIepe/iady MOXKET BECTH TOJIBKO OJMH y3€ll, OCTAIBHBIC y3JIbl MOTYT TOJBKO
MPUHUMATh THHOPMAITHIO

b. aboHeHTHI HaxoaATCsS Ha HEOOoIbIIOM (110 10-15 kM) paccTossHUM IPYT OT Apyra

C. Iepefiadya JaHHBIX BBIIOJIHAETCS MOCIEI0BATEIBHO OT OJHOIO y3ja K APYrOMY U KasKJIbIN y3€ell
peTpaHCIMpyeT IPUHATHIC JaHHBIE JaJIbIIe

Bribepute onuH OTBeT:

a. 9TO B KOTOPBIX Mepeaya JaHHbIX BBIMOIHIETCS MOCIeI0BaTEIbHO OT OJTHOTO y3ja K IPYTOMY U Ka)IbIi
y3€eJ1 peTpaHCIupyeT MPUHSITHIC JaHHbIE Jajbllie

b. 00beANHSIOT a00OHEHTOB, YAAIECHHBIX APYT OT JApyra Ha 3HAYUTEIBHOE PACCTOSHUE, YaCTO
PacmoJI0KEHHBIX B Pa3IMYHBIX CTPaHaX WU Ha Pa3HbIX KOHTUHEHTaX

C. CBSI3BIBAIOT a0OHEHTOB TOPOJIa, pailoHa, 00JACTH WM TayKe HEOOJBIION CTPaHbI
VYKaxxure nuuiHee.

NudopmaimoHHO-BBIYUCTUTEbHBIE CETH OBIBAIOT

Bribepute onuH OTBeT:

a. HAI[MOHAJIbHBIC

b. mokanbHBIE

c. moOasbHbIe

d. pernonansHbIC

VYKaxxurte nuniHee.

Wudopmanmonnslie cucteMsl, moctpoeHHsle Ha 6a3ze UBC, obecneunBarot 3(peKTUBHOE BHITIOTHEHUE
CJICAYIOIIMX 3a/1a4

Bribepute onuH OTBeT:

a. lepeiava JaHHBIX B PEe3yJIbTaTOB 00pa0OTKU JaHHBIX MOJB30BATEISIM

b. peleHne CI0XKHBIX 3a/1a4 COBMECTHBIMH YCUIIMSIMHA HECKOJIBKHX Y3JI0B CETH

C. XpaHCHHE JaHHBIX

d. oOpaboTka TaHHBIX

€. OpraHu3aIus T0CTyTa MOJIb30BaTelNeH K TaHHBIM

VYKaxkure nuuiHee.

Knaccudukarms nHOOpMAIIMOHHO-BBIYHCIHTEIBHBIX CETEH TI0 TEOMETPUH TIOCTPOCHHSI
Bribepute onuH OTBeT:

a. CMEIIaHHbIE

b. makeTHbIe

C. KOJIbIICBEIC

d. mepapxuueckue

Tema 2. CeteBoe nporpaMmMHOe 00eCredeHuUE.
Yro Takoe Telnet
Bribepute onuH OTBeT:
a. IPOTOKOJI IIEpeAaYd HOBOCTEH
b. mpoTOKOI Nepeaayn TuIepTeKcTa

C. IPOTOKOJI YAAJICHHOTO JOCTYIIA, TO €CTh IUCTAHIIMOHHOTO UCTIONTHEHUS KO MaH/I Ha yIaJIEHHOM
KOMIIBIOTEpE



Anpec moboro web-cepBepa HauMHaeTCs ¢ aO0OpeBUATYPEI

BriGepute oguH OTBET:

a. pop3

b. smtp

c. http

Hyper Text Transfer Protocol ( HTTP )

Bribepute onuH OTBeT:

a. IPOCTOM MPOTOKOJI MEPECHUIKHU IEKTPOH HOM MOYTHI

b. mpoTokoI nepeaaun runeprekcTa (UCmoib 3yeTcs npu nepeade coodmennii B World Wide Web

C. IPOTOKOJI YAAJICHHOTO JOCTYIIA, TO €CTh IUCTAHIIMOHHOTO UCTIOTHEHUS KO MaH/I Ha YIaJICHHOM
KOMIIBIOTEpE

Internet Protocol (IP)

Bribepute onuH OTBeT:

a. MEXCETEBOM MPOTOKOJI, BHITIOIHAET (DYHKIIMU ceTeBOro ypoBHs Mozenu OSI

b. mpoTokon nepeaaun ¢paiion

C. POTOKOJI YIIPABJICHHSI TIepeadeii, BHITIONHACT (PYyHKIIMK TPAHCIIOPTHOTO ypoBHs Mozenu OSI
Transmission Control Protocol (TCP)

BriGepute oguH OTBET:

a. MPOTOKOJI YIPaBJICHHUs Tepeaveii, BHIMONHIET (DYHKIIUN TPAHCIOPTHOTO YpoBHs Moaenu OSI

b. pOTOKOJ yAaIEHHOTO OCTYTIA, TO €CTh AUCTAHIIMOHHOTO MCIIOJTHEHHUS KO MaH]] Ha yIaJCHHOM
KOMIIBIOTEpE

C. MEXCETEBOM MPOTOKOJI, BHITIOIHSAET (DYHKIIUU ceTeBOro ypoBHs Mozenu OSI

Tema 3. OOmmMiA TOCTYN K CETEBBIM PECypCaM.
3ananue 1

Kakast u3 nporpamm conepxut 6MOIMOTEKY 3HAYKOB CETEBBIX YCTPOMCTB, YTO MO3BOJISIET B HEH PUCOBAThH
CXEMBI JUIsl KypCOBHKA WJIM TUILIOMA?

1. 10-Crpaiik: Cxema Cetun

2. 10-Crpaiix: Monutopusr Cetu

3. 10-Crpaiik: CkanupoBanue Cetu

4. 10-Crpaiik: UuBenTapusanus Komnsrorepos

3amanue 2

B kakux ceTsix peKoMeHAyeTCs HCIOIb30BaTh TOCTPOCHHUE KAPThI CETH METOJIOM CKAHUPOBAHUS JUAla30Ha
[P-agpecos?

1. B ceTsix kiacca B (ceTh comgepxkut 65536 anpecoB)

2. B ceTsix kimacca C (ceTh comepkut 256 aapecon)

3. B ceTsax kiacca A (cetb conepxut 16777216 anpecos)

4. B ceTsix kimacca D (konmmuectBo y37m0B - Multicast)

3aganue 3

Kaxkue u3 nmepeqrciieHHBIX HIKE CETEeBBIX YCTPOUCTB OymyT oToOpansl mporpamMmont 10-Crpaiik: Cxema
Cetu 11 TOMENIEHUS UX HA KapTy CeTH?

. poyTep

. CeTeBas Kapra

. CETEBOM MPUHTEP

. KOMITBIOTEP

hn B W N =

. MOZEM
3aganue 4

Kakast ataka ucrnosnb3yercs, Korja 3J10yMbIIIICHHUKH BHEIPSIOTCS MEX/Ty HICTOUHUKOM U Ha3HAYCHUEM [T
MIPO3pauHOTr0 MOHUTOPHHIA, 3aXBaTa U KOHTPOJIE 0OMeHa JaHHBIMU?
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. araka ¢ IOJIMEHOM aapeca

. ATaK¥ 10 METOAY YMHOXXEHUS U OTPaKECHUS
. ataka Ha ocHoBe [CMP

. ataku yepes nocpeanuka (MITM)

. IEpeXBar ceaHca

D AW N -

3amanue 5

Kakas araka Mcronp3yercsi, KOria 3J10yMBIIIICHHUKH MOTYYatoT JOCTYI K (PU3UUECKON CETH, a 3aTeM
UCTIONB3YIOT aTaKy 4yepe3 MOCpeTHHKa Ul epexBaTa 1 00padoTKu TpaduKa 3aKOHHOTO MOJIb30BaTENs?

. araka ¢ IoJIMEHOM aapeca

. ATaK¥ 10 METOAY YMHOXXEHUS U OTPAKEHUS
. ataka Ha ocHoBe [CMP

. ataku yepes nocpeanuka (MITM)

. IEpeXBar ceaHca

D AW N =

3amanue 6

Kakas araka HCIOJIB3YCTCA, KOrAa 3JIOYMBIIIVNICHHUKY HHUIUHUPYIOT OJHOBPCMCHHYIO CKOOPAUHUPOBAHHYIO
aTaKy U3 HCCKOJIbKUX KOMHBIOTepOB-I/ICTOLIHI/IKOB?

. araka ¢ IOJIMEHOM aapeca

. ATaK¥ 10 METOAY YMHOXXEHUS U OTPaKEHUS
. ataka Ha ocHoBe [CMP

. ataku yepes nocpeanuka (MITM)

. IEpeXBar ceaHca

D AW N ==

Tema 4. PacipocTpaHEHHBIE CETEBBIE aTAKU
3amanue 1
K xakomy Tumy aTakyu OTHOCUTCS] HECAaHKIIMOHMPOBAHHOE IPOHUKHOBEHHUE?
1. Pa3BenniBaTebpbHasd araka
2. Araka noctyna
3. DoS-araka
4. CounanbHasi MHXKEHEPUS
3amanue 2
K kakoMy THIy OTHOCHTCS ataka ¢ moa0opoM napos?
1. Pa3BenniBaTebHasd araka
2. Araka noctymna
3. DoS-araka
4. CounanbHasi MHKEHEPUS
3amanue 3
K xakomy TuIy aTakyu OTHOCHUTCSI CKAHUPOBAHHE ITOPTOB?
1. Pa3BenpiBaTebHas araka
2. Araka noctyna
3. DoS-araka
4. CounanbHasi MHXKEHEPUS
3amanue 4
K kakoMy THIy OTHOCHTCS aTaka uepe3 nocpeanuka (man-in-the-middle)?
1. Pa3BenpiBaTebpbHas araka
2. Araka noctymna
3. DoS-araka
4. CounanbHasi UHXXEHEPUS
3amanue 5
K kakomy Tumy otHocuTcs cryunr-araxka?



1. Pa3BenpiBarenpHas aTaka
2. Araka nocrtyna

3. DoS-araka

4. CounanbHas UHKEHEPUS

Tewma 5. Vazsumoctu [P u yrpo3si.

Kakas aTraka HCIOJIB3YCTCA, KOraa 3JIOYMBIIIJNICHHUKNA BHCAPAIOTCSA MCKAY HCTOYHUKOM U HA3HAYCHUCM JJIA
MMpO3pa4YHOrO MOHUTOPUHTIA, 3aXBaTa U KOHTPOJIA oOMeHa JaHHBbIMH.

1. Ataka ¢ monMeHoH aapeca

2. Ataku Mo METOAy YMHOXEHHUS U OTPAKEHUS
3. Ataka Ha ocHoBe I[CMP

4. Araku uepes nocpeanuka (MITM)

5. Ilepexsar ceiiHca

Kakast ataka ucrnonb3yercs, Korja 3JI0yMBIIIICHHUKH MOIYYatoT JOCTYH K (PM3UYECKOM CeTH, a 3aTeM
UCIOJIB3YIOT aTaKy uepe3 NOoCpeaHHKa JUIsl IepexBaTa U 00padoTKu TpaduKka 3aKOHHOTO MOJIb30BATENs?

1. Araka ¢ mogmMeHoOH agpeca

2. ATaku 110 METOAY YMHOKEHUS U OTPAKEHUS
3. Araka Ha ocHoBe ICMP

4. Ataxu uepe3 nocpeanuka (MITM)

5. Ilepexsar celiHca

Kakas araka HCIOJIB3YCTCA, KOrAa 3JIOYMBIIIVNICHHUKY HHUIUHUPYIOT OJHOBPCMCHHYIO CKOOPAUHUPOBAHHYIO
aTaKy U3 HCCKOJIbKUX KOMHBIOTepOB-I/ICTOLIHI/IKOB?

1. Ataka ¢ monMeHoH aapeca

2. Ataku Mo METOAy YMHOXEHHUS U OTPAKECHUS
3. Araka Ha ocHoBe I[CMP

4. Araku uepes nocpeanuka (MITM)

5. Ilepexsar ceriHca

Kakas aTaka ucrnosb3yercs, Koraa 3710yMBIIUICHHUKH UCIIONB3YIOT 3X0-3aMPOCHhI JIsl OOHAPYKEHUS
MOJCETEH M XOCTOB B 3all[UILIEHHON CETH, YTOOKI CO31aBaTh JJaBUHHEIC D0OS-aTaku, a Takke H3MEHSITh
TaOIHIIBI MAPIIPYTU3AIMH XOCTa?

1. Ataka ¢ monMeHoH aapeca

2. Ataku Mo METOAy YMHOXEHHUS U OTPAKECHUS
3. Ataka Ha ocHoBe I[CMP

4. Araku uepes nocpeanuka (MITM)

5. Ilepexsar ceriHca

Kakas aTaka ucrnosib3yercs, KoTaa 3JI0yMBIIIUICHHUK CO37aeT MaKeThI ¢ JOXHOW nHpopManuei 06 [P-anpece
MCTOYHHKA, YTOOBI JTMOO CKPBITh TUYHOCTh OTIIPaBUTENS, JIUOO BbIAATH Ce0sl 32 IPYroro JEruTHMHOTO
0JIb30BaTes?

1. Ataka ¢ monMeHoH aapeca

2. Ataku Mo METOAy YMHOXEHHUS U OTPAKECHUS
3. Ataka Ha ocHoBe I[CMP

4. Araku uepes nocpeanuka (MITM)

5. Ilepexsar ceriHca

Tema 6. Yazsumoctu TCP u UDP.
Kakast araka ncnonab3yeT TpeXCTOpOHHEE KBUTUPOBaHUE?
1. ataka co copocom TCP
2. pmyn-araka UDP
3. naBunHas ataka SYN-flood TCP
4. Dos-araka
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5. nepexsar ceanca TCP

Kakas aTaka ucroyib3yer 4eThIPEXCTOPOHHUN OOMEH JIJIsl 3aBEPIICHUS COSAMHEHUS, UCTIONb3YS Tapy
cermenToB FIN 1 ACK ot kaxxgoro xocra?

1. araka co copocom TCP

2. ¢pnyn-araka UDP

3. naBunHas ataka SYN-flood TCP
4. Dos-ataka

5. mepexsar ceanca TCP

B kakoii arake 3710yMBIIIICHHUKY MPHUILIOCH ObI moaMeHuTh [P-agpec ogHOro XocTa, CiporHo3upoBaTh
CJIEIYIOIINI NOPSAAKOBBIN HOMED U OTIIpaBUTh noareepxkaeHue (ACK) Ha apyroil XocT.

1. araka co copocom TCP

2. pmyn-araka UDP

3. naBunHas ataka SYN-flood TCP
4. Dos-araka

5. nepexsar ceanca TCP

Kakoe cereBoe ycTpoiicTBO rapaHTHPYET, 4YTO BHYTPEHHHM TpahuK MOKET BHIXOAUTH U BO3BPALLATHCS, HO
BHEUTHUI TpaduK HE MOXKET HHUIIMUPOBATh COSAMHEHUS C BHYTPEHHUMU y3J1aMu?

1. Cerp VPN

2. MexcereBoit 3kpaH ASA
3.1IPS

4. ESA/WSA

5. CepBep AAA

Kakoii cepBep coepKHUT 3alMIICHHYI0 0a3y JTaHHBIX O TOM, KTO aBTOPU30BaH JUI JOCTYTIA M YIPABICHUS
CETEBBIMU yCTpOiicTBaMH?

1. Cers VPN

2. MexcereBoii 3kpaH ASA
3. IPS

4. ESA/WSA

5. Cepeep AAA

Kakoit meton mudpoBanus MOBTOPSIET MPOLIECC aJrOpyUTMa TPU pa3a U CUMTAETCA OYEHb HAJIEKHBIM MIPU
peanusaly ¢ UCIOIb30BaHNEM OY€Hb KOPOTKHX CPOKOB CITY»ObI Kiroua?

1. llIndp Rivest

2. Tpoitnoit DES

3. llludposanue OGrokamu

4. Crannapt mugpoBanus ganabix (DES)
5. [loTtounoe mudpoBanue

Kaxkoit meton mudpoBanus mudpyeT Kakablii OUT Win 6aliT OTKPBHITOrO TEKCTa 0OpadaThIBaeTCs
otaenbHO? [Ipumeps! BKitouatoT B ceds RC4 u AS5?

1. HIudp Rivest

2. Tpoiinoit DES

3. ludposanue 6mokamu

4. Crangapt mmdpoBanus gaaHbix (DES)
5. IloTounoe mudpoBanue

Tema 7. becipoBOIHBIE CETH.
3amanue 1
Kak Beimsaut BHemHe Bluetooth mpuemo-nepenarank?
1. Bluetooth mpuemo-niepeaTymk MOXoxK Ha CETEBYIO KapTy
2. Bluetooth nmpueMo-nepeaaTark MOX0XK Ha pOyTep
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3. Bluetooth npuemo-nepenarunk noxoxx Ha HUB
4. Bluetooth mpuemo-nepeaaTurk Moxox Ha OOBIYHYO (IICTIIKY
3aganue 2
Kakum o6pazom Bluetooth-amanreps! moakrouarOTCs K KOMIbIOTEpam?
. Bce coBpeMeHHbIe Bluetooth-amantepsr mogkitoyarorcs yepe3 LPT-opt
. Bce coBpeMenHbIe Bluetooth-amanteps! monkmouatorcs uepe3 COM-mopt
. TIocpecTBOM pazbema RJ-45
. Bce coBpeMeHHbIe Bluetooth-amanteps! monkmrouarorcs yepes miary PCI

D AW N =

. Bce coBpeMeHHbIe Bluetooth-aganteps! nogkirouatorcst yepes USB-nopt

3amanue 3

Mo:xHo 1 B MoOUIsHOM 3G cetu nepenaBarh BHICO?

1. HeT. MoOunbHbIe 3G ceTH mpeaHa3HaYeHBI IS TOJIOCOBOTO TpaduKa U MaKeTHOM Mepeiaun JaHHbBIX
2. HeT, TOJIBKO TrOJI0COBOH Tpaduk

3. HeT, HO TOJIBKO C OTPaHUYEHHUEM pa3Mepa BUEO 10 ABYX rurabaut

4. ma, MOXKHO

3amanue 4

Ha uto noxoxa ctpykrypa cereit WIMAX?

1. crpykrypa cereit WIMAX cxoxa ¢ ceTbio UHTEepHET

2. Ha CTPYKTYpPY CEeTel KIHEeHT-CepBep

3. ctpykrypa ceteit WIMAX cxoxka ¢ teneponasimu GSM cetsimu

4. Ha CTPYKTYpY OAHOPAHTOBBIX JIOKAJBbHBIX CETEH

3amanue 5

Uemy paBHO MaKCUMaJIbHOE KOJIMYECTBO BEJOMBIX YCTPOMCTB B TUKO-CETH?

1. mare

2. 011HO

3. Tpu

4. ceMb

3amanue 6

3a c4eT 4ero MOXKHO YBEITUYHTh YHCIIO MOJIb30BaTeNel OeCIPOBOHON OPUCHON CeTH?
1. 3a cuet mpokcu-cepsepa

2. 3a cUeT JOMOJIHUTENbHBIX aJalTePOB U POYTEPOB

3. 3a cuer A00aBIECHUS B CTPYKTYPY CETHU JOMOJHUTENbHBIX y3JI0B — CBUTYEH

4. 3a cyet OoJee MOIIHBIX AaHTEHH

3amanue 7

3ayeM Ha OeCpOBOMHBIX aanTepax u poyrepax umeercsa kuornka WPS nnu ee ananor — QSS?
1. oHa yckopsieT paboTy OeCIpOBOHOM CETH

2. Ha)KaTHe KHOTIKH CIIY>KUT JJIs1 OBICTPOI HACTPOIKH 3aIUThl O€CIIPOBOAHOM ceTH (Iepeaayn Kioua
0€30IMacHOCTH)

3. oHa cOpackIBaeT OECIPOBOIHOE YCTPOUCTBO K 3aBOJICKUM HACTPOHKAM

4. oHa yfaysieT mapoJib Ha BXOJ B OECITPOBOAHYIO CETh (K04 O€3011aCHOCTH)
3aganue 8

OtMeThTe NpaBUIIbHBIA OTBET?

1. xab HeoOX0AMMO HACTpauBaTh

2. CBUTY HEOOXOIMMO HACTPauBaTh

3. poyTep He0OXOIUMO HACTPANBATh

4. 3G MozeM HeOOXOMMO HACTPaUBATh

Tema 8. CepBep NpUITOKEHUH.
3ananue 1



C kaxoii nensto Ha BM ycranasnmmBarot cpencrsa Vmware Tools?

1. yctanoBka cpeactB VMware Tools Mo3BOIUT BXOAUTH B XOCT-CHCTEMY U paclIapyuBaTh Ha HEH (aiibl,
HanpuMep, TUCTPUOYTUBBI HY)KHBIX HaM ITPOrpaMM

2. ycranoBka cpenctB VMware Tools moBsImaeT HaaeHOCTh paboTel BM
3. ycranoBka cpenctB VMware Tools moBsimaeT 6e3onacHocts pabotsl BM

4. ycranoBka cpeacts VMware Tools nmoBblmaeT ckopocts pabotst BM

3ananue 2
3aueM Ha BUpTyanpHOU MamuHe VMware Workstantion npousBonsT paboTy co CHUMKaMu?
1. CHUMKH MOBBIIIAIOT OBICTPOACHCTBUE BUPTYATIbHON MAITMHbI

2. CHUMKH TOJIE3HBI, €CJIM HY)KHO BEpHYTh BUPTYaJIbHYIO MAIIMHY B Mpeablayliee, Ooee cTabuiIbHOe
COCTOSIHHE

3. CHUMKH yJTy4IlIaioT 6€30MacHOCTh pabOThl BUPTYaIbHON MaIIUHbI

4. cHUMKH 00€eCTIeUNBAIOT COXPAaHEHHE COCTOSHUS BUPTYaJIbHBIX MAIlIMH U BO3BpAT K HEMY B JII000€ BpeMs

3amanue 3
B 4yem naznauenne DNS cepBepa, KakoBBbI €ro 3a1a4u?

1. DNS cepBep mo3BoisieT KOMIIbIOTEpaM aBTOMATUYECKHU MMoay4darh [P-aapec u apyrue napamerpsl,
HeoOxoaumbIe it pabotsl B cetu TCP/IP

2. DNS cepsep conocrasinseT NetBIOS-umén komnbrorepos ¢ [P-agpecamu y3mnoB

3. DNS cepsep, npunnmaetr HTTP-3ampocs! ot kaueHToB U BeigaeT uM HTTP-oTBeThI, 00BIYHO BMECTE C
HTML-ctpanuueii, nzobpaxxeHuem, paitioM, Meaua-moToKOM WX APYTUMU JaHHBIMU

4. DNS cepep comnocrapiseT OyKBEHHbIE 3HAYCHHS IOMEHHBIX UMEH ¢ IU(PpoBbIM 3HaUeHueM [P-aapecos
1 Ha00opoT

3aganue 4

Kakast komanna TpeOyeTcs 1 n3MEHEHHs] MUHUMATTbHOU JUTMHBI Tapoisi?
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1. myck-I1Y-AnmMuHucTpupoBaHue
2. myck-I1Y-A nmuauctpupoBanue-Ilonmutuka 6e30macHOCTH
3. mapametpsl Oe3onacHoctu-Ilonmurrka 6e3omacHocTu-IlomuTHka mapomnei

4. mapametpsl 6e3omacHocTu-IlonuTrka 6e30macHOCTH

3amanue 5

Kakyto komany B okHe Ci1y»Obl KOMIIOHEHTOB HY>KHO MPOU3BECTHU AJIs CO3/1aHUS MOJIB30BaTENsl, KOTOPBIN
CMOXET HCIIOJIb30BaTh PECYpPChl CETU

1. menxHUTE JNeBOM KHONKOM Ha nanke Users u BeiOepute komanay Co3narb-Ilonp3oBatens
2. ABaXKABI IIEJIKHUTE JIEBOW KHOMKOM Ha mamnke Users u BeiOepute komanny Coznares-Ilonb3oBarensb

3. menKkHUTE MpaBoii KHOMKOM Ha mamnke Users u BeiOepute komanny Coznars-Ilonb3oBarensb

3aganue 6

Urto HE MOXKET OBITH OOIIUM PECYPCOM CETH?
1. oOmuit daiin

2. obmas mamka

3. mpuHTEp

4. xoMIIbIOTEP

5. rpymnma

3aganue 7

Jlj11 4ero B OKHE CBOMCTB MaIlKM CIIYXHUT KHOIKa “Pa3spemenus’™?
1. 4TOOBI 3aKPBITH OOIIMI TOCTYT K MaIKe

2. ans BBIOOpA MpaBHJII TOCTYMA K OOIIei marnke 1Mo ceTH

3. 9TOOBI OTKPBITH OOIIMI TOCTYT K MaImKe

207
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4. 1J1st HAaCTPOMKHM TOCTYIAa B aBTOHOMHOM PEKHME

Tema 9. AIMUHHCTPUPOBAHUE CETH.
3ananue 1
Kaxko#i u3 monp3oBaresnei cepBepa uMeeT HauOOJbIITHE TIpaBa?
1. cucTeMHBI aIMUHUCTPATOP
2. 10CTh
3. aAMUHHMCTPATOP
4. nonb30BaTENb
3aganue 2
Urto He BXOAMT B JOKHOCTHBIE 00S3aHHOCTU CUCTEMHOTO aIMUHUCTpaTopa?

1. ocymIecTBISIET KOHTPOIb 32 MOHTAKOM CETEBOTO 000PYIOBaHUS CIICIIUATUCTAMUA CTOPOHHUX
OpraHu3aLuil

2. coo0IIaeT CBOeMY HEMOCPEACTBEHHOMY PYKOBOAMTEIIO O CIy4asX 3JI0yHOTPEOICHUS CEThI0 U IPUHSTHIX
Mepax

3. OCYIIECTBIISIET TTOKYTIKY U IOCTABKY CETEBOTO MPOrPaMMHOTO 0OecTiedeHHsI U 000pYI0BaHUS

4. TOTOBUT MPEIOKEHHUS IO MOJIEPHHU3ALMH U TPHOOPETEHUIO CETEBOTO 000PYIOBAHUS

3aganue 3

B gem cMmpIc co3nanust To4epHUX OOBEKTOB M JIOMEHOB?

1. nouepHuEe OOBEKTHI UMEIOT POIUTENEH

2. IpHU CO3JJaHUH TOYEPHETO JOMEHA IOBEPUTEIbHBIE OTHOILICHHUSI aBTOMATUYECKU (DOPMUPYIOTCS MEXKIY
JOYEPHUM JIOMEHOM U €T0 POAMTEIIEM, YTO CYLIECTBEHHO YIPOIIAET yIpaBiIeHue JOMEHAMU

3. pecypchl Xpansarcs B Active Directory kak 00bekThl. JlouepHre 00bEKTHl MOTYT UMETh JETEH

4. ponuTenb MOXXET UMETh JIF000€ KOITMYECTBO JIE€TEH, HO JOUEPHUN OOBEKT MOXKET UMETh TOJIBKO OHOTO
ponurens

3aganue 4
VYKkakuTe Ha HEMPABUIIbHBIA OTBET?

1. pegakTupys rpynmoByIo NOJIUTUKY HA CEpBEPEe, MOXKHO MEHSATh MHOXKECTBO ITapaMeTPOB Ha KJIMEHTAX,
410 0bserdyaer paboTy aIMUHHCTPATOPa CETH

2. penakTUpys rPyHIOBYIO MOJIUTUKY TPYIII, MO)KHO MEHSTh MHOYKECTBO HACTPOEK Ha cepBepe, YTo
obneryaet paboTy aIMUHUCTPATOPA CETU

3. penakTupys rpyInoByIO NOJUTUKY HA KJIMEHTE, MOXKHO MEHSATh MHOXECTBO [TapaMeTPOB Ha JIPYTUX
KIIMEHTaX, YTO 00J1erdaeT aAMUHUCTPUPOBAHUE CETH

4. penakTupys rpymnroBylo NOJUTHUKY Ha CEpBEPE U KIMEHTaX, MOKHO MEHSITh MHOXECTBO MmapameTpoB AD,
410 0bserdyaer paboTy aIMUHHCTPATOPa CETH

3aganue 5

UTto HE MOXKET OBITH OOIIMM pecypcoM ceTu?
1. oOuruii daiin

2. o0111as mamka

3. mpuHTEp

4. KOMIIBIOTEP

5. rpymnma

Tema 10. Tunsl BUPTyaIbHBIX YaCTHBIX CETEH.
3amanue 1
C xaxkoit nensto Ha BM ycranasnuBarot cpeactsa Vmware Tools?

1. yctanoBka cpeactB VMware Tools Mo3BOIUT BXOAUTH B XOCT-CHCTEMY U paclliapyuBaTh HA HEH (aiibl,
HanpuMep, TUCTPUOYTUBBI HY)KHBIX HaM IIPOrpaMM

2. ycranoBka cpeactB VMware Tools moBpIaeT Haies)kHOCTh paboTel BM
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3. ycranoBka cpenctB VMware Tools moBsiaeT 6e3onacHocts pabotsl BM
4. ycranoBka cpeacts VMware Tools moBslimaeT ckopocTts padbotst BM
3aganue 2
3aueM Ha BUpTyanbHOU MammHe VMware Workstantion nmpousBoasaT padboTy co CHUMKaMu?
1. CHUMKH TTOBBIIIAIOT OBICTPO/ICHCTBUE BUPTYATLHOW MAITUHBI

2. CHUMKH TOJIE3HBI, €CJIM HY’KHO BEPHYTh BUPTYyaJIbHYIO MAIlIMHY B MpeAblayliee, Oojee cTabuibHOE
COCTOSIHHE

3. CHUMKH yITy4IIatoT 6€30MacHOCTh paOdOThl BUPTYaJIbHOW MalllMHbI

4. CHUMKH 00€CIIeUnBaIOT COXPAaHEHHE COCTOSIHUS BUPTYaJIbHBIX MAIIMH U BO3BPAT K HEMY B JII000€ BpeMsI
3amanue 3

B uem nasznauenne DNS cepBepa, kakoBbI €ro 3a1a4u?

1. DNS cepBep mo3BoJisieT KOMIIbIOTEpaM aBTOMATUYECKHU MMoay4darh [P-aapec u apyrue napamerpsl,
HeoOxoaumbIe it pabotsl B cetu TCP/IP

2. DNS cepBep conocrasnsier NetBIOS-umén komnbrorepoB ¢ [P-anpecamu y3ios

3. DNS cepsep, npunnmaetr HTTP-3ampocs! ot kaueHToB U BeigaeT uM HTTP-oTBeThI, 00BIYHO BMECTE C
HTML-ctpanuueit, nuzodbpaxeHuem, paitioM, Meaua-moToKOM WIN APYTUMU JaHHBIMU

4. DNS cepsep comocTtapisieT OyKBeHHbIE 3HAYCHUSI JOMEHHBIX HMEH C U(pOBbIM 3HaueHueM [P-anpecoB
1 Ha000pOT

3aganue 4

Kaxkast komanma TpedyeTcst 11t U3MEHEHU ST MUHUMAJIBHOW JUTMHBI TTapoJist?
1. myck-I1Y-AnmMuHuCTpHUpOBaHUE

2. myck-I1Y-A nmuauctpupoBanue-Ilonmutuka 6e30macHOCTH

3. mapameTpsl 6e3omacHocTu-Ilonutuka 6ezonacHoctu-lIlonuTrka maponeit
4. mapametpsl 6e3omacHocT-IlonuTrka 6e30macHOCTH

3aganue 5

Kakyto komany B okHe Ci1y»Obl KOMIOHEHTOB HY>KHO MPOM3BECTHU AJIs CO3/IaHUS MOJIB30BaTENsl, KOTOPBIN
CMOXET HCIIOJIb30BaTh PECypPChl CETU

1. menakHUTE JeBOM KHOMKOM Ha manke Users u Beioepute komanay Cosnathb-Ilons3oBaresns

2. ABaXKABI IIEIKHUTE JIEBOW KHOMKOM Ha mamnke Users u BeiOepute komanny Coznares-Ilonb3oBarensb
3. meNKHUTE TIpaBOil KHOMKOM Ha marnke Users u Beioepute komanay Cosnath-Ilons3oBaresnn
3aganue 6

UTto HE MOXKET OBITH OOIIMM pecypcoM ceTu?

. o0t daiin

. 00II1as marnka

. IPUHTEDP

. KOMIIBIOTEP

D AW N ==

. Tpymmna
3amanue 7

Jlj1g 4ero B OKHE CBOMCTB MaIIKM CIIYXHUT KHOIKa “Paspemenus’™?
1. 9TOOBI 3aKPBITH OOLTUI JOCTYII K TAITKe

2. ans BBIOOpA MpaBHJII TOCTYMA K OOIIei marnke 1Mo ceTH

3. 9TOOBI OTKPBITH OOUTUH JOCTYII K IMaIKe

4. nns HACTPOMKHU IOCTyIa B aBTOHOMHOM pPEeKHMe

4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILINHE IPOBOAUTCS B OopME IK3aMeHa

Tunossie Bonpocekl 3xk3amena (OIIK-5)



210

Bomnpocs! k 3x3ameny: 1. Hactpoiika WLAN. 2. MaTerpupoBanHbie MapupyTuzaropsl. 3. Tabmuna ARP Ha
ceTeBbIX ycTpoicTBax. 4. Mogens OSI. 5. Orpaxenue arak uepe3 ARP. 6. Hactpoiika VLAN a1 HoBoM
WLAN. 7. bazoBas HacTpoiika 6ecripoBoHoi cetu. 8. Cranmaptel WiFi 802.11. 9. MaKancynsius JaHHBIX.
10. 3amura 1ocTyna K NpUBWIETMPOBAHHOMY U IOJIb30BaTeIbCKoMy pexumy. 11. Orpannuenns [Pv4. 12.
Hacrpoiika napameTpoB HHTETprpoBaHHOTO MapipyTu3aropa. 13. Kommyranus ¢ Oydepusanueii u 6e3. 14.
CrannapTsl ¥ IPOTOKOJIBI (pU3MUecKoro ypoBHs. 15. CriocoObl B3auMOICHCTBHUS IPOTOKOJIOB MPUIIOKEHUH ¢
MPUIOKEHUSIMU KOHEUHBIX Monb3oBareneid. 16. MAC-anpeca onHOapecHOM, UPOKOBEIATEIbHON U
MHOT0a/IpecHOl paccbulkh. 17. Mepsl 6e3omacHocT ceteBbIX ycTpoiicT. 18. CpaBuenne UDP u TCP. 19.
Otpaxenue arak yepe3 STP. 20. YerpolicTBo Mapiipytusaropa. 21. @opmaTupoBaHue U MHKAICYJIALUSA
cooOmienus. 22. IP - agpecarus yctpoiicts. 23. [Iporokon Auddu-Xennmana. 24. MeTonsl 3a1UThI
yCcTpoiicTB. 25. OOHOBICHHE MUKpOTIpOrpaMMHOro obecriedenus. 26. [IpoBepka 6€30MacHOCTH OTKPBITHIX
noptoB. 27. Buasl arak DHCP. 28. bezonacnocts WPA2-Enterprise. 29. Hactpoiiku PortFast. 30.
[TpucBoennsie rpymnmossie IPv6 anpeca. 31. [Tonnenka 3anuceit B ARP tabnune. 32. [lonsrue
[P-anpecaruu. 33. O6meH B cetr o npoTokory SMB / SAMBA. 34. OntoBoIOKOHHBIE KaOeln U UX
napametpsl. 35. [lonstue cereBbix cpea. 36. Cetu paznuunbix MacTabos. 37. CermeHnranus cetu. 38.
YcraHoBKa U KOH(GUTypaiys annaparHeix ycTpoiicts. 39. [lonasnenue ceteBbix atak. 40. [IpenoTBpaienue
neperpy3ok. 41. O6nosnenue xxyprana SNMP. 42. Tononorust WLC. 43. HacTtpoiika 6ecipoBogHON
sauenctoi cetu. 44. Jlunamnueckass MHororoueuHasi VPN-cets niau DMVPN. 45. YeranoBka anmapaTHbIX
ycTpoiicT. 46. Co3nanue U peJakTUpOBaHUE MOIb30Barenei B cetu. 47. OCHOBHBIC MTPOOIEMBI
ARP-tabnuu. 48. JleiictBue cuctemsl npenorspaineHus ropsxeHuii(IPS). 49. MexcereBbie skpabl. 50.
[ToxkiroueHne ynaleHHbIX MOJIb30Bareneil Kk cety MHTepHer.

TunosBble 3aganua 1js 3k3amena (OIIK-5)
He npenycMorpensl

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

Jeckpuntops! (ypOBHN) — OCHOBHBIC PU3HAKKA OCBOCHUS (TIOKa3aTeIH

Onenka Kommnerenrinm
TOCTYKCHHSI pe3YJIbTaTa)

OIIK-5 CB0OOTHO OpHEeHTHpyeTcs B Marepuaie (IIpUMepbl M3 MPAKTHKH,
TabauIbl, rpadukd U T.J.), aHAIU3UPYET U 0000IIAeT pe3ysabTaThl
NOJYYCHHBIX JAHHBIX B MPOIECCe NPAKTHYSCKOTO — 3aJIaHHs
(HacTpoliku Mapuipytu3aropa). Ha Bompocel OTBe4aeT Kparko,
apryMEHTHPOBAHO, YBEPEHHO, TI0 CYIIECTBY.

«OTIINYHOY
(85 - 100 6anoB)

OIIK-5 JleMOHCTpUpyeTCsi ~ JOCTaro4yHOe  3HAHME W IIOHUMAaHHe
«XOPOIIIOY COBPEMEHHOTO OTEYECTBEHHOTO H 3apyOeXHOTo HampaBICHUS

(70 - 84 6amnoB) uneHtudukaryu  koHpurypamuu — MC.Bompocel,  3amaBaeMbie

MPENOaBaTEIeM, HE BBI3BIBAIOT CYILIECTBEHHBIX 3aTPYIHEHU.

OIIK-5 JleMoHCTpUpyeTCsl HE JAOCTaTOYHOE 3HAHME M IIOHUMaHUE
«YHOBICTBOPUTEILHOY HOCTPOCHUS CETEBOM MH(PACTPYKTYPhl U CETU B paMKaxX HU3yuCHHUs

(50 - 69 Gamnnog) kypca. CnaGo opuentupyercss B KoHpurypauuu HC. Bompocsl,
3ajlaBacMble IPEIoiaBaTeIeM, BbI3bIBAIOT 3aTPyAHEHH.

OIIK-5 JIeMOHCTpUpYETCS HEYHIOBJIECTBOPUTEIbHBI YpPOBEHb 3HAHUH H
NOHUMaHHUSI TOCTPOCHHS CETEBOM MHPPACTPYKTYPhI U CETH B paMKax
«HEYIOBJIETBOPUTEILHOY uzydeHus kypca. He opuentupyercss B koHpurypammu HMC. He

(menee 50 6annos) MOXET MPOM3BECTH HACTPOWKY KOHEYHBIX YCTPOHCTB JIOKaJbHOMH
cern.HeyBepeHHO W JIOrMYECKH HEMOCJICIOBATEIFHO H3JIaraet
Marepual.

5. MeTonnuyeckue yKkazaHusi JAJis1 00y4a0IUXCS 10 OCBOCHUIO M CHUILIHHBI (MOLYJI)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3aIlNA CaAMOCTOSTEIBHOM PadOThI 00YUYaIOIIUXCSI:

[Ipuctynas K W3yYeHWIO TUCIUILIMHBI, B MEPBYIO Odepelb OOydaromuMmcsi HEOOXOAMMO O3HAKOMHUTBCS
comepxaHueMm paboueil mporpammbl nuctuiumHbl (PIT[]), xotopas ompexaenser copepxaHue, o0ObeMm, a
TaKKe MOPSAIOK U3YUCHHsI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.
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Jlnist caMOCTOSTENbHON pabOThl BaKHOE 3HaUECHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHWe IUCIMIUIMHBD) YKa3bIBAIOTCA BCE pasfelbl M TEMbl H3y4aeMoil
JTMCLUIUIMHBIL, @ TAKXKEe BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe ©  HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
pexoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEPATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLHUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHue,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COAEPKUTCS MEpeuyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennanuu o0y4aromumcs o padbore ¢ TEOPETHUECKUMHU MaTepHallaMu 110 TUCIUILIIMHE

[Ipu uzyyennu u npopaboOTKe TEOPETUUECKOr0 MaTepHaa HeoOX0AUMO:

- IPOCMOTPETH €IlIe pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAaHHOM IOMOJIHUTEIbHOU
JUTEPaTyphl;

- IIPY CAMOCTOSITEIBHOM M3YyYE€HHH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHBIE
B PII/] ucrounuku, npodeccrnoHasibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbBIE CUCTEMBI:

- OTBETUTH Ha BOIIPOCHI JJIsl CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenpanuu no pabote ¢ Hay4HOH 1 yueOHOM JuTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHMTEPaTYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKnu JOJKEeH coliepKaTh peepaTuBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KOHCIeKT MOXKeT OBITh BBITIONHEH B paMKax pacliedyaTKd BbIIa4uH
NPe3eHTAlUi JIGKIUH WM B OTACNIBHOW TeTpaau mo mpeaMery. OH JODKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.

KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBETHl HA KaX/bIi TOCTAaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpa, HAa3BaHMS W TOJA HU3AAHUS HCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoXeT ObITh ONOpPHBIM (COAEpXkAaTh JUIIb OCHOBHBIC KIIIOUYEBBIC MO3MIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JenaTh 3allUCU IO XOAy 4YTE€HHS B BHJIE NPOCTOr0 WIM pPa3BEPHYTOrO IIaHa (co31aBaTh IEPEUYECHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOYHHKE);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011eHe OCHOBHBIX BOIIPOCOB PabOTHI);

- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PexoMeH1a1tuy MO NOATOTOBKE K OTAENIBHBIM 33aHUAM TEKYIIETO KOHTPOJISA

CobecenoBanue MpenrnoyaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH 10 BOIpPOcam
MPAKTUYECKOTO 3aHATUS C LEJbl0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.

YCTHBIE OMpPOC MOXKET TMPUMEHATHCS B pas3audHbIX (Qopmax: (PpoHTAIBHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEIKAIIETO OIICHKE:

- MPaBWJIBHOCTh OTBETA 110 COAECPIKAHUIO;
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- IOJTHOTA U TIIyOuHa OTBETA;
- CO3HATEJIBHOCTh OTBETA;
- JIOTMIKA U3JI0KEHUsI MaTepuaa;
- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHUs OCTAaBICHHON yueOHOil 3a1auy;
- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISAIHBIX MOCOOMH U TEXHUYECKUX CPEICTB IPH
OTBETE;
- HCIIOJIb30BaHUE JOIIOJHUTEIBHOIO MaTepHaa;
- PalIMOHAJILHOCTb HUCIIOJIB30BaHUS BPEMEHH, OTBEJICHHOIO HA 3a/laHNE.
YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTABIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTHYECKOTO 3aHATHUSA. [IpH BRICTYIUIEHHH ¢ Mpe3eHTanueid HeoOXoauMo oOpamarb BHUIMaHUE
HAa TaKM€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAlUN: AKTYaJIbHOCTh TEMBI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI COJIEPIKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUSIM (IIETTH. CCBHUTKH
Ha PECypChl. COOTBETCTBHUE CONEPXKAHHS M JUTEPATyphl), MPAKTHUECKasT HANPaBICHHOCTh, COOTBETCTBHE
CoZIepKaHus 3asiBICHHON (popMe, aJeKBaTHOCTh UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3a1adam,
MOCIIEIOBATEIEHOCTD U JIOTHYHOCTbH MPE3CHTYEMOTO Marepuara,

- odopMiieHHE TMpe3eHTAMU: 00bheM (ONMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIUYHE U
COOTBETCTBHE TpapUKd W aHWMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH O(GOPMIICHHS, ACTETHKA, HCIIOJIIb30BaHHE
BO3MO)XHOCTH MTPOTPAMMHO# CpEJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- TMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CITOCOOHOCTH. COOIIOIEHHE PErIaMEeHTa, SMOIMOHAIBHOCTh, YMEHHE
OTBETHTBH Ha BOIPOCHI, CHCTEMAaTU3UPOBAHHBIC, TITyOOKHE 1 TIOHBIC 3HAHUS 110 BCEM pa3JieiaM IPOTrPaMMBI:
- COIep’KaHWE BBICTYIUICHUS: JIOTMYHOCTh W3JIOKEHUS Marepuaia, PacKpbITHE TEeMbl, JOCTYITHOCTh
u3nokeHus, d¢pdextuBHOCT, TpuMeHeHuss cpeactB  WKT, cmocoObl W yCIOBUSL  TOCTHOKCHHS
pPEe3yNBTaTUBHOCTH W 3(P(EKTUBHOCTH U1 BBIMOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
JESITeTbHOCTH, JOKA3aTeIbHOCTh NMPUHUMAEMbBIX PEUICHHH, YMCHHUE apTyMEHTHUPOBATh CBOW 3aKJIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeToANYecKOe U MHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:
1. Kosran H. M. Kommnerotepusie cetu : ydebHoe mocodme. - Munck: PUIIO, 2014. - 180 c. - Tekcr :

anekTpouubii  // OBC  «YHuBepcurerckas ~— OuOnMOTEeKa  OHJIAMHY [caiir]. - URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. Jlamonmna O. P. MexceTreBbie 3KpaHbl : ydeOHOoe mocoOue. - 2-¢ u3A., uchpaB.. - MocCkBa:
Hammonaneueiit OtkpeiTeiii YauBepcutet «MHTYUT», 2016. - 466 c. - Teker : snexkrponHbn // DbC
«YHUBEPCUTETCKAS OmoOImoTeka OHJIANH» [caiT]. - URL:

http://biblioclub.ru/index.php?page=book&id=429093

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®omun /. B., Iy6os B. JI. Y4yeObHO-MeTOIMYECKOE TOCOOKE TIO BBITIOJHEHUIO pacueTHO-TpaduuecKon
paboThl 1O TeMe: DJEKTPOHHAs OXKE-CIIEKTPOCKOMHUs : MeToaudeckoe mocoome. - Mocksa|bepnuH:
Hupexr-Menua, 2015. - 40 c. - Tekcrt : anexrponubii // OBC «YHUBEpcUTETCKass OMOIMOTEKA OHJIAWH»
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=278996

2. PynenkoB, H. A., Ilponerapckuii, A. B., CmupnoBa, E. B., CypoBoB, A. M. TexHoyorum 3amuThI
nH(pOpMaIU B KOMIBIOTEPHBIX ceTsX. - 2021-01-23; TexHonoruu 3amuThl THHOPMAIIMHA B KOMITBIOTEPHBIX
ceTsix. - Mocksa: UnTtepHet-Yausepcutrer Uudopmanumonnsix Texnonoruit (MHTYUT), 2016. - 368 c. -
Texct : anexrponnsii / IPR BOOKS [caiiT]. - URL: http://www.iprbookshop.ru/73732.html

3. [Tam6. roc. yu-T um. [.P.JlepxaBuna] 3amura nHPOpMAIMM HAa OCHOBE MPOTPAMMHO-aNMapaTHBIX
cpencts. - [Tam60B]: Uzn-Bo TT'Y, [200. - 1 snextpod. ont. auck (CD-ROM).

6.3 VHpIe MCTOYHUKU:
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1. ®enepanbusblii mopran "Poccuiickoe odpazoBanue” - http://www.edu.ru/
2. Iloptan "I'ymanutapHoe oopazoBanue"” - http://www.humanities.edu.ru/

3. ®epepanbHoe xpaHwiniie «EamHas Kommeknus [MQPOBBIX 00pa30BATEIBHBIX PpPECYpPCOB» -
http://school-collection.edu.ru/

4. @enepanbHas ciry:x0a 1o HaA30py B cepe 0Opa3oBaHus U Hayku - http://obrnadzor.gov.ru
5. Bomipockr o6pazoBanus - http://www.ecsocman.edu.ru/vo

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecnedyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jlng mnpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJs TMPOBEICHUS 3aHATHH JIEKIIMOHHOTO M CEMHHApCKOro THIIA,
TPYNIOBBIX W HWHAMBHUIYaJIbHBIX KOHCYJIbTALMM, TEKYLIEr0 KOHTPOJI U MPOMEKYTOUHOM aTTecTaluw,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThI.

VYdeOHbIe ayTUTOPHUN U IIOMEIICHUS ISl CAMOCTOSTEIILHON padO0Thl YKOMIUIEKTOBAHBI CIICTIHATH3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMH CPEJICTBAMHU OOYyUCHHMS, CIIY>KAIIUMH JIJIs1 TIPEICTABICHHS yueOHOW nHbOpMauu
OOJIBITION ayTUTOPHH.

[TomerieHus U1 CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeeHNs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpaud (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTIOCKA).

JluneH3noHHOE ¥ CBOOOTHO PACTIPOCTPaHIEMOE MPOTPpaMMHOE 00eCTICUCHHE:
Microsoft Windows 10

Microsoft Office [Ipodeccronanbhsrii mioc 2007

Cisco Packet Tracer

Onepanuonnas cucrema "Ansr O6pazoBanue"
LibreOffice

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKN TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmorewunas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOIMoreyHass cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas Oubnanoreka. — URL: http://nlr.ru

7. lpesunentckas 6udnuorexa umenu b.H. Expriuna. — URL: https://www.prlib.ru

8. Hayunas osmektponHas OubOnuorexka Poccuiickoit akamemunm — ectecTtBo3HaHms. —  URL:
https://www.monographies.ru

9. OnexrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mpenopaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEMMHBIX, THIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00pA30BATEILHON CPEe YHUBEPCUTETA.



