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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:
IIK-1 CrnocobeH mareMaTH4eCcKH KOPPEKTHO CTaBUTh €CTECTBEHHO-HAy4HBIC 3a7a4yd, 00JjajaceT 3HAaHHUEM

IIOCTAaHOBOK KJIACCHYCCKHUX 3aJJa4 MaTEMaTUKH

1.2 Tumbl 3amad mpodecCHOHATBHOW JEATETLHOCTH, K KOTOPBIM TOTOBATCS OOydYaroluecs B paMKax

OCBOCHMHA NJUCLHMITIIIMHBI:

- HAy4YHO-UCCJIEA0BATEIbCKHI

1.3 JlucumriinHa OpUEHTHPOBAHA Ha MOATOTOBKY OOydYaroUIMXCs K MPo(ecCHOHaIbHOM AEATEIbHOCTH B

cepe: npoeCCHOHANBHOW JEATENbHOCTH B MNPOMBIIIJICHHOCTH (B cdepe

40 CKBO3HBIE BUJILI

HAy4YHO-MCCIIEIOBATEIbCKUX U OTIBITHOKOHCTPYKTOPCKUX Pa3pabOTOK)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIE
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH
npodeccroHaIbHBIC
JercTBUs (IPU HATTUYIAN

npodcTangapra)

Konx n HammeHoBaHme
xommnerenuu ®I'OC BO,
HEOOXOIUMOM 1151
(hopMHUPOBaHUS TPYIAOBOTO
WIH PO CCHOHATBLHOTO
JIeHCTBHS

MHankaTopbl JOCTHKEHUS] KOMIIETEHIIAM

I1K-1 Cnocoben
MaTeMaTHYeCKHU KOPPEKTHO
CTaBUTh
€CTECTBEHHO-HAYYHbIC
3a7a4d, 00IagaeT 3HAHUEM
IIOCTAHOBOK KJIACCUYECKUX
3a7a4 MaTeMAaTUKU

1.5 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIIMIIINH, OGCCHG‘-II/IBaIOH_II/IX OCBOCHHC KOMHeTeHL[I/II\/Ili

I1K-1 Crnocoben MaTeMaTHYeCKH KOPPEKTHO CTaBUTh €CTECTBEHHO-HAyuyHBIEC 3aJ1auH,
o0y1a1aeT 3HaHUEM TMOCTAHOBOK KJIACCHYECKHX 33/1a4 MaTeMaTuKu

No
n/n

HanmenoBanme
JMCIATUINH,
OTIPEIICIISTFOTITIX
MEKTUCITUTUTHHAPHEIE
CBSI3HU

®opma oOyueHus

Ounas
(cemecTtp)

1124 |5]6]|7

TensorFlow: 0a30BbIi
YpOBEHB

Bbe3omacHocth
KOMITBIOTEPHBIX
CHUCTEM

WHCcTpyMeEHTHI
BU3yaJIN3alUN
JaHHBIX

WUndopmanmuonssie
CHUCTEMBI 1 TTPOLIECCHI

KombOunaaTopHbIi
aHanmm3

KomnrsrorepHoe
3peHne




7 |Hayuno-uccnenoBaren +
bCKas pabora
(momyuenue
MIEPBUYHBIX HABBIKOB
Hay4YHO-HMCCIeJ0BaTeN
bCKOU PabOTHI)

8 | Teopust mpuHATHS
pEeLIEHU U METOJTBI
ONTHMHU3ALNN

9| Teopus GyHKIMI +
BEIIIECTBEHHOTO
HIEPEMEHHOTO

10| Teopust pyHKITHI
KOMITJIEKCHOTO
IEPEMEHHOTO

2. Mecto nucuuninHbl B cTpykrype OIl 6akanaBpuara:

JuctuminHa «KoMIbIOTEpHBIE CETH» OTHOCUTCS K YacTH, (POPMHpPYEMON y4aCTHUKAMH 00Opa30BaTEeNbHBIX
oTHouleHu#, yudebHoro rutana OIl mo nanpasnenuto noarotoBku 01.03.01 - Maremaruka.

HucuuminHa «KoMObIOTEpHBIE CETU» U3ydaeTcs B 4 ceMecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCIHHUILUIHHEL: 4 3.€.

Oumnas: 4 3.¢.
Bun yueOHo# paboTh (BCSEI;ZEOB)

O0mast Tpy10éMKOCTb TUCHUILIHHBI 144
KonrakTHast pabora 56
Jlexmm (Jlextmm) 28
[Tpakruueckue (Ilpakt. pad.) 28
CamocrostensHas padota (CP) 52
OK3amMeH 36

3.2.Conepxanue Kypca:

No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlek |IIpa | CP
LIAH | KT.
pao.
O]l0|O
4 cemecTp
1 Hacrpoiika cereBoi Beimonnenue
ONEePaLIMOHHON MPAKTUYECKUX
CHUCTEMBI 2 2 4 3aJaHUM;
Tectuposanue;
CobecenoBanue
2 CereBsie Brimonnenue
MIPOTOKOJIBI U MPaKTUYECKUX
KOMMYHHUKAUH 4 4 6 3aJaHuM;
Tectuposanue;
CobecenoBanue




3 CereBoii noctyn Brinmonnenue
MPAKTHYECKUX
4 4 4 3aJIaHUI;
Tectuposanue;
CobecenoBanue

Ethernet 4 4 6 CobecenoBanue

5 CeteBoli ypOBEHb Brinonnenue
MPAKTHYECKUX
3aJIaHHI;
Co0OecenoBanue

6 TpancnopTHbIN TecTtupoBanue;
YPOBEHB CobecenoBaHue;
4 4|7 Belnonnnenue
MPAKTHYECKUX
3aJaHui

7 [P-anpecanus CobecenoBaHue;

Brimonaenne

MPAKTUIECCKUX
3aJaHui

8 Pazouenue IP-ceTeit Brimonnenue
Ha IOJICETH MPAKTUIECKHUX
3aJIaHHI;
Co0OecenoBanue

9 N3yuenue cetu CobecenoBaHue;
Brimonaenne
2 |2 | 4 MPAKTUYECKUX
3aJIaHHI;
TecTtupoBanue

Tema 1. HacTpoiika ceteBoii onepaunonHoii cucremsl (ITIK-1)
Jlexknus.

Hacrtpoiika ceTeBoil onepalMOHHONW CHUCTEMBbl. 3HAKOMCTBO C BO3MOXKHOCTAMH ONEPALIMOHHOW CHCTEMBI
CiscolOS. Haznauenue onepannoHHON cucTeMbl u e€ mecTtononoxenue. Jloctym k ycrpoiictBy CiscolOS.
Merton koHCONBHOTO AocTyna. Meroasl noctyna ¢ nomouisio Telnet, SSH u AUX. [IporpamMmbl SMysiiuu
tepMuHana. Pexumbl pabotel onepaunonHoil cuctembl CiscolOS. PaccMoTpeHHe OCHOBHBIX PEKHUMOB.
Pexxum rmo0anbHOM KOH(MUTYpalMu M JOTONHUTENbHBIE pexkuMbl. Hapuramus mexnay pexumamu 10S.
CrpykTypa komann omnepauuonHoi cuctembsl 10S. CnpaBounoe pykoBoacTBo mo komanaam CiscolOS.
Paccmorpenue kxoHTekcHOM crpaBku. [IpoBepka cuHTakcuca komanz. lopsuue KiIaBUIIM M KJIABUIIU
obictporo BbI3oBa. Komanasl mpoepku [OS. Bo3moxnoctu komanabl showversion. IIporpamma
PacketTracer: naBuranus no 10S. HacTpoiika ycTpoiicTB U y37I0B B CETH. 3aIlIUTHI JOCTYTA K YCTPOMCTBAM.
OOecrnieueHre 3aIIMIIEHHOTO JIOCTyMa K TNPHUBHICTHPOBAHHOMY pEXHUMY. 3allUThl JOCTyma K
nojb3oBatenbckoMy pexumy. ludposanme mnapons. Cosmanue OaHHepHBIX cooOumeHuid. Daiin
KoH(purypauuu. 3axBar TekcTa B KoHcond. [loptel m anpeca: IP-agpecarnusi, uHTEpdeichl U MOPTHI.
Anpecarusi yCTpOWCTB: HACTpOMKa BHPTyaJIbHOTO HHTep(eiica KoMMyHaTopa, HactpoiikalP-anpecos
OKOHEUHBIX YCTPOMCTB BpyuYHYyH0. ABTOMaruueckas HacTpoiika [P-agpecoB OKOHEUHBIX YCTpPOMCTB.
Kongmukter [P-agpecos. [IpoBepka mapaMeTpoB nmoakioueHus: nposepka loopback-anpecoB Ha okoHeuHOM
ycrpoiictBe. TecTupoBaHue Ha3HaYCHUsI HHTEpQeiica U TeCTUPOBAHUE CKBO3HOTO MOJIKITIOUCHHS
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

WuTepakTuBHOE 3aJaHUE: MOTYYEHHE JOCTyIa K YCTPOMCTBaM.

Tema 2. CereBble MPOTOKOJIbI 1 KOMMYHHKanuu (ITK-1)
Jlekumus.



[IpaBuna ceTeBBIX MPOTOKOJIOB M KOMMYyHHMKanuil. [IpaBuna oOMeHa NaHHBIMH: yCTaHOBICHHE NpPaBUI U
KoaupoBaHue cooOmieHus. DopMaTupoBaHWE M HMHKANCYISALUS coobuieHus. Pasmep cooOieHus.
Bpemennbsie mapamerpsl coobmenus. [lapamerpsl goctaBku cooOmieHus. IIporokonsl: mpaBuia,
pernamMeHTupyomue crnoco0sl ooMeHa naHHbIMU. CeTeBble NMPOTOKOJIBI. B3aumopelcTBHE MPOTOKOJIOB.
HaGopsl mpotokosoB u orpacieBble cranfapTsl. Coznanue WutepHera m paspaborka TCP/IP. HaGop
npotokosioB TCP/IP u mponecc oOmMeHa naHHbIMH. OpraHu3aliy 10 CTaHapTaM: OTKPBITHIE CTaHIApPTHI.
ISOC, IAB, IETF. IEEE. Crannapr ISO. [Ipyrue opranuzanuu no cTaHAAPTU3ALUN. DTAJIOHHBIE MOJIEIIN:
IIPEUMYLIECTBA MCIOIb30BAHUS MHOTIOYPOBHEBOM Mojenu. JrtanoHHas Mmozaens OSI. Monens mpotokona
TCP/IP. CpaBuenue mopmeneit OSIu TCP/IP. JIBmwkeHWEe MAHHBIX 1O CETU: HHKAINCYJISIUS JTaHHBIX.
[Tepenaua coobmenuii. [Iporokonbabie 610ku qaHHBIX (PDU). MHKancynsnus u nenHkancymsus. CeTeBbie
azipeca M ajpeca KaHasa rnepenad faHHbIX. OOMEH JaHHBIMU C IOMOIIBIO YCTPOUCTB B 0HOM cetu. MAC-
u [P-anpeca.lllimo3 o ymomuanuio. OOMeH JaHHBIMU C TIOMOIIBIO0 YCTPOMCTBA MO YATCHHON CETH.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
PaccMoTpenue aHamoOrHYHBIX MPOTPAMM ISl IPOCMOTPA CETEBOTO Tpaduka

Tema 3. Cerenoii goctyn (IIK-1)
Jlexknus.

[Tpotokonbl ¢usznyeckoro ypoBHs. CrocoObl moxpkmoueHHst K ceTH. CereBble MHTEP(EWCHl IUIATHI.
Haznauenune ¢usndeckoro ypoBHsa. CpencrBa mepefadyd AaHHBIX (usuueckoro ypoBHs. CraHgapTbl
¢usnueckoro ypoBHs. OCHOBHBIE NPUHIUNBI (HU3NUECKOro ypoBHA. llpomyckHas crnocoOHOCT U
NPOM3BOJUTEIBHOCTE. PaccmoTpenue ¢usnyeckoii cpensl. CereBas cpena. [Ipoknaaka MenHbIX kabeneit u
ux xapakrepuctuku. Kabens tumna nesamuménnas sutas napa (UTP). Kabens Ha 0CHOBE SKpaHUPOBAHHOM
Butoii mapel (STP). KoakcuanpHbiii kabenb. be3omacHocTh MenHbIX kabeneil. OCOOEHHOCTH MPOKIAIKH
kabeneit tuma UTP. Pazpémbr UTP-kaGens. TectupoBanue kaGeneit UTP. OcoGeHHOCTH NpPOKIaIKU
OIITOBOJIOKOHHBIX KabOenel. KOHCTpyKuMsi ONTOBOMOKOHHOTO KaOens. THIbI ONTOBOJOKOHHBIX KaOemneil.
CereBble ONTOBOJIOKOHHBIE pa3beMbl. [IpoBepka ONTOBOJIOKOHHBIX M MeOHBIX Kabenei. OcoOeHHOCTH
OecripoBoHOM cpezbl. Turbl OeCPOBOAHBIX CPEACTB Nepenadn JaHHbIX. becrpoBogHast JIOKaJbHAS CETh
(LAN). Haznauenue kaHaJibHOTO ypoBHs. [loqypoBHM KaHAIOB IaHHBIX. YIIPaBI€HUE JOCTYIIOM K Iepeadn
nanHbIX. [Ipenocrasinenue nocryna k cpene. Buabsl Tononoruil. YnpasieHue JOCTYIIOM K Cpeze lepenadu
maHHepIX. @Pusnueckas © JIoTHYecKas Tomosorug. Tomosiornst miobainbHOM cetd. Hawmbonee
pacrpocTpaHeHHbIe (HU3UYECKHE TOMOJIOTMU TNI0OanbHOM ceTH. Pu3MuUecKas AByXTOUEUHAs TOIOJIOTHS.
Jlornueckast TONOJIOTUS COBMECTHBIX CPEICTB INEpeNaun JaHHBIX. AccouMaTuBHBIM poctyn. Tomosorus c
MHOKECTBEHHBIM JocTynoM. Kontponupyemslii noctymn. Konbuesas Tomonorusa. Kagp kxanama nepenauu
nanHbIX. Kasnp, 3aronoBok.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
AHaIN3 TOHNOJIOTUH C MHOYKECTBEHHBIM AOCTYIIOM.

Tema 4. Ethernet (IIK-1)
Jlexknus.

[Tpuniun padotsl Ethernet. [Togypouu LLC u MAC. YrpasieHnue AOCTYIIOM K cpelie nepeaadu JaHHBIX.
MAC-anpec: nnentudukanus Ethernet. OOpabGorka kaapoB. ATpuOyThl Kaapa: HHKAICYISALUS, pazMep
kaapa. MACEthernet. MAC-aapeca u mecTHaaarepuynas cucrema cuucieHus. IIpencraBnenuss MAC-
anpecoB. CkBo3Hoe noxakitoueHue. [Iporoxon ARP. @ynkuuu ARP. [Tpuniun pa6orst ARP. Ponrs ARP B
mporecce yIaIEHHOTO OOMEeHa NaHHBIMU. YianeHue 3amnuceit u3 Tabnumbl ARP. Tabmuiet ARP Ha ceTeBbix
ycrpoiictBax. [Ipo6nemsr ARP u ero npobnemaruka. YcTpaneHHe MMOCIEACTBUH, BEI3BAHHBIX MTPOOIEMaMu C
npotokosioM ARP. OcHoBHast unopmarus o noprax kommyraropa. Tabmauuna MAC-anpecoB kKoMMyTaTopa.
Hacrpoiiku nymiekcHoro pexuma. @ynkius Auto-MDIX. CriocoObl nepechlIku Kajpa Ha KOMMYTaTopax
Cisco. bydepuzanus namaru Ha KommyTaropax. PUKcUpoBaHHasE MOny/IbHas koH(purypauus. [lapamerpsr
MomyIst A7 pazbEMoB KommyTaropa Cisco. Texnonorust CiscoExpressForwarding.

3ananus AJ51 CAMOCTOSITeILHOI padoThI.
Pons MAC-anpecos.

Tema 5. CereBoii ypoBens (IIK-1)



Jlekumus.

[IpoTokonbl cereBoro ypoBHs. CeTeBOW YpPOBEHb B IMpOlECCE€ Mepelayd AaHHBIX. XapaKTePUCTUKHU
IP-npotokona. Ilaker IPv4 u IPv. Meroasl MapuipyTu3anuu y3jaoB. PelieHre o nepeHanpaBieHUU y3ia.
03 mo ymonmuanuro. Tabnuima mapmpytuzaiuu y3na [Pv4. [Ipumep Tabmuipl MapmpyTusanun y3iua [Pv4
u [Pv6. Pemmenune o mepechuike MaKeTOB MaplIypTH3aTopa. 3amucy TaOIUIBl MapIIpyTH3AUKA YIaJICHHON
ceTu. AZlpec ClaeAyrouero nepexoaa. YCTpoiucTBo Mapurypruszaropa. [Ipomeccop u onepanronHasi cuctema
Mapmrypruzaropa. [lamsate mapmyptuszaropa. O0benunutensHas naHenb. WHTepdeiicet LAN nu WAN.
3arpy3ka Mapuryptusatop: ¢aiiasl bootset. [Ipomecc 3arpy3ku MaprrypTuzaropa. BeIBo TaHHBIX KOMaHIbI
showversion. HacTpoiika HCXOMHBIX TTapaMeTPOB: JACUCTBUS MO HACTPOMKE MapamMeTpPOB MapIIypTHU3aTopa.
Hacrpoiika uatepdeiicor LAN. IlpoBepka kondurypamnuu narepdeiica. Hactpoiika mapaMmeTpoB MIII03 10
yMmondanuio. Micronp3oBaHue UTI03a IO YMOJTYAHUIO HA y3JI€ U KOMMYTaTope

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
Nzyuenue paszuuusl mexay [Pv4 u [Pv6, a Takke uX METOOB UCIIOIb30BaAHUS.

Tema 6. Tpancnoprasblii yposens (IIK-1)

Jlexknus.
IIporokon TpaHcnopTHOro ypoBHs. Ilepenada naHHbIX. 3Hau€HHE TpaHCIOPTHOro ypoBHs. HanéxHocTb
TpaHcnopTtHoro ypoBHs. [Iporokon TCP u UDP. Kparkoe onucanue npoTokosaoB. Pa3neneHne HeCKOIbKUX
kaHanoB cBs3u. Anpecanus noproB TCP u UDP. Cermenrauus TCPu UDP. Hanexnasa nocraska no TCP.
IIpoueccer TCP-cepBepa. Ycranosnenue TCP-coenuHeHus u ero 3aBepllieHUs. AHaJIU3 TPEXCTOPOHHETO
pyxonoxaruss TCP. Hanexnocts TCP: ynopsaoueHHas 10cTaBKa, IOATBEPKIACHUE U pa3Mep OKHA, OTepst
JAHHBIX U NOBTOpHas nepenada. I[Ipenorspamenue neperpy3ok. Huskas Harpyska UDP no cpaBHeHuro ¢
HaZeKHOCTRIO. Pa3zbopka UDP-mararpammer. [lpomeccet u  3ampocet  UDP-cepBepa. Ilpomeccsr
UDP-knueHra.

3ananHus AJ151 CAMOCTOSITEILHOI padoThI.
VYcranosiaenue TCP-coennuenus

Tema 7. IP-agpecanus (ITK-1)
Jlekuus.

Cerebie [Pv4-anpeca. CrpykTypa anpecoB. JI[BomuHoe mnpeacTaBieHHe uyucenl. J[Bom4yHas cucrema
ucuncienus. [IpeoOpa3zoBaHue JBOMYHOTO ajgpeca B  JECATHYHBIA. VHTepakTMBHOE 3aJaHUE:
npeoOpa3oBaHUe NBOWYHBIX 3HAaUYeHHW B necsatuuHble. Macka moacetu IPv4. CereBast m y3moBasi 4yacTu
IPv4-anpeca. Ananu3 mmabl pedukca. CeTeBoil aapec, aapec y3ia U IMHMPOKOBEIIATEIBLHBIN aIpec CETH.
IlepBeiii m mocnenuuii aapec ysna. I[loOoutoBast omeparus. OpHOoampecHas, IIUPOKOBEIIATENIbHAS H
MHoroaapecHas pacceuika IPv4. IlpucBoeHue craruyeckoro M JUHAMHUYECKOro aapeca. OmpHoaapecHas
nepenaya. lllupoxoBemarensbHas nepenaya. MHuoroagpecHast nepenayda. [lyOnuunble M 4yacTHbBIE ajpeca.
AJlpeca crieniajabHOTO Ha3HAaYeHUs. YcTapeBias kiaccoBas aapecanusd. [IpucBoenne [P-agpecos. CereBbie
IPv6-ampeca. [Ipobnembr IPv4 u pemenue [IPv6. CoBmecTHOE HCMONb30BaHWE MPOTOKONOB. I[IpoBepka
coemuaenus. I[CMP. Coo6menus ICMPv4 u ICMPv6. OTnpaBka 5X0-3apocoB: TECTUPOBAHHUE JIOKAITBHOTO
creka. TpaccupoBka MapIipyTa: TECTUPOBAHUE ITYTH.

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
[IpucBoenue IP-anpecoB B cetn

Tema 8. Pazouenue IP-cereii Ha moaceru (IIK-1)
Jlekuus.



Paz6uenue IPv4-cetn Ha noaceru. Cermenranus cetd. [Ipuunsl pazouenus mno noacetu. OOMeH JaHHBIMU
MEXIy MOACEeTIMH. 3HAYMMOCTh pa3ouenus [P-cetn Ha monceru. [1nan: mpucBoeHue agpecos. Pasouenue
IPv4-cetn Ha moncetu. bazoBoe pa30ueHne Ha MOACETH M UCTIONIb3yeMble mozceTu. PopMyIibl pas3aeeHust
Ha nozxcet. Coznanue 4, 8 noncereil. Pacuér y3nos. Pazbuenne Ha moynceTy Ha OCHOBE TPeOOBAaHHM y3JI0B.
Paz0Ouenue Ha MoJICeTH B COOTBETCTBUHU C TpeboBaHMsIMU ceTH. [IpenMyiiecTBa pa30HeHUsT Ha TOJICETH C
UCTIOJIb30BaHMEM MAacCK{ IEepeMEHHOW JUIMHBL. PaccMoTpeHue TpaJulMOHHOTO pa30MEeHUsT HEHYXKHBIX
agpecoB Ha mnoacetu. Macku mnoxaceru nepemeHHo mHbl (VLSM). basoBas mopmens VLSM.
CTpyKTypUpOBaHHBIM IPOEKT: IJIaHUPOBaHUE ajpecaluu ceTu. llpucBoeHue anpecoB ycCTpoOHCTBaM.
Ocobennoctu npoexktupoBanusi [Pv6-cetu: cmocoOwl pa3OueHust Ha moxceTH. PacmpeneneHue mouceTH
IPv6. PazOuenue Ha MoJceTH ¢ UCIOIb30BaHUEM UCHTU(UKATOpa HHTEpderica.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1 Pacuet IPv4-noacereit.
2 Pa3Ouenune TOMOJIOrUH ceTE Ha IMOACETH.
3 M3ydeHue KalbKyJIsSITOpa MOACETEN.

Tema 9. U3yuenune cetu (IIK-1)

Jlekuus.
Jlexmms. U3yuenue ceteil paznuyHbIXx MacmTa®oB. KiaueHTBI W cepBepbl B CETH, WX THIBI U BHJIBL.
OnHopaHroBele ceTH. V3yueHue KOMIIOHEHTOB CETH: OKOHEUHBIE YCTPOWCTBA, MPOMEXKYTOUHBIE CETEBBIC
YCTpOMCTBa, CeTeBasl cpeAa, IMPEACTaBICHHE CETH, CXeMa TOMOJOTHMM M TpeAcTaBlieHue U (QyHKIUU
KOMIIOHEHTOB ceTH. CHCTeMBbl JIOKaJIbHBIX ceTeil. [mobanbHpie cetn. MIHTEpHET M 3KCTpaHET: M3ydeHHUE
CEpPBHCOB collleIel ceTh. TexHonorun goctyna B MHTEpHeET. [loakimoueHne ynajieHHbIX M0JIb30BaTeNeh K
cetu Uurtepuer. Ilonkmtouenue npennpuaruii Kk cetu Murtepuer. Comeamasica ceTh: IUIaHUPOBAHUE
pacmupenus cetu. [locTpoiika HaAe)KHONW CeTH. YCTOWYHMBOCTD K COOSIM B CETH C KOMMYTAIMEH KaHAJIOB.
YCTOWYHBOCTD K COOSIM B CETSIX C MAaKeTHOW KOMMYHHMKaIued. TeHIeHIMU pa3BUTHS CETEH: KOHIICTIIUS
BYOD. CosmectHas pabora udepe3 MurepHeT. OOnayHbie BBIYUCICHHS W IICHTPHI 00paOOTKH JaHHBIX.
TexHonornueckre TEHIEHIUMU B JOMalIHUX ceTsax. OpraHuszanus CeTH MO JIMHUSM 3IIEKTPONepeaadH.
PaccMoTpenue 6ecipoBOJHOTO IMIMPOKOIMOIOCHOTO JocTymna. V3yueHue ceTeBoil 6e301MacHOCTH: yTPo3bl U
perneHus o obecrnedeHnto 6ezonacHocTu cetu. CereBbie apxUTEKTYphI Cisco.

3ananHus AJ151 CAMOCTOSITEILHOI padoThI.
PaccMoTpeTh TeHIeHITUHN pa3BUTHS CETEBBIX TEXHOJIOTUH.

4. KoHTpO/Ib 3HAHUI 00yYAKOIIUXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

4 cemectp
* mocemaeMocTs — 10 0autoB
*  TeKylwMii KoHTpoisb — 40 OannoB
*  KOHTPOJIbHBIE Cpe3bl — 2 cpe3a no 10 6amioB KakapIid
* npemuanbHble 6amuiel — 20 6amIoB
* OTBeT Ha ’Kk3aMeHe: He Ooinee 30 OamioB

Pacnipenenenre 6aJiioB 10 3aaHKSIM:

No  [HaszBanue Ttembl | DopMbl Max. MeTtoauka mpoBeICHUS 3aHATUS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboThI KOHTpoJsi | 0asuioB

/ cpe3sl




Hacrpoiika
ceTeBoi
ONEePALMOHHOMN
CHUCTEMBI

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WM B MaJlod
rpynmne (2-3 crygeHTa) Ha OOOpPYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax Io TeKyIeMY pa3ley WIH TeMbl JUCIMIUINHBIL.

OCHOBHBIC ~KayecTBa  BBIIIOJIHCHHOTO  TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD MPAKTHYECKOTO PELICHHUS; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTelel; JIeTaJbHOCTh ONHMCAHHSA U HANISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI

Tectupos
aHue

OreHka TecTa 1o TeKyIeMy pasaesy Uil TeMe AUCHUTUIMHBL

2 Oannma — cTyneHT mpaBuibHO oTBedaeT Ha 50-100% BompocoB B
TECTe.

1 Ganna - CTyOeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobeceno
BaHUE

CobecenoBanue mpeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTes
CO CTYACHTaMH IO BOMPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Ooiee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.II. Bce wieHsl Ipynmbsl MOTYT y4acTBOBaTh B
o0CcyXJeHnu, no0aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYCTHBIE  OMpoC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepHana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUYECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

-  PalMOHAIBHOCTh HCIONb30BaHUSA BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

CereBble
MIPOTOKOJIBI U
KOMMYHHUKAIMH

Brmonne
HHE
MpaKkTH4eC
KUX
3aJaHuH

[MpakTudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MajoH
rpynme (2-3 crymeHTa) Ha OOOpPYIOBaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEKYIIeMY pa3/ieiny MM TEMbl JTUCIIUIUTHHBL.

OCHOBHBIE KauecTBa BBIMOJHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIETO  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJITOPUTMOB; HAIIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboThI

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

10

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

2 Gamnma — crygeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpoOCoB B TecTe.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

-  PalMOHANBHOCTh HCIONB30BAaHUS BpPEMEHH,
3aJlaHueE.

OTBCACHHOI'O Ha

CeTeBoif TOCTYTI

Brmonne
HHE
MIpaKkTH4eC
KUX
3aJaHuH

[MpakTudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MajoH
rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny WM TEMbI JTUCIIUIUTHHBL.

OCHOBHBIE KauecTBa BBIMOJHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIETO  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJTOPUTMOB; HAIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboThI

Tectupos
aHue

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

2 OGamnma — crygeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TecTe.

1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpoCoB B TecTe.

Cobeceno
BaHHE

CobecenoBanue TIPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoaIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUSI UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipynmbsl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINIO, JUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTAIBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TO/JICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCThH MCIOIB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHUS
TTOCTaBJICHHOH y4ueOHOU 3a/maun;

- CBOEBPEMEHHOCTh M S(PQPEKTHBHOCTH HCIONB30BaHHS HATJISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPEICTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalMoHaNBFHOCTh UCIIONB30BAHUS BPEMEHH,
3aJjaHue.

OTBCJACHHOI'O Ha
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Ethernet Cobeceno 4 CobecenoBaHre MPeAIoaraeT OpraHu3aIuio Oeceapl MPEnoaaBaTels
BaHUE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
0OCTOSITEILHOTO BEISBIICHUS X 3HAHUH 10 ONpEACICHHOMY pa3ieny,
TeMe, mpoOiieMe W T.I. Bce 4WieHBl rpynmbsl MOTYT y4acTBOBaTh B
oOcyxaeHur, A00aBIATh WH(OPMAIUIO, JAUCKYTHPOBAaTh, 3a]1aBaTh
BOIPOCHI U T.1.
YCTHBIIT OMpPOC MOXET TPUMEHITHCS B  Pa3lUYHBIX (opMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- MPaBUWJIBHOCTH OTBETA 10 COICPIKAHUIO;
- MOJIHOTA U TITyOWHA OTBETA;
- CO3HATENBFHOCTh OTBETA;
- JIOTUKA U3JIOKCHUS MaTepHara;
- palMOHAILHOCTH HCIIOJL30BAaHHBIX TPUEMOB M CIIOCOOOB PEIIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBpPEMEHHOCTh U 3((HEKTUBHOCTh WCIONB30BAHUS HATJISIITHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- HCITIOJTb30BaHKE JIOTIOJIHUTEIIEHOTO MaTepraa;
-  palMOHANLHOCTh HCIONB30BAHUS BPEMCHH, OTBEJICHHOTO Ha
3aJjaHue.
CeteBoit Beimonne 1 [IpakTrueckue pabOThI BBITONHSIOTCS CAMOCTOATEIHFHO MIIH B MaJION
YPOBEHB HUE rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
MpaKTHYEC KJIaccax Mo TEKYIIeMy paszelly Wil TeMbI TUCITUILTHHBL
KHX OcHOBHBIE Ka4eCTBa BBHINIOJHEHHOTO IPAKTHYECKOTO  3aJaHws
3amaHuit MOJUIeXKAIIETO  OIeHKe: TIOJHOTa W TOYHOCTh  BBISIBJICHHS
XapaKTEPUCTUK; OPUTUHAIHHOCTD MPAKTUIECKOTO PEIICHHS; TOTHOTa
JNOCTUTHYTHIX TOKa3aresiel; NeTalbHOCTh OMHCAHWA W HAIISITHOCTH
CX€M W  aJrOpUTMOB; HaJM4YHWE TECTOBBIX IPHUMEPOB, KadeCTBO
paboThI
Cobeceno 4 CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
BaHUE CO CTyACHTaMH IO BOIIPOCAM MPAKTUIECKOTO 3aHATHUS C HENbIo Oonee
0OCTOSITEILHOTO BBISIBICHUS WX 3HAHUI 1O ONpeAesIeHHOMY pa3/ieny,
TeMe, mpobieMe W T.I. Bce 4ieHsl rpynmbsl MOTYT y9acTBOBaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINNIO, JIUCKYTHPOBATh, 3a/1aBaTh
BOTIPOCHI U T.1I.
VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTANBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
Ka4ecTBa yCTHOTO OTBETA MOJIEXKAIIETO OIEHKE:
- IPaBUWJIBHOCTH OTBETA 110 COIEPIKAHUIO;
- TIOJTHOTA U TITyOWHA OTBETA;
- CO3HATENFHOCTH OTBETA;
- JIOTUKA M3JIOKEHUS MaTepHana;
- palMOHAIBFHOCTH HMCIIOIB30BaHHBIX TPUEMOB M CIIOCOOOB peIIeHUs
TTOCTaBJICHHOM y4ueOHOU 3a/1auu;
- CBOEBpeMEHHOCTh U 3((HEKTHBHOCTH HMCIONH30BAHUS HATJISIIHBIX
MOCOOUI M TEXHUYECKUX CPEJNICTB IPU OTBETE;
- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;
-  palnMOHANBHOCTh HCIONB30BAHMSA BpPEMEHH, OTBEJICHHOTO Ha
3aJlaHue.
Tpancnioptaeiii | TectupoB 10 OreHka TecTa Mo TEeKyIIeMy pasieiy Wik TeMe JUCIUTUTHHEL
YPOBEHb aHue(KOoH 10 6amra — crymeHT mpaBwibHO oTBedaeT Ha 50-100% Bompocos B
TPOJIBLHBI TecTe.

i cpe3)

5 Ganna - CTYJeHT NpaBUIILHO OTBevyaeT Ha 25-50% BOmpocoB B TecTe.
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Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

Brmonne
HHE
MIpaKkTH4eC
KUX
3aJaHuH

[MpakTudeckue paboThI BHIMOIHIIOTCS CAMOCTOSTEIBHO WM B MajoH
rpynme (2-3 crymeHTa) Ha OOOPYIOBAaHMHM WM KOMITBIOTEPHBIX
KJlaccax Io TEeKYIIeMY pa3/ieiny WM TEMbI JTUCIIUIUTHHBL.

OCHOBHBIE KauecTBa BBIMOJHEHHOTO TPAKTUYCCKOTO — 3aJIaHUsI
MOJJISKAIIETO  OIEHKe: IMOJHOTAa W TOYHOCTh  BBISIBIICHHS
XapaKTePHUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHUS; TIOTHOTA
JOCTUTHYTHIX TIOKa3aTeseil; JeTaJbHOCTh OMHCAHUS M HADISTHOCTh
CXeM W  QJTOPUTMOB; HAIMYHAE TECTOBBIX INPHUMEPOB, Ka4eCTBO
paboThI

IP-anpecanus

Cobeceno
BaHHE

CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
CO CTYJICHTaMH TI0 BOTIPOCaM MPAaKTUIECKOTO 3aHATHS C IENbIo Ooiee
OOCTOSITEIEHOTO BBISBIICHUS UX 3HAHWH TI0 ONPE/ICICHHOMY pa3Jeny,
TeMme, mpobiieMe W T.I. Bce wWieHBl Ipymmbl MOTYT y4acTBOBAaTh B
o0CyXJeHnt, 00aBIATh HH(OpMAINNIO, JIUCKYTHPOBATh, 3a/1aBaTh
BOIIPOCHI U T.1I.

VYCTHBIH  OMpOC  MOXKET TPUMEHSATHCS B Pas3iMyHbIX  (QopMax:
(bpOoHTANBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KaueCTBa YCTHOTO OTBETA TOJICIKAIIETO OIICHKE:

- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- palMOHAIBHOCTh MCIIONB30BAHHBIX MPHEMOB M CITIOCOOOB PEIICHHUS
TTOCTaBJICHHOM y4ueOHOU 3a/1auu;

- CBOEBPEMEHHOCTh M J(PPEKTHBHOCTH HCIONB30BaHHS HATIISIHBIX
MOCOOUH ¥ TEXHUYECKUX CPECTB TPU OTBETE;

- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PpalvoHANBHOCTh UCIIONB30BAHUS BPEMEHH, OTBEJACHHOTO Ha
3aJjaHue.

Brmonne
HHUE
MpaKkTUyec
KUX
3aJaHuH

[MpakTrdeckue pabOThI BHIMONHSIIOTCS CaMOCTOSTEIBFHO WIH B MaJlod
rpynmne (2-3 cryaeHTa) Ha OOOpYAOBaHMHM WM KOMIBIOTEPHBIX
KJIaccax I0 TeKyIEeMY pa3leiy MM TeMbl AUCIMILUINHBIL.

OCHOBHBIC ~ KayecTBa  BBIIIOJIHCHHOTO TPAKTUYECKOTO  3aJaHus
MO/JIeKAIIET0  OLICHKE:  TOJNHOTa W TOYHOCTh  BBISBJICHUS
XapaKTePUCTHK; OPUTMHAIBHOCTD NMPAKTHYECKOTO PELICHHUST; TIOJTHOTA
JTOCTUTHYTBIX IOKa3aTeleH; JeTaJbHOCTh ONHMCAHHSA W HATNISIHOCTH
CXeM M  QJITOPUTMOB; HAJIMYHE TECTOBBIX IPHUMEPOB, KaueCTBO
paboThI
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Pazbuenne Brimonne [IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIHHO WM B Majod
IP-cereii Ha HUE rpymnne (2-3 crymeHTa) Ha OOOPYZOBaHMHM WM KOMIIBIOTEPHBIX
MOJICETH MIpaKTHueC KJIaccax I0 TEKYLIeMY pa3ieiny MM TEMbI TUCIUIUIHHBL
KHX OCHOBHBIE KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
3aaHui MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHMS
XapaKTepPUCTHK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; TOTHOTa
JOCTUTHYTHIX TOKa3aTejiel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QITOPUTMOB; HAJIMYMWE TECTOBBIX NPHUMEPOB, KadeCTBO
paboThI
Cobeceno CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenoaaBaTels
BaHHE CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENIBHOTO BBISIBIICHUS WX 3HAHHWH IO ONPEACICHHOMY Pa3ieny,
Teme, mpobieMe U T.I. Bce wieHsl rpynmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.
VYeTHBIE OMpocC MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEXKAILETO OLEHKE:
- IPaBWJIBHOCTH OTBETA IO COACP KaHUIO;
- IOJTHOTA W TITyOMHA OTBETA;
- CO3HATEIBHOCTh OTBETA;
- JIOTHKa U3JI0KEHUSI MaTepuaa;
- palMOHANBHOCThH HCIIOJB30BaHHBIX MIPUEMOB U CIOCOOOB peIICHUS
MOCTaBJICHHON y4eOHOH 3a/1auu;
- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCIHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;
- MCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTepuana;
- PpauMOHATBHOCTH UCIONB30BAHUS BPEMEHH, OTBEIACHHOIO Ha
3aJlaHueE.
N3yuenne cetu | Cobecemno CobecenoBanue TPEAIIOIaracT OPraHu3aIuio Oecenbl MPEnoIaBaTes
BaHHE CO CTY[CHTaMH 110 BOIIPOCaM IIPAKTUUECKOI0 3aHITHSA C LEJIbI0 Oosee
OOCTOSITEIBHOTO BBISBICHUS UX 3HAHUH IO OIPEAEICHHOMY pa3feny,
Teme, mpobiemMe U T.II. Bce wieHsl Ipynmbel MOTYT y4acTBOBaTh B
o0cyxneHnn, N00aBIATh MH(POPMANHNIO, JHCKYyTHPOBATh, 3a/aBaTh
BOIIPOCHI U T.1.
VCTHBIH ONMpPOC MOXET TPHUMEHAThCS B pasiUyUHBIX  (hopmax:
(bpOoHTANBHBIN, WHIWBHUIYabHBIH, KOMOWHUpOBaHHBIA. OCHOBHBIC
KauecTBa YCTHOTO OTBETA IOAJIEKAILETO OLICHKE!
- IPaBUJIBHOCTH OTBETA I10 COAEPIKAHUIO;
- [IOJIHOTA U IIyOMHA OTBETA;
- CO3HATENIbHOCTh OTBETA;
- JIOTMKa U3JIOKEHUSI MaTepuaa,;
- palMOHAJIBHOCTh MCIIOIb30BaHHBIX NIPHEMOB U CIIOCOOOB PELICHUS
TTOCTaBJICHHOM y4ueOHOU 3a/1auu;
- CBOEBPEMEHHOCTb U 3((PEKTHBHOCTH HCIONb30BaHMSA HAIVISIHBIX
[IOCOOUHN U TEXHUUECKUX CPEACTB IIPU OTBETE;
- NCIOJIb30BaHKE JIONOJIHUTEIBHOTO MaTepuania;
- PpalMOHAJBHOCTh HCIIONB30BAHUS BPEMEHH, OTBEICHHOIO Ha
3aJaHue.
Brimonne [IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIBHO WM B Majoi
HUe rpynne (2-3 crymeHTa) Ha OOOPYZOBaHMHM WM KOMIIBIOTEPHBIX
MpaKkTHiec KJ1accax I0 TEKYLIeMY pa3ieiny UM TEMbI TUCIUIUIHHBL
KHX OcCHOBHBIE KauecTBa BBIIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
3aaHui MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHMS

XapaKTEePUCTUK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; IOTHOTA
JOCTUTHYTHIX TOKa3aTejel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QJITOPUTMOB; HAJIMYMWE TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL
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Tectupos 2 OmeHka TecTa 10 TeKyIeMy paseny WIN TeMe TUCIUIUTHHBL
aHue 2 Oannma — cTyneHT mpaBuibHO oTBedaeT Ha 50-100% BompocoB B

TecTe.
1 Ganna - CTyOeHT IpaBUIILHO OTBevyaeT Ha 25-50% BOMpPOCOB B TecTe.

10. [TocemaeMocTs 10 10 GannoB 3a OTCYTCTBUE MPOIYCKOB 3aHATHH 0€3 yBaKUTEIBHBIX
MPUYHH U BBITIOIHEHHUE BCEX 3a1aHUI B CPOK

11. IIpemMuansHBIC OaITHI 20 JloToTHUTEIbHBIE TPEMHUATBHBIC OAJUTBI MOTYT OBITH HAYHMCIICHEI:
- 3a TIPOEKT, BBHIIOJHEHHbIM 1O 3aka3dy paloromarens H
peann30BaHHEIN Ha mpakTuke — 20 6aUIoB;
- IOCTOsIHHAsi aKTMBHOCTb BO BpeMs NpakTHYeCKUX 3aHATud — 10
0aJIIoB;
- MOJIHOCTBIO MOATOTOBJIEHHAsI K IyOIMKAalMKM CTaThs 110 TEMAaTUKE B
paMKax JUCIUIUTHHEI — 10 6aios;
- y4acThe € JOKJIaJJoOM BO BCEPOCCHUMCKOW OJMMIIMAJZIE M0 TEMaTHKe
m3ydaemMoit mucruruinae — 20 6aios;
- ydacTH€ B BBICTaBKE 10 TEMAaTHUKE M3y4aeMOH IUCHMIUIMHBEI — 20
0aJIIoB;
- IyOnuKanMsg CTaTbd II0 TEMaTHKE H3y4yaeMoil IUCLUIUIMHBL B
COOpPHHMKE CTyACHUECKMX paboT / MaTrepuajgax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20

12. OTBeT Ha ’3K3aMeHe 30 10-17 ©annmoB — CTyAEGHT PacKpbUl OCHOBHBIE BOMPOCHI M 3aJaHUs
OusieTa Ha OLICHKY «YAOBJICTBOPUTEILHO»
18-24 ©annoB — CTyAEGHT PacKpbUI OCHOBHBIE BOMPOCHI M 3aJaHUs
OusieTa Ha OLIEHKY «XOPOLIOY,
25-30 6amynoB — CTYyAEHT PacKpbll OCHOBHBIE BOMPOCH M 3aJaHuUs
Ousera Ha OLIEHKY «OTIMYHOY.

13. |MHmuBHIyaTbHBIC 3aIaHUA, 50 CTyIeHT MOXET MPEAOCTaBUTE BCE 3aIaHUS TEKYIIETO KOHTPOJIS

C IOMOILBIO KOTOPBIX
MOXKHO HaOparhb
JIOTIOJHUTEJIbHBIE OaslIbl
14. Hroro 3a cemectp 100

HrtoroBass omeHka mo »9k3aMeHy BbicTaBisiercs B 100-OammpHON 1IKajge W B TPATUIIMOHHOMN

yeThlpexOauibHOM  mikane. IlepeBon

100-6amapHOM  PEUTHHTOBOW OIEHKH 10 JUCIUIUIMHE B

TPAAULIMOHHYIO YEThIPEXOaUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pazoMm:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6annoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

BoinoJiHeHHe NPAKTHYECKUX 3aJaHU

Tewma 1. HacTpoiika ceTeBoi OnepallMOHHON CUCTEMBI

1. W3yueHne pbiHKa BakaHCH B chepe MHPOPMALMOHHBIX U CETEBBIX TEXHOIOTHA.
2. Co3naHue KOHCOJILHOU ceccud ¢ moMonbio Tera Term.
3. Hactpoiika uCXOIHBIX TApaMeTPOB KOMMYTATOPA.

Tema 2. CereBble IPOTOKOJIBI 1 KOMMYHUKALIUN
1. HacTtpoiika 0CHOBHBIX MapaMeTPOB MOAKIIOYEHHUS.

2. Kondurypanus anpeca ynpasieHUs] KOMMYTaTOPaMH.
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IIpoexkTrpoBaHHEe CUCTEMBI CBSA3H.

Tema 3. CereBoil noctyn
W3yueHne ceTeBbIX CTaHIapTOB.
OpFaHI/BaHI/II/I o CTaHAapTU3aluU.
Hcnonp3oBanue mporpammel Wireshark aiis mpocmotpa ceteBoro Tpaduka.

Tema 5. CeteBoil ypOBEHb
0630p MAC-anpecoB ceTeBbIX yCTPOHCTB.
Ucnons3oBanue nmporpammel Wireshark as ananusa kaapos Ethernet.
[TpocmoTp 1 aHanu3 TaOIUIBI MAPIIPYTU3ALUH Y3I1a.

Tema 6. TpaHCIIOPTHBIN YPOBEHD
N3yuenue puznyueckux XxapakTepuCTUK MapIlypTU3aTopa.
WNuunmanusanys u neperpys3ka MaplrypTu3aropa 1 KOMMyTaTopa.
Hcnonp3oBanue mporpammel Wireshark miis n3ydenus mpoiiecca TpPEXCTOPOHHETO PYKOTIOXKATHS

Tema 7. IP-agpecanus
Hcnons3oBanue mporpammel Wireshark aiis ananusa 3axBara maketoB DNS u UDP.
Hcnonb3oBanue nporpammsl Wireshark asst ananusa 3axsara ceancoB FTP u TFTP.
Hcnonp3oBanue kanbkynaropa Windows ¢ moMoIIbI0 CETEBBIX aJpECcoB.

Tema &. Pa3ouenue IP-cereii Ha moaceTn
IIpeobpazoBanue IPv4-anpecoB B 1BOMUHOE 3HAUCHHE.
Onpenenenue [Pv4-anpecos.
Pazpabotka u BHepeHue cTpykTypsl IPv4-ceTn, pazneneHHON Ha IOACETH.

Tema 9. U3yuenue cetu
N3yuenune cpencts 1151 COBMECTHOM paOOTHI B CETH.
N3yyenue cepBUCOB COLIEIICICS CETH.
CocraBnenue cxeMbl ceTh MTHTepHeT.

CobecenoBanue

Tema 1. HacTpolika ceTeBoii onepalmoOHHON CUCTEMBbI
MeTox KOHCOJILHOIO 10CTYIA.
Mertons! nocryna ¢ nomomsio Telnet, SSH u AUX.
IIporpamMmbl 3MyJIsILIUM TEPMHHAJIA.
T'opsiune KIaBUIIM M KJIABUIIH OBICTPOIO BHI30BAa.
Bo3moxHocTn komaHabl show version.

Tema 2. CeTeBble TPOTOKOJIBI U KOMMYHHUKAIIUH
IIpaBuia ceTeBbIX NPOTOKOJI0B H KOMMYHHKALMH.
BpemenHbie mapamMeTpbl COOOLIEHUS.
IIpaBuna, pernnaMeHTHpYOLIKE CIIOCOOBI 00MEHA JAHHBIMH.
Buabl ceTeBbIX IPOTOKOI0B.
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Tema 3. CereBoil noctyn
Crnoco0bI NOAKJIIOYEHHUS K CETH.
Yro Takoe cereBbie HHTEP(dEHCHI IIATHI.
CpencrBa nepeaayu JaHHbIX GU3MYECKOTO YPOBHSI.
OcHOBHBIE NPUHUIMIIBI (PU3HIECKOTO YPOBHSI.
IlonsiTue ceTeBoii cpeabl.
Tomosorus ri106aJbHOM CeTH.

Tema 4. Ethernet
Hpunuun padorsl Ethernet.
IIpuauun padorsr ARP.
Posab ARP B npounecce ynajgéHHOro ooMeHa JaHHbIMHU.
OcHoBHast uH(opMAaLKs 0 MOPTAX KOMMYTATOPA.

. Texuomorus Cisco Express Forwarding.

Tema 5. CeteBoil ypOBEHb
Xapakrepucruku IP-nporokosa.
MeToabl MapIIPYTH3aLHUH y3JI0B.
YerpoiicTBO MapLIypTH3aTopa.

Kak npoucxonuT ucnonb3oBaHue UTI03a M0 YMOIYaHHUIO Ha y3JI€ 1 KOMMYTaTope

Tema 6. TpaHcIOPTHBIN YPOBEHB

3HaYeHHe TPAHCIIOPTHOIO YPOBHSI.

Ycranosiaenne TCP-coennHeHnusi v ero 3aBepuieHus.
IIpoueccsl u 3anpocsl UDP-cepBepa.

IIpoueccst UDP-kiuenra.

Tema 7. IP-agpecanus
CeteBbie IPv4-anpeca.
IIpeoOpa3oBanue IBOMYHOIO ajpeca B AeCATHYHBIM.
IIpucsoenue IP-aapecos.
Onpenenenue IPv4-anpecos.

Tema &. Pa3ouenue IP-cereii Ha moaceTn

CermeHTauMs ceTH.

IIpuyHbI pa3oueHus Mo MOJACETH.

OO0MeH JaHHBIMHU MEKIYy MOACeTSIMH.
3naunmocTth pa3ouenusi IP-ceTtu Ha moacerTn.

Tema 9. U3yuenue cetn
UTo Takoe KJIMEHTHI U CEPBEPHI B CETH, UX TUIIBI U BUJbIL.
[ToHsiTHE OTHOPAHTOBBIX CETEH.
Yto Takoe ri1odaabHBIE CETH.
TexHonorum 10CTyna B MUHTEPHET.
[ToxkiroueHne ynaleHHbIX OJIb30Barenei Kk cety MIHTepHer.
VYrpo3sl U pereHus mo odecrneueHno 0€30MacHOCTH CETH.

TecTupoBanme
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Tema 1. HacTpolika ceTeBoii onepaluOHHON CUCTEMBbI

1) Kakast koMaHa He MTO3BOJIUT MMPOCMOTPETH BCE He3amn(pPOBAHHBIE MAPOIIH, COIEPIKAIIUECS B
KOH(UTYpalMOHHOM (aiiie B BUIE OOBIYHOTO TeKCTa?

(config)# enable password secret
(config)# enable secret Secret Password
(config-line)# password secret

(config)# service password-encryption

2) Kakoe yCcTpOoHCTBO BBITIOIHSET POJIb IITF03a, TO3BOJISISL y37IaM OTHPABISAThH TpaUK K yIaaeHHBIM
IP-ceTsam?

cepsep DNS
cepsep DHCP
JIOKaJIbHBIM MapUIPyTU3ATOP

JIOKaJIbHBIA KOMMYTAaTOP
3) Kakoe yTBepx/ieHHE OMMCHIBAET 0COOEHHOCTh KOH(MUTypallii UMEHH y3J1a ONIEPALIUOHHON CUCTEMBI

10S?
Ero makcumanbHas JjiMHa HE TOJDKHA MPEBBIIIATE 255 CUMBOJIOB.
Ero HeoOxonumMo 3apeructpupoBath Ha cepBepe DNS.

OHO He MOXKET HaYMHATHCS C LUPPHI.

OHO HE TOJDKHO COMep>KaTh MPOOEIIBI.

4) Kaxue nBa KOMIIOHEHTA 100ABIISIOTCSA K IPOTOKOJIbHOMY O51oKy AanHbIX (PDU) Ha ypoBHE nocTyna K
cetu?

KOHIICBUK
3aroJjioBok IP
3aroinoBok TCP
3arojioBok HTTP

3aroJIOBOK Kajipa

5) Kaxko#i BapuaHT JOCTaBKH COOOIIEHMUI UCTIONB3YETCS B TOM CIydae, Korja BCe YCTPOMCTBA TOJKHBI
MOJTYYUTh OJHO U TO K€ COO0IEeHNEe OJHOBPEMEHHO?

TyTIICKCHAs Iepeiada
OJTHOAJIPECHAsI pacChlIKa
MHOT0AJIpEeCHAsI pacChlIKa

IIUPOKOBEIIATEIIbHAA PACChLIIKa
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Tema 2. CereBble IPOTOKOJIBI 1 KOMMYHHUKALIUN
1) B uém 3akirouaercs NpenMyIecTBO UCIOIb30BaHUS CTaHIapTOB I pa3pabOTKK U BHEIPEHUS

MPOTOKOJIOB?
KoHKpeTHBII MPOTOKOJI MOXKET BHEIPUTH TOJIBKO OJIMH MPOU3BOINUTENb.

[TponyKThl pa3IMYHBIX IPOU3BOJUTENICH MOTYT YCIIEIIHO B3aUMOECHCTBOBATD.

Paznuynble MpOM3BOIUTENN MOTYT B CBOOOJHOM MOPSAKE HAIOKUTH BCEBO3MOXKHbBIE TPEOOBaHUS TPU
BHEJIPEHUHU KAaKOT0-JI100 MPOTOKOIIA.

CranpmapThl MPEIOCTABISIOT IPOU3BOAUTEISIM CBOOOY ACUCTBUI U1 CO3IaHMsI YCTPOUCTB, KOTOPBIE OyIyT
COOTBETCTBOBATh YHUKAIHHBIM TPEOOBAHUSM.

2) Kaxkoii T J0CTaBKU UCHOJB3YIOT aJipeca KaHAJIbHOTO YPOBHS?

ynanéHHas OCTaBKa

JIOKAJIbHAA U yaln€HHas 10CTaBKa

JIOKAJIbHAs JOCTAaBKa

yIOaJIE€HHas JOCTaBKa C MOMOLIbI0 MapIIPyTU3aTOPOB

3) Uto npou3oiiner npu oOMeHe TaHHBIMH MEXy IBYMS YCTPOMCTBaMU, HAXOSAIIMMHUCS B IIpeaenax OaHOM
U TOM 7K€ OJCETH?

Byner otnuuarsest obnacts y3na B [P-anpecax.

Anpeca KaHaJIBHOTO YPOBHS OynyT n00aBieHsI K 3arojaoBky [P-aapeca.

YerpolcTBO-0TIIpaBUTENb OyIET HCIoab30BaTh MpoTokoi ARP ms onpenenenus [P-agpeca nmomyuaress.

Jannblii kaap OyIeT OTIpaBICH MUTI03Y M0 YMOTYAHUIO JUTSI MTOCIEIYIONICH TOCTaBKU K
YCTPOUCTBY-I10JIy4aTEIIIO.

4) Kakast opranu3zaiys pa3padorasna 3TaJIOHHYIO0 MOJIETh B3aUMOJICHCTBHS OTKPBITHIX CUCTEM, KOTOpast
MIPUMEHSETCSI B COBPEMEHHBIX CETEBbIX TEXHOIOTUSIX?

ISOC

TIA

ISO

EIA

IANA

5) KakoBa xapakTepHrCTHKa TOMIOJIOTHH «3B€3/1a» TI00aTbHON BRIYNCIUTEIHLHOU cpepl?

Omna TpeOyeT, YToObI HEKOTOPHIE Y3JIbl Pa3BETBICHUS ObLTH B3aUMOIOAKIIOYECHBI TOCPEACTBOM COCIMHEHUS
«TOYKA-TOYKA.

Omna TpelyeT, yToOBI BCe y31bl ObUIH B3aMMOIIOIKJIFOYEHBI TIOCPEICTBOM COSAMHEHUS «TOUYKA-TOUKAY.
Jl51s Bcex y370B TpeOyeTcsl HalT4uKe yCTPOCTBa-KOHIIEHTPATOPa, MOAKIIOUEHHOTO K MapIIpyTU3ATOPY.

V3ne1 PA3BCTBICHUA ITOAKIIOYCHBI K ICHTPAJIbHOMY Y31y MOCPEACTBOM COCAMHCHUSA «TOYKA-TOYKA».
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Tema 3. CerteBoil nocTyn
1) KakoBo Ha3HaueHHe MO yIpaBICHUs GU3NIECKUM COCMHEHUEM B 3ar0JIOBKE KaHAJILHOTO YPOBHS?
coO0IATh O MepEerpy3Ke Cpeabl
Ha4YMHAaTh U 3aBepILIaTh Nepefady JaHHbBIX MO Cpefe

YCTAaHOBHUTBH COCTMHEHHUE CO CPeao

YCTAaHOBHUTD JIOTHYECKOC COCAMHECHUC MCKIY Y3JIaMHU

2) Kakoe nelicTBue NpeAIpUHUMAET KOMMYTATOp BTOPOIO YPOBHSI IIPH MOITYYEHUH HIMPOKOBELIATEILHOTO
KaJpa TaKkoro e ypoBHA?

CoOpacsiBaeT Kajp.
OtmpaBisieT TaHHBINA KaJip Ha BCE MOPTHI, KPOME MOPTa, MOTYYHUBIICTO STOT KaJp.

OTtnpaBiseT 3TOT KaJp Ha BCE NOPTHI, 3aPETUCTPUPOBAHHBIE 711 IEPECHUIKH IIMPOKOBEIATENbHBIX
IIaKETOB.

OTtnpaBnsieT Kaap Ha BCE MOPTHI.

3) Kakyto komanny unrepgeiica He0OXOAMMO BBECTH HA KOMMYTATOPE TPETHETO YPOBHSI, MIPEXKIE 4YeEM
Ha3HAYUTh TaKoMy UHTEpdeiicy aapec [Pv4?

ip classless
no shutdown
no switchport

switchport

4) Kaxkoii TepMuH Aa€T ONpeesieHUe BBIYUCIUTEIBHON CITOCOOHOCTH KOMMYTAaToOpa IyTeM OIIEHKH 00bEéMa
JTAHHBIX, 00pabaThIBAE€MbIX YCTPONCTBOM B CEKYHIY?

CKOPOCTh KOMMYTaIlUU
CKOPOCTb MEPECHIIKU

IIJIOTHOCTH IMIOPTOB

dbopMm-paxTop
5) B uem 3akiroyaercs ofjHa U3 0COOEHHOCTEH KOHKYPEHTHOTO croco0a I0CTyIa K cpefie nepeaadu
JTaHHBIX ?

On ob6pabatbiBaeT O0bIIE HATPY3KH, YEM IIPU UCTIONIB30BaHUU CIIOCOOOB KOHTPOIMPYEMOTO IOCTYIIA.
OH HcroIBb3yeT MEXaHU3MBI JJISl OTCIICKHUBAHUS OYE€pPEIU TOCTYIA K CpeIe.

3TO HeeTepMUHUPOBAHHBIHN CIIOCO0.

OH oueHb XOPOIIO MACIITAOMPYETCs P BHICOKOW 3arpYKEHHOCTH CPEIbI.

Tema 6. TpaHCIIOPTHBIN YPOBEHD



1) Kakyro nH(popmMannio MOXKHO IOIyYUTh O COCEAHEM YCTPOICTBE C MOMOIIIBI0 KoMaH 1kl show cdp
neighbors detail, koTopyro HEBO3MOXKHO OOHAPYKUTH TIOCIIE BBOJIA KoMaHabl show cdp neighbors?
wiaTdopma, KOTopasi UCTIONIb3YETCsl COCEHUM yCTPOHCTBOM

[P-agpec coceqnero ycrpoicraa

TEXHUYECKHE XapaKTEPUCTUKU COCETHEr0 YCTpOoiicTBa

UM y371a COCETHETO yCTPOUCTBA

2) Kaxoii Tunt BpegorocHoro I1O Oynet BbaBaTh ce0st 32 OOBIYHYIO MPOTPAMMY U 3aITyCTUT CBOM

BPEIOHOCHBIN KOJ MPH 3armycke?
TposiHCKas nmporpamma

BUpPYC
YepBb

mmuroHckoe 10
3) Coznaiite kanp Ethernet ¢ mpaBuIbHBIMU KOMIIOHEHTAMHU U OTIIPABBTE KaJp B MECTO HA3HAYCHUS

- M TORHEE Npatoeon UDP: FTP ¥ 30 HOIHT AN
MAC-anpec: 00-E0-86-2D-0C-05 MAC-aaps: O0-E0-09-18-18-BE
IP-afpec: 182168.50.232 IP-aapec: 1921689197

Him 3ok Mo LR RTHETT ] i - HoTorsmE

TCP-afuanT
Pt
Kanp Ethernat
OQHECHDG-18-18-8E T Fil 192 168,50 232 15 YRR 16T O-ED-88-70RGC 55

4) PaCHpeI[eJII/ITC KOMITOHCHTLI CCTH IMTOKAa3aHHBIC HAa PUCYHKC 1O KaTCTOPHUAM

21
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Kosuyrarop CeTenci NpUHTED
MP3-npowrpuieatant

Nepudepuiinoe yeTpolicTeo

Cetesan cpepa

Yaen CeTesoe YCTPORCTBO

Tema 9. U3yuenue cetn

1) Bo Bpemst m1aHOBOM POBEPKU TEXHHUYECKUH CIIEUAIUCT OOHAPYKWIL, 4TO ycTaHoBineHHOe Ha [1K
porpaMMHOE oOecIieueHre OCYIIECTBIISIIO TalHbIN cOOp TaHHBIX 00 MHTEPHET-CaiTax, MocemaeMbIX
MOJIH30BATENSIMH C JAHHOTO KOMIIbIoTepa. KakoMy THITy yrpo3bl OABEPraeTcs JaHHbBIH KOMITbIOTEp?

DoS -araka
Kpaka JJMIHON nHOOpMAIN
mmuorckoe [10

araka HyJIEBOTO JIHS
2) Kakoe yTBepKIeHUE ONMHICHIBACT CETh C TOAACPKKOH KauecTBa oocmykuBanus (QoS)?
COoii 3aTparuBacT MUHUMAJIBLHOE KOJTUYECTBO YCTPOMCTB.

CeTb 10DKHA UMETh BO3MOXKHOCTD PACHIMPEHHS B COOTBETCTBUH C IOTPEOHOCTSIMH ITOJTb30BATEINICH.
CeTth o0ecriednBaeT MPOrHO3UPYEMbIE YPOBHU OOCITY)KHBaHUS ISl pA3JIMYHBIX TUIIOB TpaduKa.

Jlannble, mepeaBaeMble 10O CETH, B MIpoLiecce Mepeadyn He U3MEHSIIOTCS.
3) Kakoii Tt IpOeKTUPOBaHUS CETEH coueTaeT B cebe ToI0COBBIC, BUACO- U JPYTHUE JaHHBIE,

nepcaaBacMbIC IO OAHOMY U TOMY KC KaHAJTY cBsA3u?

TpaIUIOHHAs CETh
00beAUHEHHA CETh

CCThb XpPAaHCHUA JAaHHBIX



OKCTPaHET
4) llIndpoBaHue Kakux Maposiei BBITIOTHAETCS C MOMOIIBIO KOMaH bl enable secret?
BCE HACTPOCHHBIC MAPOIH

[IapOJIb IPUBUIIETUPOBAHHOIO PEXKUMA
[1apOJIb KOHCOJIBHOM CTPOKH

napoius ctpoku VI'Y

5) Ju1st 5)KOHOMHHM BpEeMEHU KOMaH/IbI orepannoHHon cuctembl [0S MOXKHO BBOJUTE YacTHYHO. Kakast
KJIaBUIIIa UM KOMOMHALIMS KJIABUII 3aBEPIIUT BBOJ?

Tab

Ctrl-P

Ctrl-N

Crpeinka BBEpX

Crpeka BIpaBo
4.3 IIpomexxyTouHast aTTeCTalU 110 AUCITUIUTHHE MPOBOAUTCS B hopMe dK3aMeHa

Tunosblie Bonpocskl 3xk3amena (ITK-1)
Bomnpocel k 3k3ameny - 3 cemecTp

1 CoBpeMeHHBIE CETEBbIE TEXHOJOTrWHM. Vcmonp3oBaHWE CeT€d B TMOBCEAHEBHOM  HKU3HM.
[IpenocraBnenne pecypcoB B pamkax ceTd. CeTH pas3audHbIX MacimTaOboB. KiueHTBI W cepBephl.
OIHOpaHTOBBIE CETH.

2 Jloxaneuble u mnobanbHele cetu. Cerb WuTepHer. KommoHeHThl ceTH. OKOHEUHBIE CETEBBIC
ycrpoiictBa. IIpomexyrounble cereBbie ycTpodcTBa. CereBas cpeaa. Cxembl TOMOJOTHH.
[Tonxmrouenue k cetu Murepuer. Texnonoruu gocrymna B MHTEpHET.

3 Cetp B kauectBe Miatdopmbl. KouBeprentHole (comenmuecs) ceTd. HanéxHOCTh ceTH.
VYcToitunBOCTh K cOOSIM B CETAX ¢ KOMMYTAIMEH KaHAJIOB M TAKeTOB. MacmrTaOupyeMoCTh CETH.
O6ecrieuenue kadectBa oocmykuBanus QoS. ObecrneueHne 6€30MaCHOCTH CETH.

4 Tennentuu pa3sutus cereid. Konnemnmus BYOD. CoBmectnas pabora uepe3 MatepHeT. Buneocsiss.
O6naunbie BeruncieHus. LienTpsr 00paboTku qaHHbIX. CeTeBble TEXHOIOTHH I JoMa. Opranuzanus
CeTM 10 JHUHMUAM DJeKTpolnepenadu. becnpoBopgHol mmpoxononocHsli  goctyn. CereBas
0€30MacHOCTb.

5 Hacrpoiika cereBoii oneparnronHoi cucteMbl. CiscolOS. OcHoBHble PyHKIMH. JI0CTYyI K yCTPOUCTBY
Ha 0Oaze CiscolOS. Koncomnbuseiii mpoctyn. Telnet, SSH u AUX. PexxuMmbl paGoThl oneparmoHHON
cucreMbl CiscolOS. IIpuBuierupoBaHHbII M MOJB30BATENBCKUI peXuUM. Pexxum mmolanbHOM
KOH(UTYpaluy U JOonoJHUTENbHbIe pexuMbl. CtpykTrypa komana CiscolOS. KonrekcTHas crnpaBka.
[TpoBepka cunTakcuca komauasl. Komanasl nposepku B [0S.

6 OrpannyeHue noctyna K (aiinaM KOHGUTypaluu YCTpPOMCTB. 3alMTa JOCTyNa K YCTpOMCTBaM.
3ammrTa A0CTyna K NPUBHICTHPOBAHHOMY M TOJIb30BaTelbckoMy pexkumy. lludposanue maposns.
Bannepusie cooduienus. CoxpaHeHne KOHPUTypaIiy yCTPOUCTB.



7 Hoptel u anpeca. IP-agpecanust ycrpoiictB. Mutepdeiicbt u moptel. HacTpoiika BHUpPTyaIbHOTO
uHTepdeiica kommyraropa. Hactpoiika [P-anpecoB OKOHEUHBIX YCTPOMCTB: BPYUHYIO M IPH MTOMOIIU
DHCP. Koudmuxrsr IP-agpecos. IlpoBepka mapamerpoB mnozakmodeHust (loopback-untepdoeiic,
npoBepka HHTepEHCcOB KOMMYTATOPa, TECTUPOBAHNE CKBO3HOTO MOIKITIOUCHHS).

8 CereBble MPOTOKONBI U cTaHAApTHL. Kommpomanue cooOuieHus. DopMaTHpoBaHUE W HHKAICYISIUS
coobuienus. Pasmep coobOmenus. Bpemennble mapamerpsl coobmienus. IlapameTpsl nocTaBKH
coobuienus. Bzaumopeiicteue nporokosnoB. Ctek nporokonoB TCP/IP u npouecc oOMeHa JaHHBIMH.
Opranuzanuu no cranaaptusanuu: ISOC, IAB, IETF, IEEE, ISO.

9 Dranonnsie mopenu. Moaens OSI. Monens TCP/IP. CpaBHenue mozeneit.

10 /IBmxenue paHHbIX No cetu. MHkancynsauusa naHHbeiX. [JocTtyn k nokanbHbIM pecypcam. Jloctyn k
yIaJIEHHBIM pecypcam.

11 CereBoii goctym. Ilomkmrouenune k cetu. CeteBbie mHTEp(deiicHbIC TaThl. OU3NYECKUN YPOBEHB.
Cpencta nepenadyu JaHHBIX (u3nyeckoro ypoBHs. CTaHIapThl U MPOTOKOJBI (PU3NYECKOTO YPOBHSI.
[IpomyckHast cnocoOHOCTh. [Ipon3BoauTEIEHOCTD ceTH. THIBI PU3NUECKOM CPEIBI.

12 Mennble kabGenu. DKpaHUpOBaHHAs M HEdKpaHMpoBaHHas BuTas mapa. [Ipokmaaka kabeneir UTP.
Cranpnaptel. PaznoBugHoctu kabeneit tunma UTP. TectupoBanme kabeneit UTP. KoakcuambHblit
kabenb. be3onacHoCTh MEIHBIX Kabemeid.

13 OnToBosokoHHbIE Kabemu. OcoOeHHOCTH TTPOoKaNKU. KOHCTPYKITHS ONTOBOJIOKOHHOTO Kabemns. THumsl
OTITOBOJIOKOHHBIX Kabeneil. [[poBepka onToBOIOKOHHBIX Kabeseit. CpaBHEHHE ¢ MEIHBIMH KaOCIISIMH.

14 becnpoBomHbIe cpencTBa mepenadyd  JaHHBIX. (OcoOeHHOCTH  OecnpoBOMHON  cpembl. TuIbl
OecrpOBOHBIX CPENICTB Mepeaaun JaHHBIX. becnipoBonHas mokansHas cetb. Ctanmaptel WiFi 802.11.

15 TIporokonbsl kKaHaibHOTO ypoBHS. HaszHaueHue kaHanbHOro ypoBHS. [lomypoBHM KaHaloB JaHHBIX
MAC u LLC. VYnpapieHnue IOCTynmoM K cpeiae mnepemadd OaHHbIX. CTpyKTypa Kaapa YpOBHS 2.
dopmarupoBaHuEe AaHHBIX Ui nociuenyromel nepenadu. Cosznanne kaapa. CrangapTsl KaHAIBHOTO
YPOBHSL.

16 Bunpl Tomonoruii. ®usnueckas u JJoruveckas Tonojorus. Tomonoruu modansHoM ceTu. Kaap kanama
nepenaun nanabix. Kaaper LAN 1 WAN. Kanp Ethernet. Kagp PPP. becnipoBoagnoit kaap 802.11.

17 TIporoxon Ethernet. [Tpuamun padotsl. [TomypoBan MAC u LLC. MAC-aapeca. O6paboTka KaapoB.
WNukancynsumst  Ethernet.  Pasmep wm  cTpykrypa kampa. MAC-aapeca  OIHOAIpPECHOM,
HIMPOKOBENIATENILHON U MHOTOaIpecHOM pacchuiku. CkBo3Hoe noakiatodeHne. MAC u [P-aapeca.

18 IIportokon paspemenust aapecoB ARP. @ynkiun ARP u npunuun pabotel. Pons ARP B mpouecce
yaanéuHoro ooMeHna nanabiMu. Tabnmuia ARP Ha cereBbix ycTpoiicTBax. IIpodnembr ARP.

19 Kommytaropsr LAN. Iloptel kommyrtartopa. Tabmmma MAC-agpecoB. HacTpoiiku IyriiekcHOTo
pexxuma. Oynkrusa Auto-MDIX. CriocoOb!l epechiIky Kajapa Ha kommyTtaTtopax Cisco. Kommyrarus ¢
Oypepuzammeit u 6e3. Kommyramms c wuckioueHueMm ¢parmentoB. bydepusamms mamsata Ha
KoMMyTaropax. OukcupoBaHHasi U MOAYJIbHAsE KOH(puryparus kommyraropos Cisco.

20 Kommyrtanus ypoBHs 3. CpaBHEHHE KOMMYTallMd BTOPOIO U TPETHEr0 YpOBHA. TexHoiorus
CiscoExpressForwarding. Tumnbl uarepdeiicoB ypoBHs 3. KoHpurypamus MapmpyTH3upyeMoro mnopra
Ha YpOBHE 3.

21 TIporokosbl cereBoro ypoBHsA. CeTeBOM ypoOBEHb B IpOIlleCCe Mepelayd JaHHBIX. XapaKTEPUCTUKHU
npotokoina IP. TTaker IPv4. Orpannuenus [Pv4. [Taket [Pv6.

22 MapmpyTuzanus. Meroasl mapmpytusarnuu. 103 mo ymomyanuto. Tabnuma mapmpyTtuzanuu y3ina
[Pv4. Tabnuna mapmpytu3anuu MapiipyTtusatopa [IPv4. Anpec criemyromiero nepexoza.

23 MapmpyTtuzatopbl. YcTpoicTBO MapiipyTtusaropa. Ilpomeccop m mamsarb. CeTeBbie WHTEpGEHCHI.
OmneparmonHas cuctema mapmpytuzatopa. CiscolOS. IIporece 3arpy3ku MapiipyTu3aropa.

24 TIpoTokoJibl TPAHCHOPTHOTO YPOBHS. 3HAYEHHUE TPAHCIOPTHOTO YPOBHS MpU Mepeladye JaHHbIX.
MynbTUIIIIEKCUPOBaHUE Ce€aHCOB CBs3U. HanéxHocTh TpaHcnopTHOro ypoBHA. I[Iporokonm TCP.
ITpotokon UDP. Anpecanust noproB TCP u UDP.

25 Ob6men mannubiMu 1o TCP. Han&xHoCTh MOCTaBKH. YCTAHOBIEHUE COCAMHEHHUS M €r0 3aBEpIICHHE.
TpéxcropoHHee pykomoxkarue. YrnopsaoueHHas aoctaBka. [lonrBep:kaenue u pasmep okHa. Iloreps
JIAHHBIX U MTOBTOpHAs Mepeaaya. YnpasieHue notokoM. [IpegorBpaiieHue neperpys3ox.

24
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26 OOmeH ganHbiMH ¢ ucnoiab3oBanuem UDP. UDP-pararpamwmel. [Iponeccsr u 3anpocst UDP-cepsepa.
[Ipoueccsr UDP-knuenta. [punoxenus, ucnonssyromue UDP. CpaBaenne UDP u TCP.

27 IP-anpecanus. CereBbie [Pv4 anmpeca. Crpykrypa azapeca. Macka mnoacetn. OnHoanpecHas,
HIMpPOKOBEIaTeIbHasi U MHOroaapecHas paccolika [IPv4. Tunsl IPv4 anpecos.

28 Certesblie IPv6 anpeca. [Ipobnemsr ¢ IPv4. Anpecanust [Pv6. IIpaBuia 3anucu anpecoB IPv6. Tumb
aapecoB [IPv6. NnnuBunyansueie [Pv6 aapeca. [mobanpHbll MHAMBUAYAIbHBIN ajapec. JlokanbHBIM
anpec kanana. Jlornueckuii uatepdeiic loopback. Heonpenenennsiii aapec. YHUKaIbHBINA JTOKATbHBIH.
Hmuna IPv6 npeduxkca.

29 NnnuBunyansuele IPv6 anmpeca. CrpykTypa mno6anpHOro uHAMBHAyaibHoro IPv6 anpeca.
Crarnyeckast KOH(UTYypaLus I100aJIbHOTO MHAUBUIYaJIbHOTO ajpeca. JlnHaMudeckas KOHQUTyparus
100aMpHOT0 MHIUBUAYaIbHOTO anpeca ¢ ucrnonb3oBanueM SLAAC u DHCPv6. Ilponecc EUI-64 u
uaeHTuduKarop uHTEepdeiica. Junamuueckue JokaiabHble agpeca. CTaTHYecKue JIOKaJIbHBIE ajpeca.
[IpoBepka konpurypauuu IPv6 anpeca.

30 I'pynnoBele IPv6 anpeca. IlpucBoennsle rpymnmnoBele IPv6 anpeca. I'pynmoseie IPv6 anpeca
3arpamrBaeMbIX y3JI0B.

31 TectupoBanue u mposepka coenuHenus. Coobuienus ICMPv4 u ICMPv6. Coobmenus ICMPv6
"3ampoc k wmapmpyTtuzaropy”, "OObsBiaeHHe OT MapupyTuzaropa", "3ampoc coceanero ysma",
"OObsBeHue coceqHero ysna'. OTmpaBKa 3X0-3allPpOCOB: TECTHPOBAHUE JIOKAJIBHOTO CTEKa,
MOJKJIFOUEHUS K JIOKAJIbHOM CETH, MOAKIIOYCHHS K yAAIEHHOMY y3iIy. TpaccupoBKa Mapuipyra.

32 Cermenranus cetu. Pazouenue IPv4-cetn Ha noaceru. OnpeneneHue Mmacku nojacetu. [lpeumymiecrsa
pa30HeHus Ha MOJCETH C UCIIOIb30BAHUEM MACKU MIEPEMEHHOM JUINHBI.

33 Ocobennoctu mpoekrupoBanust [Pv6 cetu. Pazouenune [Pv6 ceTu Ha MOICETH C HCIOIB30BAHUEM
uaeHtudukaropa nogcern. Pazbuenue ¢ ucnoib3oBanueM uaeHTU(uKaropa nHTEpdeiica.

34 TIporokonbl ypoBHsS mpuiokeHH. CrocoObl B3aUMOICHCTBHS IMPOTOKOJIIOB TPUIOKEHUUA C
IPUIOKEHUSMH KOHEUHBIX Mosb3oBareneid. IIIupoko M3BECTHBIE CEPBHUCHI M IIPOTOKOJBI YpPOBHS
npunoxenuit. [Ipegocrasnenue cepsucos [P-agpecamnuun. [Ipenocrasnenue ciayx0 ooMeHa daitnamu.

35 Co3nmanve M nanbHEWIEee pa3BUTHE CETH. YCTPOWCTBA B paMKax HEOOJbINOW ceTH. [IpoToxosnsl,
WCITIOJIb3yeMble B HEOOMbIION ceTr. PazButue cereit 10 O6oee mUpoKUX MaciTaboB.

36 Meppl mo o0ecriedeHUI0 0€30MacHOCTH B CeTH. Mephl 0€30MacHOCTH CETEBBIX YCTPOMCTB.
Va3BUMOCTH U ceTeBble aTaku. [lonaBneHue cereBbix arak. MeTobl 3allUThl YCTPOUCTB.

37 VYopasnenue daiinamu koHpurypanuu [0S, DaitnoBeie cUCTEeMBbl MAPIIPYTU3aTOPOB U KOMMYTATOPOB.
PesepBHOE KONMpOBaHUE U BOCCTAHOBIIEHHUE (DaiiIOB KOHPUTYpALUH.

38 HNuterpupoBanHbie MapuipyTu3aropbl. HacTpoiika mapameTpoB HHTETPUPOBAHHOTO MapIIpyTHU3aTOpPa.

Bomnpocsl k 3k3ameny - 4 cemecTp

1 O6benunHEHHBIE ceTH. MHOTOKOMIIOHEHTHOCTh COBPEMEHHBIX CeTel. DIIeMeHThI 00BETMHEHHON CETH.
Hepapxust B KOMMYTUPYEMOM CETU. YPOBEHb IOCTYIA U YPOBEHb PACIPEACIICHUS.

2 Kommyrtupyemasi cpena. Ilepecbiika kaapoB. uHamuueckoe 3anonHeHue tadmuubl MAC-anpecoB
KOMMyTaropa. MeTozbl epechuIKM Ha KOMMYTaTOpe: KOMMYTAlMs C MPOMEXYTOUHBIM XpPaHEHUEM U
ckBo3Hasg koMmmyTauus. Kommmsunonsuele nomensl. IllupokxoBemarenpHbple JoMeHbl. CHHMMKEHHE
IIEPErpy30K CETH.

3 ba3zoBasg HacTpoiika kommyrtartopa. IlocnenoBarenbHocTh 3arpy3ku. Boccranosienue. CBeToBble
uHauKatopbl. Hactpoiika unTepdeiica ynpaBieHHs] KOMMYyTaTopa.

4 Hacrpoiika noptoB kommyTartopa. JymiekcHas cBsi3b. Auto-MDIX. IlpoBepka HacTpoek mopra.
YerpaneHue Henonaaok.

5 be3zomacHocTh KOMMyTaTopa.  3amuIuEHHbIN ynanéHusii noctym. Ilporoxonm SSH. ITpobGiembr
6e3onmacHocTi kommyTtaropa. Ilepenonnenue tabnuny MAC-aapecoB. DHCP-ciygunr. Vsazsumoctu
nporokosia CDP. BeisiBnenue yrpo3 6€30macHOCTH.

6 OOecrieueHue OE€30MACHOCTH KOMMYTAaTopa.  3allluTa HEWCIIONb3yeMbIX MOPTOB. OTClIeKUBaHUE
DHCP-coo6menuii. Hactpotika Port-Security.

7 Buptyanbnsbie JokanbHble ceTd VLAN u ux npeumymecta. Tunsl VLAN. ['onocosie cetn VLAN.
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BuptyanbHble J0KanbHbIE CETHU B Cpelde C MHOXECTBOM KoMMyTaTopoB. Tpanku. KoHTponb
HIMPOKOBEIIATeIbHBIX TOMEeHOB. TerupoBanue kaapoB Ethernet. Native VLAN.

Haznauenune BuptyanbHO# jnokanbHO cetn. manmazonsl VLAN nHa xommyraropax CiscoCatalyst.
Co3nanue BuUpTyalbHOW JIOKanbHOM ceTu. Hasnauenue mnoproB cersm VLAN. H3menenue
MIPUHAJIEKHOCTH NIOPTOB BUPTYAJIbHOW CETU. YIaJeHUE BUPTYaJbHBIX JOKaJIbHbIX cereil. [IpoBepka
uHpopmaruu o VLAN.

Tpanku BupTyanpHbIX ceTeil. Hactpoiika TpankoBbix kaHanoB IEEE 802.11Q. C6poc TpaHKOBOTO
KaHajga 10 COCTOSHHUS MO yMom4aHwio. [IpoBepka KOHPUTYypalMu TPaHKOBOTO KaHana. [IpoTokon
JUHAMHYECKOTO co3fanus TpankoBoro kaHana DTP. CornacoBaHHbIe pexxuMbl HHTEp(derica.

[Touck m ycrpanenue Henomanok VLAN. Ilpobnemsr ¢ [P-agpecammeii. OrcyrcrBue cetu VLAN.
[IpoGnemsbl ¢ TpaHKOBBIMH KaHajdaMu. HecoBmanenne pe>kKMMOB TPAHKOBOH CBSI3H.

[IpoextupoBanue u obecneuenue 6e3omacHoctTt VLAN. Ataku Ha VLAN. Cnyunr-ataka u araka ¢
nBouHBIM TerupoBaHueM. Cetb PVLAN nepumerpa. Pexkomenaanuu no npoekrupoBanuio VLAN.
HavanpHast ycraHoBka Mapuipytu3aropa. @DyHkiuu Mapuipytuzatopa. [mo3sl mo yMoma4aHUIo.
AxtuBanus [P-anpecanuu Ha y3ie u mapuipyTuzarope. KoHCOIbHBIN AOCTYII.

OcHoBHBIE TapaMmeTpbl Mapuipytuzaropa. Hactpoitka mapamerpoB IPv4 u IPv6 Ha wunTepdeiice
MmapmpyTu3atopa. Hactpoiika uaTtepdeiica loopback mst [Pv4.

[IpoBepka CBS3HOCTH ceTel ¢ mpsAMBIM noAkIoueHueM. [IpoBepka HacTpoek unTepdeiica. [IpoBepka
HacTpoek IPv6 Ha nunTepdeiice. @unbTpanusi BRIXOAHBIX JaHHBIX KOMaH] Sshow.

Mapuipytuzanus naketoB. OtnpaBka makera. [lepecbuika Ha cienyromuii nepexon. Joctuxenue
MeCTa Ha3HAUYCHHUS.

Pemiennst Mapuipytuzanuu. OntumanbHbld 1yTh. Pacnpenenenue Harpy3ku. AJIMHUHUCTPATUBHOE
paccTostHue.

Tabnmuua wmapmpytuzanuu. VcrouHukn TaOnMMibl MapIpyTH3alWu. 3alucd MapUIpyTH3alUH
YIaJIEHHOU CEeTH.

MapipyTsl ¢ OpsAMBIM MOJKIIOUYEHUEM. 3amucH TaOMUIbl MapUIpyTH3ALUU ISl CeTel C MPSIMbIM
noakoueHueMm. Crarnueckue MapmpyThl [Pv4 u [Pv6. [TpoTokonsl fuHaMu4YeCcKoW MapiipyTH3ALUH.
Hacrtpoiika wmapmpytuzanun  Mexay VLAN. OcHOBHbIE NpUHIUIIBL. — YCTapeBllas CcXema
MapmpyTu3anuu Mexxay VLAN u MapuipyTrsaius ¢ UCIIOJIb30BaHHEM METOja router-on-a-stick.
[Touck m ycrpaneHue HemoJagok Mapmpytuzanuu Mmexnay VLAN. Hemomanku B pabore mopra
koMMyTaropa. IlpoBepka koHpuUrypauuu KommyTtaropa. I[IpoBepka HacTpoek MaplIpyTH3aTopa.
Omm6ku B IP-agpecax u Mackax moaceTH.

KommyTtarusi 3-ro ypoBus. Mapmpytuzanuss mMexay VLAN depe3 BupTyanbHble HHTEPEHCHI
KOMMYTaTopoB. HacTpoiika cTaTiuecKkux MapuipyToB Ha KOMMYTAaTOpe.

Craruueckass MapuipyTuzanus, €€ MNpeuMyIIecTBa M BO3MOXHOCTH. CTaHIApPTHBIA CTaTUYECKUU
MapupyT. Cratndeckuili MappyT no ymondanuro. CyMMapHsbli cratuueckuil Mapupyt. [lnaBarommii
CTaTU4YECKUM MAPLIPYT.

Hacrpoiika crarnueckux mapmpytoB IPv4. Komanga iproute. IlapameTpsl ciemyromiero mnepexosa.
Hacrtpoiika HanpsMyr0 TMOKIIOYEHHOTO W IOJHOCTBIO 33JaHHOTO CTAaTHUYECKUX MApUIPYTOB.
Hactpoiika cTaTnueckoro mapiipyTa 1o ymoiadanuio. [IpoBepka craTuueckux MapiipyToB.

Hacrpoiika cratmueckux MapmpyroB IPv6. Komannma I[Pv6 route. Hacrtpoiika Hanpsmyro
MOJIKJIFOYEHHOTO U MOJHOCTBIO 33JJaHHOT0 CTaTUYeCKUX MapuipyToB. Ctatudeckuid mapuipyt [Pv6 mo
ymomyaHuto. [IpoBepka craTuueckux MapupyToB.

KnaccoBas aapecanust cetn. KnaccoBsle Macku noacereid. KimaccoBwlii MPOTOKOJ MaplIpyTH3aIlUH.
N30BITOYHBIN pacXol peCypCcoB.

becknaccoBass mexaomennas mapuipytusanusa. CIDR u oO0wenuHenune mapmpyToB. beckimaccoBbie
MIPOTOKOJIBI MapIIPYTU3ALINH.

Macku noaceTu GUKCUPOBAHHOM M MIEPEMEHHON JUTHHBI. Pa3nenenue moacerei Ha MOICETH.
Cymmapnsbie MapuipyThl. O0bennHenue MapmpyToB. Pacuér cymmaproro mapripyra. O0be1uHEHHBIE
MapupyTsl B IPv6. Hactpoiika cymmapnoro IPv6 angpeca.

[InaBaromue crarnueckue MapuipyThl. HacTpoiika u mpoBepka I1aBaroIiero CTaTMueCckoro MapuipyTa.
[Touck u ycTpaneHue HEMoa 0K B HACTPOMKAX CTAaTUYECKOr0 MapuIpyTa.
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IIpoTokosmbl JUHAMHUYECKOM MaplpyTu3anud. Posib IPOTOKOIOB JUHAMHUYECKOM MAapLIPyTU3ALUH.
CpaBHEHHE CO CTaTUYECKON MapLIpyTU3alUeil.

[Ipuniunsl paboThl MPOTOKOJOB MAapLIPYyTU3aLMU. 3amyCcK IOcie BKItodueHus nutanus. CereBoe
oOHapyxenue. OOMeH JaHHBIMU MapuipyTu3anui. OdecrnedeHne CX0JUMOCTH.

Tuner  mporokonoB  Mapumpytuzauuu.  IIporokoner  mapmpyrtuzaumu  IGP u EGP
JIMCTaHIIMOHHO-BEKTOPHBIE IPOTOKOJBL. IIpoTOKONIBI MapuIpyTH3alMM 10 COCTOSHUIO KaHaua.
KnaccoBele u  OeckiiaccoBble  MPOTOKOJIBI  MapUIpyTHU3alUH. XapaKTEPUCTHKH  MPOTOKOJIOB
MapLpyTH3auuu. MeTpuKy IpOTOKOJIOB MapIIpyTU3ALINH.

JluHamuueckasi TUCTAaHIMOHHO-BEKTOPHAsl MaplIpyTu3auus. J{MCTaHIMOHHO-BEKTOPHBIM aJIrOpUTM.
[Iporoxonsr RIP u EIGRP.

[Ipotokonsr RIP u RIPng. Kondurypauus RIP na mapmpytuzarope. OObsiBnenue cetu. RIPv2.
OTkmoyeHne aBroMarudeckoro oObenuHeHusi. HacTpoiika mnaccuBHbIX uHTepdeiicoB. Ilepemaua
MapuipyTa no ymonuanuto. O0ssBieHue cereit [Pvo.

JlunamMuueckass MapHIpyTH3alMsl 10 COCTOSHHIO KaHama. [lpuHmun  paGotel.  [IpoTokomsr
MapuIpyTH3alKM 10 KpaTyaieMy nyTdu. AJroput™ {erkcTpsl.

O6HoBneHus coctosiHus kaHaia. Hello-mpotokon. Co3manune makeTa COCTOSHMS KaHaja. JlaBuHHas
pacchlIka TMakeToB cocTosiHus KaHayna. Co3naHue Oas3bl JaHHBIX COCTOSHUM KaHanoB. CoznaHue
nepeBa kpardamux mytei. JlobaBnenne mapmpytoB OSPF B Tabnuiy MapmpyTu3ammm.

Tabnmuia MapumpyTH3anuu. 3amucd € OPSAMBIM TOIKIIOUECHHEM W 3alucH 00 yJal€HHOW CeTH.
OxoHuarenpHbI MapuipyT. MapupyT 1-ro ypoBus. Pogurensckuii mapupyt 1-ro yposHs. JlouepHuii
MapuipyT 2-ro ypoBHs. Ilpomecc momcka Mapuipyra. OnTHUMaibHBIM MapuipyT. 3amucu B Tabiuie
Mapupytuzanuu [Pv6.

IIpotoxon OSPF. OcHoBuble xapakrepuctuku. Kommonentsl mpotokona OSPF. Ilpunimn paGoTsl.
OSPF ms oxHO# 00/1aCTH U HECKOIBKHUX 00JIaCTEA.

Coobmenust OSPF. Unkancynsmus coobmennit  OSPF. Tunsl cooOmiennii. [lakeTsl mpuBETCTBHS.
Wutepransl ornpaBku hello-nakeroB. OGHOBIEHUS COCTOSHUS KaHaA.

Paboune cocrosuust OSPF. YcranoBneHHe OTHOLICHHMH CMEXHOCTH C COCEAHHMH YCTPOICTBaMHU.
Beimenennenii  mapmpytuzarop DR u pesepBHBIM  BbIIeneHHBIM — Mapmpyrtuzarop  BDR.
Cunxponu3zanus 6a3 ganueix OSPF.

Hacrtpoiika OSPFv2 nmns omnoit obGnactu. Wnentudukatopsr MapmpyTtusatopa. Hactpoiika
unentudukaropa mapurytusatopa OSPF. Bxmouenne OSPF na wnTepdeiicax. [llabmonHas macka.
Komanna network. ITaccunsbrit uatepdetic. Croumocts OSPF. Akkymyssiiust croumocTtu. Hactpoiika
3aJIaHHOM MPOMYCKHOM criocoOHocTH nHTepdeiica. Hactpoiika croumoctu OSPF Bpyunyro. [IpoBepka
OSPF.

Kondurypanus OSPFv3 mns omgHoit obnactu. CxonctBa m pasznuuus mexay OSPFv2 u OSPFv3.
Anpeca Link-local. Tomonorums cetm OSPFv3. Hactpoiika u wu3MeHeHHe HACHTH(PUKATOpPA
mapmpytuzatopa OSPFv3. Brmrouenne OSPFv3 na unrepdeiicax. [Iposepka OSPFv3.

Crucku  koHTposst poctyna. [lpunmmn pabotsl ACL-criuckoB mo mporokonmy IP. Hasnauenue
ACL-cnuckoB. CTanmapTHble U pacHIMpeHHble ciucku foctymna. [llabmonnsie Macku. Pexomennanun
10 CO3JAHMIO U Pa3MEIICHUIO CIIUCKOB 10CTYTIA.

Cranpgaptaeie ACL-ciucku 1 IPv4. Hacrpoiika cranmaptaeix  ACL-cnmckoB. Brecenue
n3MeHeHuil. 3amura noptoB VIY ¢ nomonisto ctangaptHoro ACL-cnmcka.

Pactmmpennsie ACL-cniucku. Ctpykrypa pacmmpenHoro ACL-cnucka. HacTpoiika pacmmpeHHbIX
ACL-cnuckoB. [Ipumenenue pacmmpeHHbix ACL-cniuckoB Ha uHTepdeiicax. Co3naHne MMEHOBAaHHBIX
CIUCKOB AocTtyna. [IpoBepka u pegakTHpoBaHUE paCIIMPEHHBIX CIIUCKOB JOCTYIIA.

IMouck u ycrtpanenue Henonagok ACL-cruckoB. Jlormka paGoThl BXOHNSIIETO W HCXOASALIETO
ACL-cniuckoB. Jlornueckue neiicTBus cnucka gocryna. [Ipouecc npuHATHS pelieHnid CTaHAapTHOTO U
pacimmpeHHoro crnucka gocryna. Pacnpocrpanénnsie ommoku ACL-CHCKOB.

Cnucku pocrtyna ana [Pv6. Tunsl cnimckoB. CpaBHenue ¢ ACL-cnmckamu mis [Pv4. Hacrpolika u
MPOBEPKA CIUCKOB JocTyna st [Pvo6.

[Iporokon DHCPv4. ®opmar coobmenus. CooOmieHusi oOHapyxeHus u mnpemiokenus DHCPv4.
Hacrtpoiika u npoBepka DHCPv4 cepepa. DHCPv4 perpancnsuus. Hactpoiika DHCPv4 knuenrta.
[Touck u yctpanenue HeucnpaBHoctei B pabore DHCP.
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50 Iporoxkon DHCPv6. ABTomarmueckas HacTpoiika aapeca Oe3 orciexuBanusi coctostaus SLAAC.
[punun paborel. DHCPv6 ¢ otcnexuBanuem cocrostHus. [Ipoueccst DHCPv6. DHCPv6 Ge3
OTCIIe)KUBaHMs cocTosiHus. 1IpoBepka u HacTpolika MapupyTusaropa. Hactpolika mappyrusaropa B
kauectBe cepBepa DHCPv6 ¢ orcnexxuBanuem cocrostHusi. Hactpoiika mapiipyTtuzaropa B KauecTBE
areHTa perpancisauuu DHCPv6.

51 Towuck u ycrpaHeHue Henonaaok B padbore mapuipytuzatropa DHCPv6. Ilposepka Hacrpoek DHCP v6
Ha MapuIpyTH3aTope.

52 TIpeobpazoBanue cereBbix anapecoB [Pv4. Cuctema NAT. [puniumn paGoThI.

53 JluHamudeckoe U cTaTudeckoe mpeoOpaszoBanue aapecoB NAT. IIpeoOpazoBanue aapecoB MOPTOB
PAT. CpaBuenue NAT u PAT. Hactpoiika crarnueckoro u auHamuueckoro NAT. Hactpoiika PAT.
Ilepeanpecanus noproB. Hactpoiika NAT u nnpotokona [Pv6.

54 Ycrpanenue Hemonagok B pabore NAT. ITlomck Hemonazok ¢ TMOMOMIBI0 KoMmaHa show.
UcnonszoBanue komanasl debug. [Tpumepsr.

Bomnpocel k 3k3aMeny - 6 cemecTp

1 TIpoekT KOpHOpaTUBHOM CETH JId KOMIUIEKCa 3aaHui. I[IpoekTupoBaHuME HEPAPXUUYECKOW CETH.
TpeboBanus k cetu. [IpuHIUIBI CTPYKTYPUPOBAHHOTO MTPOEKTUPOBAHHUS.

2 Uepapxus cetd. YpoBeHb AOCTyNa. YPOBEHb paclpeeieHus. YpOBeHb sapa.

3 KopnoparuBnas apxutekrypa Cisco. Monynb KOMILIEKca 3[aHUM Npeanpusrus. Moayinb TpaHUIbI
npennpustus. [ panuia cetu oneparopa cBsi3u. YinanéHHas GyHKIIHOHAIbHAS 007IacTh.

4 PasBuBaronuecs ceTeBble apXUTeKTypbl. CeTn 0e3 rpaHull. ApPXUTEKTypa COBMECTHOM pabOTHI.
Lentpsr 00pabOTKM AaHHBIX M BUpTyanu3alus. Pacmupenue cetu.

5 Toaxiouenue k mobanbHoil cetn. Cetn ¢mimanoB. Pacnpenenénnas cetb. YcTpolcTBa 1100aIbHOM
cetu. KommyTanus kaHai0B 1 KOMMYTal¥sl TIaKETOB.

6 CepBucbl mobaneHOW cetn. MHppacTpykrypa cetu omepatopa. MHpacTpyKTypsl YacTHBIX
100anpHBIX ceTeil. ApenpoBaHHble JuHMU. Kommytupyemsiit noctym. ISDN. FrameRelay. ATM.
WAN Ha ocHoBe Ethernet. MPLS. VSAT.

7 Nndpactpykrypa obmenoctymHon mmodampHor cetr. DSL. KaGenb. becnpoBomHble TEXHOIOTHH.
CoroBas cBsi3b. Texnomnorus VPN. Beibop cmoco6a moakitodeHus K ri100aIbHON CETH.

8 IlocnenoBarenbHOe coeanHeHue "Touka-touka'. IlocnenoBarenbHbie U NMapaieabHble MOPTH. CBA3b
[0 TMOCJIEIOBAaTEIbHOMY KaHaly. MyNbTUIIIIEKCHPOBAaHUE C PaA3JEICHUEM [0 BPEMEHH. YCTPOICTBa
DTE u DCE. [IocaenoBarenpHbIe KaOETH.

9 Unkancymauuss HDLC. Tumbel kagpoB. Hacrpoiika u oTiagka mocieqoBaTelbHOrO HHTEpdeiica.
[punun padotsl npotokona PPP. LCP u NCP. Ctpykrypa kaapa PPP. Ceancst PPP.

10 Hactpoiika nporokona PPP. Komanasr 6a3oBoii HacTpoiiku. CxxaTre 1aHHBIX. MOHUTOPHHT KauecTBa
kaHasa PPP. IIpoBepka HacTpoek.

11 Ayrentudpukamms PPP. Ilporokonsr ayrentuduxauuu PAP u CHAP. Hactpoiika PPP ¢
ayrentudukanueir. Omiaaka PPP.

12 FrameRelay: npeumymectBa u Hemoctarku. [lpuHimmn paGorel. I'pynma BHPTyalbHBIX KaHAJIOB.
Wnkancynsmus FrameRelay. Tomonmorun cereit FrameRelay. Comocrasnenue agpecoB. Murtepdeiic
JoKajgbpHOTO yrpasinenus. Inverse ARP. Ynpasnenue norokom naHsHbIX B cetd FrameRelay.

13 Hacrpoiika FrameRelay. Komanapl 0a3oBoii HacTpoliku. HacTpoiika m TpoBepka CTaTHYECKOTO
comnocTaBieHus aapecoB. Hactpoiika moapiaTepdeicos.

14 Ornanka FrameRelay. Pabora LMI. Cocrosiaue kanana PVC. IIpoepka padotsr Inverse ARP.

15 Cucrema NAT. Ilpunmun pa6otsl. OCHOBHBIE XapakTepUCTUKH. CTaTHUecKHe M JUHAMUYECKHE
npeoOpazoBanust NAT. [IpeoOpazoBanue anpeca u Homepa nopra PAT. [IpeumymiecTBa u HeAOCTaTKH
NAT.

16 Hactpoiika crarndeckoro m auHamuyeckoro NAT. Hacrtpoiika PAT. IlepenampaBieHune mnOpTOB.
Hacrpoiika mexann3ma NAT u nporokona [Pv6. Otmanka NAT, komanast show u debug.

17 Pemenuss MUPOKOMOJNIOCHOTO JOCTyMNa. YmanéHHas paboTa: NPEUMyIIecTBA W HEJOCTAaTKH.
TpebGoBaHUs K MOAKIIOUCHHIO JJIS YIAJIECHHOTO paOOTHHKA.

18 CpaBHeHue penieHui mupokonojgocHoro aocrymna. Kadens. DSL. becnipoBomHbIe MHUPOKOMOIOCHBIE
cetu. Be10op perrennii mupoKooJIOCHOTO A0CTYIIA.



19 Hactpoiika nogxmrouenuit XDSL. O630p PPPoE. Hactpoiika PPPoE.

20 3ammra mexdunuanpHon cBsi3u. Cetn VPN: noctonncTBa n HegocTarku. Tumbl ceteir VPN,
21 Tynnenu GRE mexny o0bekramu. Hactpoiika u npoBepka TyHueneit GRE.

22 TIporokon [Psec. Ctpykrypa mportokona. Cepsuckl 6e3omacHoctr [Psec.

23

24
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VYnanéunsiii qoctyn. Cetu VPN ymanénnoro mocrtyma ¢ ucnonb3oBanuem [Psec. CiscoEasy VPN.
Cpasuenue [Psec u SSL.

Syslog: npuHmmnel paboThl W OCHOBHBIE HacTpoiiku. Dopmar coobmienuit Syslog. Cyxba
BPCMCHHBIX MCTOK.

SNMP: npuniun pabotsl. Jlopymku arenta SNMP. Bepcun SNMP.

NetFlow. ITotoku mannpix B cetu. Hactpoiika m mpoBepka padotbl NetFlow. COopka u anamu3
JTAHHBIX.

[louck u ycTpaHeHME HEMOJNAAOK B CETH C HUCIOJB30BAHUEM CHCTEMHOIO  IOAXOAA.
JlokyMeHTHpOBaHUE CeTH. J{uarpaMmbl TOITOJIOTHA.

dopmupoBanue 0a30BBIX MOKazarenel cet. IIpomemypa moucka W ycrpaHeHus Hemodanok. Coop
JAHHBIX 0 cuMIToMax. Onpoc KOHEUYHBIX MOJIb30BaTENEH.

Hcnonb3oBaHuE MHOTOYPOBHEBBIX MOJENEH IS MOMCKA M YCTPAHEHHUS HEMONAN0K B ceTH. MeToasl
MIOMCKA U yCTPAHEHMS HEMOJIA0K.

Otnanka ceru. [IporpamMmHbie cpeacTBa MOMCKA WM yCTpaHeHUs Hemnonaaok. CpeacTBa MOHWCKa M
yCTpaHEHHUs] HEUCIpaBHOCTEH ammapatHoro obOecneueHus. [Ipumenenme cepsepa Syslog st
YCTpPaHEHUs HEIOJIAI0K.

[louck m ycrpaHeHue HEMoJaJOK Ha (U3NYECKOM, CETEBOM M KAaHAJIBHOM YPOBHSAX. YCTpaHEHHE
Henonanok ACL-cnuckoB u cucteMsl NAT. YeTpaHeHHe HENOIal0K HA YPOBHE NPUIIOKEHUH.

Ilouck u ycrtpanenune Henonanok B [P-cersx. KoMmoHEHTHI CKBO3HOIO IOMCKAa W YCTpaHEHUs
Heronazok. [IpoBepka ¢usnueckoro ypoBHs. Pexumsbl mpyminekca. Anpecanus. [IpoBepka numo3a mo
YMOJIYAHUIO U IIPaBUIBHOCTH ITyTH.

TunoBble 3axanus s dxk3amena (ITK-1)
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2. IlocTpouth U CKOH(GUTYPUPOBATH CETMEHT CETH, OrpaHMYeHHBIN MapiipyTuzaropamu Cisco 2801 Lab A
u Lab_B. IIponemoHcTprpOBaTh paboTOCIIOCOOHOCTH MOCTPOSHHOTO CErMEHTa CETH.



205.7.5.0 net

Router Name - Lab_A
E0=192551
E1=2057.5.1

S0 =201.100.11.1
SM = 255.255.255.0

210.93.105.0 net

Router Name - Lab B Router Name - Lab C RouterName - Lab D Router Name - Lab_E

EQ0=219.17.100.1 E0=223.8.1511 E0 =210.93.105.1 ED = 210.93.105.2
S50=190.6.131 S50 = 204.204.7.1 51 =204 .204.7.2 SM = 255.295.255.0
51=201.100.11.2 51=198.6.13.2 SM = 255.255.255.0

oM = 255.255.255.0 oM = 255.255.255.0

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU
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Orenka

Komrmerennn

Jeckpuntops! (ypOBHH) — OCHOBHBIC IPU3HAKKA OCBOCHUS (TIOKA3aTEIH
IOCTHKEHUS Pe3ybTara)

«OTIINYHOY
(85 - 100 6anoB)

MK-1

Ot1an4aHO YMCET MAaTCMaTnu4CCKHU KOPPCKTHO CTaBUThb
CCTCCTBCHHO-HAYYHLIC 3aJa4u, 06J1a)1aeT 3HaHUECM IIOCTAaHOBOK
KIIaCCHUYCCKHUX 3aJa4 MaTCMAaTUKH.

IK-1 Xopomo  ymeer MaTeMaTH4YeCKH  KOPPEKTHO  CTaBUTh
«XOopommo»
p €CTECTBEHHO-HAay4YHbIE 3aJa4yd, oONagaeT 3HaHHEM [OCTaHOBOK
(70 - 84 6amnoB)
KJIACCUYECKUX 3a/1a4 MaTEeMaTUKU.
TIK-1 YKI0BI€TBOPUTENFHO YMEET MaTreMaTu4ecKH KOPPEKTHO CTAaBHUTh
«YIOBJIETBOPUTEIHHO»
€CTECTBEHHO-HAyYHbIE  3a/add, 00Jamaerciabbim 3HaAaHUEM
(50 - 69 6amnoB)
MMOCTAaHOBOK KJIACCUYECKUX 3a/1a4 MAaTEeMAaTUKU.
IK-1 He yMeeT MaTeMaTH4YeCKH KOPPEKTHO CTaBUTH

«HEYIOBICTBOPHTEIILHO»
(menee 50 6amnoB)

CCTCCTBCHHO-HAY4YHBIC 3aaa4u, HC 06J1anaeT 3HAaHHUEM ITIOCTAaHOBOK
KJIaCCHYCCKHUX 3aJa4 MaTEMaTUKH.

5. Metoanueckue yKkazaHus JJisl 00y4al0UUXCsl IO OCBOCHHMIO TMCIUILIMHBI (MOXYJIA)
5.1 Meroauueckue yKa3aHus IO OPTaHU3aIMH CAMOCTOATEIBHOM paboThl 00yYaromuxcs:

[Mpuctynass Kk W3Y4YCHUIO AMCUMUIUIMHBI, B TIEPBYIO OYepenb OOyJaromMMCs HEOOXOAUMO O3HAKOMHTHCS
comepkanremM paboueii mporpammbl aucturumabl (PIT[]), koTopast ompenenseT comepskaHue, oObem, a
TaKXKe MOPSAIOK N3yUSHHsI U TIPENOAaBaHus y4eOHOU JUCITUTUINHBI, €€ pa3/elia, YacTH.

Jlnist caMOCTOSTENbHON pabOThl BAKHOE 3HaUE€HUE UMEIOT pa3ziensl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.



B pazmene «O0veM u copepkaHWe AWCHUILIMHBDY YKA3bIBAIOTCS BCE pa3lenbl M TEMBI U3ydaeMOM
JTUCIUIUTAHBL, @ TAK)KE BUJIbI 3aHITHIA U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pasmene «YdeOHo-meromuueckoe U uH(pOpManuoOHHOE oOecledyeHne AUCHUIUIMHBDY —yKazaHa
peKoMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B pazmene «MarepuanbHO-TEXHUYECKOE OOECIEUeHUE ITUCIUIUIMHBL, TMPOTPaAaMMHOE oOOecreueHue,
npodeccruoHanbHble 0a3bl MaHHBIX W WH(OPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IMEpeueHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJISi OCBOCHHUS
JTUCIUTUTNHBL.

5.2 Pexomennanuu o0y4aromumcs 1o padbore ¢ TeOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH elle pa3 mpe3eHTanuio Jekunu B cucreMe MOODLe, NOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN Ha
JIEKIIMOHHOM 3aHSTUU MaTrepual M JOMNOJHHUTh €ro ¢ Y4YeTOM PEKOMEHJIOBAaHHOM JOMOIHUTEIbHOU
JTUTEPaTyphl;

- IIPY CAMOCTOSITEIBHOM M3YyYE€HUH TEOPETUYECKOM TEMBI CAENATh KOHCIIEKT, UCIOJIb3Ysl PEKOMEHIOBAHHbBIE
B PII/] ucrounuku, npodeccruoHaibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JJIsI CAMOCTOATEIILHON pabOoThI, TIO TeMe MpecTaBieHHbIe B yHKTe 3.2 PIT/I.

- TP TIOAATOTOBKE K TEKYIIEMY KOHTPOIIIO UCTIOIB30BaTh MaTepuaibl (oHna oneHouHbIX cpeacts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHUTEPaTYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboTel W HEoOXoAMMAa TPU TMOATOTOBKE K YCTHOMY ONPOCY HAa CEMUHAPCKHUX 3aHATHSAX, K Jebaram,
TECTUPOBaHUIO, dk3aMeHy. OHa BKIIOYAeT MPOPaOOTKY JIEKIIMOHHOTO MaTepHalia U PEKOMEHIOBAHHBIX
HMCTOYHHUKOB U JINTEPATYPHI 110 TEMATUKE JICKIIUH.

KoHcriekT nekuu T0KeH cofepxarh pedeparuBHyI0 3alIMCh OCHOBHBIX BOIPOCOB JICKIIMH, B TOM YHCIIE C
ornopoii Ha pa3MmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
Te€MaM, BBIBOJBI MO KAKIOMY BOMPOCY. KOHCIIEKT MOXeT ObITh BBHIMOJIHEH B PaMKaX pPacHeyaTKd BBLIAYH
Mpe3eHTAINi JeKIUH UM B OTACIBbHON TeTpamu mo npeamery. OH JomkeH ObITh aKKypaTHBIM, XOPOIIIO
YUTAEMbIM, HE COJIEPIKaTh HE OTHOCAIIYIOCS K TeMe UH()OPMAIIUIO UM PUCYHKH.

KoHcnekTbl HaydyHOW JNHUTEpaTyphl MPU CAMOCTOATENBHOM MOATOTOBKE K 3aHSATHUSAM JOJDKHBI COAEPkKATh
OTBETHl HA KAXKIBIM TOCTABICHHBIA B TEME BOIPOC, MMETh CCBUIKY HA HMCTOYHUK HHYOpPMAIMU C
00s13aTeNIbHBIM yKa3aHWEM aBTOpa, Ha3BaHUS M Trofa W3JaHHs HCIOIh3yeMOH HAy4YHOU JHTEparyphl.
KoHcriekT MOXET OBITH OMOPHBIM (COAEP)KaTh JIMIIhL OCHOBHBIC KIIOUEBBIE IMO3WIIMU), HO TPU 3TOM
MO3BOJISIIONIMM J]aTh TOJHBIA OTBET IO BOMPOCY, MOXET ObITh TOAPOOHBIM. OO0BEM KOHCIEKTa
OMPEEISIETCS CAMUM CTYIECHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOI CTYICHT MOXKET:

- Jienarb 3aldCH O XOAYy YTEHHsS B BHUJE MPOCTOTO0 WJIM Pa3BepHYTOro IulaHa (co3daBaTh IMEpPEUYEHb
OCHOBHBIX BOITPOCOB, PACCMOTPEHHBIX B UCTOYHUKE);

- COCTaBJATH TE3UCHl (IUTHPOBaHHE HAWMOOIEe BAXKHBIX MECT CTaTbd WM MOHOTpaduu, KOPOTKOE
M3JI0)KEHHE OCHOBHBIX MBICIIEH aBTOpA);

- TOTOBHUTH aHHOTAINUHU (KpaTkoe 0000IIeHNe OCHOBHBIX BOIIPOCOB pa0dOTHI);

- CO3/1aBaTh KOHCIIEKTHI (pPa3BEPHYTHIC TE3UCHI).

5.4. PexoMeH1allU1 110 TOJTOTOBKE K OTJIEIbHBIM 33JJaHUSIM TEKYLIErO KOHTPOJIS

CobecenoBanue MpennoyaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH 10 BOIpPOcam
MPAKTHUYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUH, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXET TMPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBWJIBHOCTh OTBETA 110 COAECPIKAHUIO;

- IOJIHOTA U TITyOWHA OTBETA;

- CO3HATEJIbHOCTh OTBETA;

- JIOTHKA U3JI0’KEHUsI MaTepHania;

- pPalMOHAJIBLHOCTh UCIIOJIb30BAaHHBIX IPUEMOB U CTIOCOOOB PEIlIEHUS TOCTABIEHHON yueOHO! 3a/1auu;
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- CBOEBPEMEHHOCTh M 3((PEKTUBHOCTH MCIIOIB30BAHUS HATNISAIHBIX MOCOOMN M TEXHUYECKUX CPEICTB IPH
OTBETE;

- CTIOJIb30BAaHUE JIOTIOTHUTEIHHOTO MaTepHaa;

- palMOHAJIBLHOCTD UCIIOB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3CHTALUEH, KOTOpas IMOATOTaBIMBAECTCA IO OAHOMY U3
BOIPOCOB MPAKTHYECKOTO 3aHATUS. [IpH BRICTYIUIEHHH ¢ Mpe3eHTalnueld HeoOXoauMo odpamarb BHUIMaHUE
Ha TaKWe MOMEHTHI KaK:

- Ccolep)KaHUE TPE3CHTALMU: aKTyalbHOCTh TEMbI, IOJIHOTA €€ PACKPBITHA, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asBJIEHHOM TEMbI COJIEP)KaHUIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBUE COACpKAHUS U JIMTEPATyphl), MpaKTUUeCKas HaNpaBiIe€HHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON (QopMe, aleKBaTHOCTh MCIOIb30BAHUSI TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauam,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTDH MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: O00bheM (OMTHUMATbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBo€ OQOpMIIEHHE, CTPYKTypUpOBaHHE UHOpMAINH,
COOTBETCTBHE 3asBICHHBIM TPEOOBAaHUSAM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCcTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE pErIaMeHTa, SMOIIMOHATIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpOBaHHbIE, INTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3jiesaM MporpaMMmbl:
- coep)KaHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, pacKpbITUE TEMBl, JOCTYIHOCTh
uznoxkenus, d3PpdextuBHOoCTh npuMeHeHuss cpeacts HWKT, cmocoObl u  yciaoBHs JIOCTHXKEHUS
PEe3yNBbTaTUBHOCTH W 3(P(EKTUBHOCTH U1 BBIMIOJHEHHS 3a/1a4d CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeIbHOCTH, JI0Ka3aTeJIbHOCTh MPUHUMAEMBIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHMUS,
BBIBO/IbI.

6. YueOHO-MeTOoANYecKOe U HHPOPMALIMOHHOE 00ecnieyeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

1. Kosran H. M. KommneroTepnsie cetu : ydebHoe mocoome. - Munck: PUIIO, 2014. - 180 c. - Tekcr :
anekTpounbii  // OBC  «YHuBepcurerckas ~— OuOnMoOTEeKa  OHJIAMHY [caiir]. - URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. PynenkoB, H. A., Ilponerapckuii, A. B., CmupnoBa, E. B., CypoBoB, A. M. TexHoyorum 3amuThl
nH(pOpMaIu B KOMIIBIOTEPHBIX ceTsX. - 2021-01-23; TexHonoruu 3amuThl THHOPMAIIMHA B KOMITBIOTEPHBIX
ceTsix. - Mocksa: UnTtepHet-Yausepcutrer Uudopmarnmonnsix Texnomoruit (MHTYUT), 2016. - 368 c. -
Texct : anexrponnsiii / IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/73732.html

6.2 JlonosHUTENBHAS IUTEpATYpA:

1. ®omun JI. B. KommbiorepHeie ceTu : ydeOHO-MeToguueckoe mocobue. - Mocksalbepnu:
Hupexr-Menua, 2015. - 66 c. - Teker : snexkrponHsiil / OBC «YHuBepcureTckass 6uMONIMOTEKa OHIAWH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Kysua A.B. KommbiorepHbie cetu : yueb. mocobue. - 3-e u3n., mepepab. u gom.. - M.: ®OPYM,
NH®PA-M, 2014. - 191 c.

3. Omudep B.I., Omudep H.A. Kommbiorepusle cetu. [IpHHLIMIBI, TEXHOIOTHH,IPOTOKOIBI @ Yuel.
nmocoOue st By30B. - 2-¢ u3ll.. - CI16.u np.: [Turep, 2005. - 863 c.

6.3 VlHble HICTOYHUKMU:
1. ®enepanbubiii moptan «Poccuiickoe oopazoBanue» - http://www.edu.ru/
2. Nopran «I'ymanurapHoe obpazoBanue» - http://www.humanities.edu.ru/

3. ®epepanbHoe xpanwiuiie «EauHas Komnmeknus UUPOBBIX 00pa30BATENBHBIX PECYPCOBY -
http://school-collection.edu.ru/

4. denepanpHas ciyx0a 1mo Haa30py B chepe obpazoBanms u Hayku - http://obrnadzor.gov.ru
5. Kypnan «Bomnpocs! o0pa3oBanus» - http://www.ecsocman.edu.ru/vo
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7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUILIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBbIE CTIPABOYHbIE CHCTEMbI

I[J'DI MMPOBCACHUA 3aHATUM TI0 JUCHUITIINHEC HGOGXO,Z[I/IMO CJICAyomee MarcpruaJIbHO-TCXHUYCCKOC
obOecrnieucHue: y‘-Ie6HI>Ie AyauTOpruun Jid TIPOBCACHUA 3aHATHI JICKIUOHHOI'O W CCMHUHAPCKOT0 THIIA,
rpynmnoBbIX W HWHIAWBHUAYAJIbHBIX KOHCYHLTaLII/If/’I, TCKYLICTO KOHTPOJA H HpOMe)KYTOqHOﬁ arrecranuu,
IIOMCIICHUA 1A CaMOCTOSITEIIHbHOM pa6OTI:I.

VYdeOHble ayTUTOPUN U MIOMEICHHUS JJIS1 CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeICTaBIeHus yueOHo nHpopManuu
OO0JIBIION ayTUTOPHH.

[TomereHus: 111 CaMOCTOSITEIbHON PabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHreM JloCTyna B AIEKTPOHHYIO
MH(pOPMAITMOHHO-00pa30BaTEILHYIO CPeNy YHUBEPCUTETA.

Jlnst mpoBeeHusl 3aHATHI JIEKIIMOHHOTO THIIAa UCTIONB3YIOTCS HA0OPBI IEMOHCTPAILIMOHHOTO 000PYI0BaHUS,
o0ecreYnBarole TEMaTHIEeCKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JlueH3noHHOE U CBOOOHO pacIpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUCHHE:
Onepanuonnas cucrema Microsoft Windows 10

Microsoft Office [Ipodeccuonanbusiii moc 2007

Cisco Packet Tracer

Omneparnmonnas cuctema "Anst O6pazoBanue"
LibreOftice

ITpodeccronanbhblie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. DNEeKTpOHHBIN KaTrajor @yHIaMEHTaIbHON OoubmuoTeKN TTV. — URL:
https://www.tsutmb.ru/biblio/elektronnyij-katalog/

2. VYuuBepcuTeTckas OMOIMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTreuHas  cuctema. —  URL:
https://biblioclub.ru
3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexrponHas oubiamoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBeHHast Onbnuoreka: opunmanbueiii caiit. — URL: https://www.rsl.ru
6. Poccuiickas HarmoHanbpHas 6nbamoreka: odurmansabii caiit. — URL: http://nlr.ru

7. [Ipe3unentckas 6ubnuoreka umenu b.H. Enpriuaa. — URL: https://www.prlib.ru

8. Hayunas onextpoHHas Oubnmoreka Poccuiickoii  akamemun  ecrectBo3Hanus. — URL:
https://www.monographies.ru

9. Dnexrponnas 6udmuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

DJIeKTpPOHHAS HH(OPMALIMOHHO-00pa3oBaTe/IbHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3anMoneiicTBue mpenomaBaTenss W CTY[JEHTa B Tpolecce OOyYeHHUs OCYHIECTBISIETCS MOCPEICTBOM

MYJIBTUMEIUHHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, HUCIOJIB3YEMBIX B
ANIEKTPOHHOH HH()OPMAIIMOHHO-00Pa30BaTEILHON CPEIe YHUBEPCHUTETA.
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